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PREFACE 

 

 

It is my great pleasure to warmly welcome you to the Seventh 
International Conference on Informatics and Computing (ICIC 2022) held 
for the first time, in Hybrid mode. Online participation will be held via the 
Zoom Meeting platform, while offline event will take place in the land on 
Bali. 

The ICIC is a conference series which is conducted annually by 
APTIKOM, the Indonesian Association of Higher Education in 
Informatics and Computing. This year the main theme of the conference 
is "Driving Digital Transformation Toward Society 5.0 through Smart 
Technology and Artificial Intelligence", with an intention to bring up more 
awareness in our society on the importance of Artificial Intelligence in the 
current era and beyond. 

The ICIC conference series as a flagship conference of APTIKOM serves as an arena for 
academicians and their students, experts and practitioners from the industry to meet, present, and have 
fruitful discussions on their research works, ideas, and papers in the wide areas of Computing which 
covers Computer Science, Information Systems, Information Technology, Software Engineering, and 
Computer Engineering. The conference is set to provide opportunities for participants from both 
academia and industry to share and exchange knowledge as well as the cutting-edge development in the 
computing field. It is expected that the ICIC participants will be able to take away new thinking and 
horizon from this conferential meeting to further their works in the area. 

There are 237 papers submission and only 130 papers are accepted which is around 54% acceptance 
rate. The accepted papers will be presented in one of the 9 regular parallel and tracks sessions and will 
be published in the conference proceedings volume. The diversity of authors come from 9 different 
countries.  

All accepted papers are submitted to IEEE Xplore. IEEE Conference Number: #56845. Catalog 
Number: CFP22G52-ART ISBN: 979-8-3503-4571-1 

On behalf of the ICIC 2022 organizers, we wish to extend our warm welcome and would like to thank 
for all Keynote Speakers, Reviewers, Authors, and Committees, for their effort, guidance, contribution 
and valuable support. We would like to also extend our gratitude to IEEE Indonesia Section for 
technically co-sponsored this event. 

I wish you all a most wonderful, enjoyable, and productive conference in this ICIC 2022. Thank you. 

Wa billahi taufiq wal hidayah. Wallahul muwaffiq ila aqwamit tharieq. 

Wasalaamu ‘alaykum warahmatullahi wabarakaatuh. 

 

 

Yusuf Durachman  

Organizing Chair 
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Abstract— The purpose of this study is to solve the problem 

of unbalanced data for prediction and classification of 

fraudulent E-Commerce transactions. Data from Digital 

Commerce 360 in 2015 showed that fraud occurred as much as 

35% of total e-commerce transactions. Quoted from 

Bisnis.com, based on the 2017 Fraud Management Insight 

report, this percentage of fraud can reduce consumer 

confidence. One method for predicting fraud is machine 

learning. Fraud data does not have a balance between data that 

is not fraudulent, causing the classification to be biased. So it is 

necessary to balance the data using the SMOTE algorithm. 

The results of the data balancing will be classified as 

fraudulent transactions using the Support vector machine, K-

Nearst Neighbor, Naïve Bayes and C45 algorithms. 

Keywords—Oversampling, Fraud E-Commerce SMOTE, K-

Nearst Neighbor, Support Vector Machine, Naïve Bayes, C45.  

I. INTRODUCTION 

 Indonesia has always been an attractive market for the 
growth of the e-commerce and online shopping market due 
to its large youth population and strong economic growth. 
The number of online shoppers in Indonesia is growing 
every year along with the growing number of e-commerce. 
The FT Confidential Report reports that online shoppers in 
Indonesia grew by 11 million in 2017 bringing the total to 35 
million online shoppers (compared to 2015's total of 24 
million). 

Nevertheless, data from Digital Commerce 360 in 2015 
showed that fraud occurred as much as 35% of total e-
commerce transactions. Quoted from Bisnis.com, based on 
the 2017 Fraud Management Insight report, this percentage 
of fraud can reduce consumer confidence. In addition, the 
results of a survey conducted by Kaspersky Lab involving 26 
countries around the world, revealed that as many as 26% of 
online consumers in Indonesia are victims of financial fraud. 
In Indonesia, the Directorate of Cyber Crime under the 
Criminal Investigation Agency of the Indonesian National 
Police stated that consumer losses caused by e-commerce 
fraud reached 2.2 billion rupiah. The e-commerce business 
itself is closely related to fraudulent actions. Based on DBS 
Insight Asia, the image of online shopping that is thick with 
fraudulent practices is the main reason why consumers are 

reluctant to shop online in Indonesia. One of the methods for 
predicting machine learning fraud for fraudulent E-
Commerce transactions [1] and credit card fraud [2]. One 
type of machine learning algorithm is a classification 
algorithm [3][4]. 

The weakness of the classification algorithm is that the 
accuracy results will be biased if the target data or class is 
not balanced [5] and the characteristics of the data [6]. To 
overcome the data balance with the data oversampling 
algorithm using the SMOTE algorithm [7]. Research [8][9] 
uses the SMOTE algorithm to reduce the impact of data 
balance on credit card fraud datasets, uses SMOTE to 
overcome data rewards using 5 datasets from various 
applications[10]. 

Several studies have overcome the balance of data using 
the SMOTE algorithm before the classification process 
including research [11] performing data rewards before 
classification using the Support Vector Machine (SVM), K-
Nearst Neighbor (KNN) [12], C45 for diabetes 
classification[13], performing rewards data before Sentiment 
analysis using Support Vector Machine and Naïve 
Bayes[14]. 

 From the problems and related research, the purpose of 
this research will be to do oversampling before the E-
Commerce fraudulent transaction data is classified. 
Oversampling class using SMOTE and continued with data 
classification using SVM, KNN, Naïve Bayes and C45 
algorithms. 

II. RESEARCH WORK 

Data mining is a science in the field of data science that 
uses machine learning algorithms, various sectors of 
researchers use data mining for research materials [14]. 
Research [15] succeeded in increasing the prediction of 
employee performance using data mining so that they can 
make decisions. The results of the classification can be used 
as an analysis to detect fraud in the financial sector in India 
[16] and the classification can detect financial fraud in 
investments in the Canadian transaction market [17]. The 
result of an increase in the balancing of class data affects the 
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performance generated by the classification algorithm [18]. 
The results of oversampling data produce an accuracy value 
of 14% reducing errors in data classification where the value 
obtained by C45 is better than Bayesian, neural network and 
decision tree. While research [19] the results of the 
reduction in data rewards yield an accuracy rate of 97% for 
the Decision tree classification, which is better than the 
accuracy produced by naïve bayes. 

III. METHODOLOGY 

A. Data  

The data used in this study is the E-Commerce public 
fraud detection dataset from https://www.kaggle.com 
datasets/aryanrastogi7767/ecommerce-fraud-data. The data 
obtained for the number of attributes is 9 (Nine) classified 
into 2 Fraud classes (True and False) with a total data of 167 
records.  

B. Pre-Prosesing Data 

In pre-processing the data will go through two stages of 
the process, the first is scaling using the min max scaler 
algorithm [20]. This stage aims to overcome the problem of 
dataset intervals that are quite far away. This long interval 
will make it difficult for the Naïve Bayes, KNN, C45 and 
Support Vector Machine algorithms to train. 

C. Feture Selection 

The next stage is feature selection which is the process 
of selecting relevant features that affect the classification 
results both in terms of the effectiveness and efficiency of 
the algorithm's work. 

 
D. Determining Data Balance  
This stage is to determine the balance of the data class or 

oversampling with the SMOTE method [21], where the data 
will be reproduced by creating a new sample that has the 
same characteristics as the existing sample with the aim of 
balancing the amount of data for each class label. 

 
E. Classification 

At this stage is the classification of fraud detection of E-
Commerce transactions using classification algorithms such 
as SVM, Naïve Bayes, KNN and C45. 

 
F. Classification Test 

The method used in this process is the confusion matrix 
which is used to test the performance of the classification 
[22]. 

IV. RESULT AND DISCUSSION  

The dataset of fraudulent E-Commerce transactions used 
is 167 records. The dataset must be free from noise and 
valid before the classification process is carried out with 
several prepared scenarios. The dataset must be in 
accordance with the design and requirements of the Naïve 
Bayes, C45, KNN and SVM algorithms free from dataset 
problems such as data intervals [23]. 

A. Support Vector Machine 

After the pre-processing of the data has been carried out, 
the first classification algorithm experiment is the Support 
Vector Machine (SVM) algorithm. The SVM classification 

experiment was carried out before and after the data was 
balanced by the SMOTE algorithm. The data before and 
after the SMOTE process can be seen in Figure 1. The 
classification generated by SVM can be seen in table I. 

 

 
Fig. 1. Visualisasi Before and After Over Sampling Data 

 The results of the smote can be seen in Figure 1 that 
the class/target was initially unbalanced after the Smote 
process was carried out to become balanced. Where before 
oversampling the target data for True = 39 and False = 69, 
after oversampling using SMOTE True becomes 68 and 
False becomes 68. 

TABLE I.  RESULTS OF SVM CLASSIFICATION 

Algorithm Recall Precision  Accurracy F1 Score 

SVM 0.08 1.00 0.68 0.15 
SVM + 
SMOTE 

0.25 0.27 0.50 0.46 

 

B.  Naïve Bayes  

The results of the Naïve Bayes classification before and 
after balancing the data using SMOTE are shown in table II. 

TABLE II.  NAÏVE BAYES CLASSIFICATION RESULTS  

Algorithm Recall Precision  Accuracy  F1 

Score 

Naïve Bayes 0.08 0.50 0.65 0.14 

Naïve Bayes + 
SMOTE 

0.42 0.71 0.74 0.53 

C. K-Nearst Neighbor 

The results of the Naïve Bayes classification before and 
after balancing the data using SMOTE are shown in table 
III. 

TABLE III.  KNN CLASSIFICATION RESULTS 

Algorithm Recall Precision  Accuracy  F1 

Score 

KNN 0.33 0.44 0.44 0.38 

KNN + 
SMOTE 

0.50 0.33 0.59 0.46 

 

D. Decision Tree C45 

The results of Decision Tree C45 classification before 
and after data balancing using SMOTE are shown in table 
IV.  

TABLE IV.  C45 CLASSIFICATION RESULTS 
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Algorithm Recall Precision  Accuracy  F1 

Score 

C45 0.08 0.17 0.53 0.11 

C45 + SMOTE 0.25 0.33 0.56 0.29 

 

E. Classification Evaluation Results 

Hasil The results of all classifications that have been 
carried out after oversampling the data using SMOTE are 
continued by testing the performance confusion matrix of the 
classification generated by SVM, Naïve Bayes, KNN and 
C45 based on the value of Recall, Precision, Accuracy, F1 
Score shown in Table V. 

TABLE V.  CLASSIFICATION RESULTS  

 

 

 

Fig. 2. Classification Visualization 

From the results of fig 2 the results obtained 
before and after using SMOTE classification against the 
classification algorithm are: 

• The classification results generated before using the 
SMOTE algorithm show that SVM has an accuracy of 
68%, Naïve Bayes is 65%, KNN is 44% and C45 is 
53%. 

• The results of the classification after using the 
SMOTE algorithm are that SVM gets accuracy=50%, 
Naïve Bayes=74%, KNN=59%, C45=56%. 

• The classification results generated before using the 
SMOTE algorithm showed that SVM got a recall of 
80% Naïve Bayes by 80%, KNN by 33% and C45 by 
80%. 

• Classification results after using the SMOTE 
algorithm is that SVM gets Recall=25%, Naïve 
Bayes=42%, KNN=50%, C45=25%. 

• The classification results generated before using the 
SMOTE algorithm show that SVM has a precision of 
100% Naïve Bayes by 50%, KNN by 44% and C45 
by 17%. 

• Classification results after using the SMOTE 
algorithm are that SVM gets precision=27%, Naïve 
Bayes=71%, KNN=33%, C45=33%. 

• The classification results generated before using the 
SMOTE algorithm showed that SVM got an F1 Score 
of 15% Naïve Bayes by 14%, KNN by 38% and C45 
by 11%. 

• The results of the classification after using the 
SMOTE algorithm were that SVM got F1 
Score=46%, Naïve Bayes=53%, KNN=46%, 
C45=29%. 

• Recommendations for the classification of E-
Commerce fraud after oversampling using SMOTE is 
the Naïve Bayes algorithm with the highest accuracy 
value compared to the SVM, KNN and C45 
algorithms. 

 

V. CONCLUSION 

The dataset used is e-commerce fraud which has an 
unbalanced class/target between the fraud class and the non-
fraud class. To complete the data balance, the Synthetic 
Minority Over Sampling Technique SMOTE algorithm is 
used. For the classification of the E-Commerce fraud dataset, 
4 classification algorithms are used, including SVM, Naïve 
Bayes, KNN and C45. So the conclusions obtained in this 
research are: 

• Before using SMOTE class Fraud=39 and non-
fraud=69, after using the SMOTE class algorithm it 
becomes balanced with fraud being 68 and non-fraud 
being 68. 

• The classification results generated before using the 
SMOTE algorithm show that SVM has an accuracy of 
68%, Naïve Bayes is 65%, KNN is 44% and C45 is 
53%. 

• The results of the classification after using the 
SMOTE algorithm are that SVM gets accuracy=50%, 
Naïve Bayes=74%, KNN=59%, C45=56%. 

• Recommendations for the classification of E-
Commerce fraud after oversampling using SMOTE is 
the Naïve Bayes algorithm with the highest accuracy 
value compared to the SVM, KNN and C45 
algorithms. 
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