8/15/25, 7:12 AM Network Intrusion Detection Using Transformer Models and Natural Language Processing for Enhanced Web Application Attack Det...

HOME / ARCHIVES / VOL.13 NO. 3 (2024) / Articles

Network Intrusion Detection Using Transformer
Models and Natural Language Processing for
Enhanced Web Application Attack Detection

Wowon Priatna
Universitas Bhayangakara Jakarta Raya

Irwan Sembiring
Universitas Kristen Satya Wacana

Adi Setiawan
Universitas Kristen Satya Wacana

Iwan Setyawan
Universitas Kristen Satya Wacana

DOI: https://doi.org/10.23887/janapativ13i3.82462

Keywords: NLP, intrusion detection, transformer, machine learning, web application attack

ABSTRACT

The increasing frequency and complexity of web application attacks necessitate more advanced detection
methods. This research explores integrating Transformer models and Natural Language Processing (NLP)
techniques to enhance network intrusion detection systems (NIDS). Traditional NIDS often rely on predefined
signatures and rules, limiting their effectiveness against new attacks. By leveraging the Transformer's ability
to capture long-term dependencies and the contextual richness of NLP, this study aims to develop a more
adaptive and intelligent intrusion detection framework. Utilizing the CSIC 2010 dataset, comprehensive
preprocessing steps such as tokenization, stemming, lemmatization, and normalization were applied.
Techniques like Word2Vec, BERT, and TF-IDF were used for text representation, followed by the application of
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the Transformer architecture. Performance evaluation using accuracy, precision, recall, F1 score, and AUC
demonstrated the superiority of the Transformer-NLP model over traditional machine learning methods.
Statistical validation through Friedman and T-tests confirmed the model's robustness and practical
significance. Despite promising results, limitations include the dataset's scope, computational complexity, and
the need for further research to generalize the model to other types of network attacks. This study indicates
significant improvements in detecting complex web application attacks, reducing false positives, and
enhancing overall security, making it a viable solution for addressing increasingly sophisticated cybersecurity
threats

REFERENCES

A. A. Bouramdane, “Cyberattacks in Smart Grids: Challenges and Solving the Multi-Criteria Decision-Making
for Cybersecurity Options, Including Ones That Incorporate Artificial Intelligence, Using an Analytical
Hierarchy Process,” J. Cybersecurity Priv., vol. 3, no. 4, pp. 662—705, 2023, doi: 10.3390/jcp3040031.

J. A. Dharma and Rino, “Network Attack Detection Using Intrusion Detection System Utilizing Snort Based on
Telegram,” bit-Tech, vol. 6, no. 2, pp. 118-126, 2023, doi: 10.32877/bt.v6i2.943.

0. J. Falana, I. O. Ebo, C. O. Tinubu, O. A. Adejimi, and A. Ntuk, “Detection of Cross-Site Scripting Attacks
using Dynamic Analysis and Fuzzy Inference System,” 2020 Int. Conf. Math. Comput. Eng. Comput. Sci.
ICMCECS 2020, 2020, doi: 10.1109/ICMCECS47690.2020.240871.

P. Dini, A. Elhanashi, A. Begni, S. Saponara, Q. Zheng, and K. Gasmi, “Overview on Intrusion Detection
Systems Design Exploiting Machine Learning for Networking Cybersecurity,” Appl. Sci., vol. 13, no. 13, 2023,
doi: 10.3390/app13137507.

N. Agarwal and S. Z. Hussain, “A Closer Look at Intrusion Detection System for Web Applications,” Secur.
Commun. Networks, vol. 2018, 2018, doi: 10.1155/2018/9601357.

Y. J. Park and J. C. Park, “Web Application Intrusion Detection System for input validation attack,” Proc. - 3rd
Int. Conf. Converg. Hybrid Inf. Technol. ICCIT 2008, vol. 2, pp. 498-504, 2008, doi: 10.1109/ICCIT.2008.338.

S. Sasipriya, L. R. Madhan Kumar, R. Raghuram Krishnan, and K. Naveen Kumar, “Intrusion Detection System
in Web Applications (IDSWA),” Proc. - 5th Int. Conf. Intell. Comput. Control Syst. ICICCS 2021, no. Iciccs, pp.
311-314, 2021, doi: 10.1109/ICICCS51141.2021.9432086.

M. Verkerken, L. D’hooge, T. Wauters, B. Volckaert, and F. De Turck, “Towards Model Generalization for

Intrusion Detection: Unsupervised Machine Learning Techniques,” J. Netw. Syst. Manag., vol. 30, no. 1, pp. 1-

https://ejournal.undiksha.ac.id/index.php/janapati/article/view/82462 2/10



8/15/25, 7:12 AM Network Intrusion Detection Using Transformer Models and Natural Language Processing for Enhanced Web Application Attack Det...
25, 2022, doi: 10.1007/s10922-021-09615-7.

L. Ashiku and C. Dagli, “Network Intrusion Detection System using Deep Learning,” Procedia Comput. Sci.,
vol. 185, no. June, pp. 239-247, 2021, doi: 10.1016/j.procs.2021.05.025.

R. Sudiyarno, A. Setyanto, and E. T. Luthfi, “"Peningkatan Performa Pendeteksian Anomali Menggunakan
Ensemble Learning dan Feature Selection Anomaly Detection Performance Improvement Using Ensemble

Learning and Feature Selection,” Citec J., vol. 7, no. 1, pp. 1-9, 2020.

S. Das, M. Ashrafuzzaman, F. T. Sheldon, and S. Shiva, “Network Intrusion Detection using Natural Language
Processing and Ensemble Machine Learning,” 2020 IEEE Symp. Ser. Comput. Intell. SSCI 2020, no. Mi, pp.
829-835, 2020, doi: 10.1109/SSCI47803.2020.9308268.

R. Sujatha, A. Teja, P. Naveen, and J. M. Chatterjee, “Web Application for Traffic Monitoring and Guidance,”
vol. 10, no. 4, pp. 1-14, 2020, doi: 10.33168/ISMS.2020.0403.

J. R. Tadhani, V. Vekariya, V. Sorathiya, S. Alshathri, and W. El Shafai, “Securing web applications against XSS
and SQLi attacks using a novel deep learning approach,” Sci. Rep., pp. 1-17, 2024, doi: 10.1038/s41598-023-
48845-4.

T. Sowmya and M. A. E. A, "Measurement : Sensors A comprehensive review of Al based intrusion detection
system,” Meas. Sensors, vol. 28, no. May, p. 100827, 2023, doi: 10.1016/j.measen.2023.100827.

J. Campino, “Unleashing the transformers : NLP models detect Al writing in education,” J. Comput. Educ., no.
0123456789, 2024, doi: 10.1007/s40692-024-00325-y.

N. Patwardhan, S. Marrone, and C. Sansone, “Transformers in the Real World : A Survey on NLP Applications,”
2023.

Z. Long, H. Yan, G. Shen, X. Zhang, H. He, and L. Cheng, “A Transformer-based network intrusion detection
approach for cloud security,” J. Cloud Comput., vol. 13, no. 1, 2024, doi: 10.1186/s13677-023-00574-9.

Y. Liu and L. Wu, “Intrusion Detection Model Based on Improved Transformer,” Appl. Sci., vol. 13, no. 10,
2023, doi: 10.3390/app13106251.

J. Kim, H. Kang, and P. Kang, “Time-series anomaly detection with stacked Transformer representations and
1D convolutional network,” Eng. Appl. Artif. Intell., vol. 120, no. November 2022, p. 105964, 2023, doi:
10.1016/j.engappai.2023.105964.

N. Montes, G. Betarte, R. Martinez, and A. Pardo, “Web Application Attacks Detection Using Deep Learning,”
Lect. Notes Comput. Sci. (including Subser. Lect. Notes Artif. Intell. Lect. Notes Bioinformatics), vol. 12702

https://ejournal.undiksha.ac.id/index.php/janapati/article/view/82462 3/10



8/15/25, 7:12 AM Network Intrusion Detection Using Transformer Models and Natural Language Processing for Enhanced Web Application Attack Det...
LNCS, pp. 227-236, 2021, doi: 10.1007/978-3-030-93420-0_22.

A. D. Y. SURYADI, “Pengembangan Intrusion Detection System (IDS) Berbasis Machine Learning,” vol. 13, no.
3, pp. 189-195, 2022, [Online]. Available: https://repository.mercubuana.ac.id/63488/.

A. Nurdin, B. Anggo Seno Aji, A. Bustamin, and Z. Abidin, “Perbandingan Kinerja Word Embedding Word2Vec,
Glove, Dan Fasttext Pada Klasifikasi Teks,” J. Tekno Kompak, vol. 14, no. 2, p. 74, 2020, doi:
10.33365/jtk.v14i2.732.

S. R. Choi and M. Lee, “Transformer Architecture and Attention Mechanisms in Genome Data Analysis: A
Comprehensive Review,” Biology (Basel)., vol. 12, no. 7, 2023, doi: 10.3390/biology12071033.

H. Salih Abdullah and A. Mohsin Abdulazeez, “Detection of SQL Injection Attacks Based on Supervised
Machine Learning Algorithms: A Review,” Int. J. Informatics, Inf. Syst. Comput. Eng., vol. 5, no. 2, pp. 152—
165, 2024, doi: 10.34010/injiiscom.v5i2.12731.

H. Wang and W. Li, "DDosTC: A transformer-based network attack detection hybrid mechanism in SDN,”
Sensors, vol. 21, no. 15, 2021, doi: 10.3390/s21155047.

Z. Gao, Y. Shi, and S. Li, “Self-attention and long-range relationship capture network for underwater object
detection,” J. King Saud Univ. - Comput. Inf. Sci., vol. 36, no. 2, p. 101971, 2024, doi:
10.1016/j.jksuci.2024.101971.

H. Kheddar, “Transformers and Large Language Models for Efficient Intrusion Detection Systems : A

Comprehensive Survey,” pp. 1-34.

H. Zhang and M. O. Shafiq, “Survey of transformers and towards ensemble learning using transformers for
natural language processing,” J. Big Data, 2024, doi: 10.1186/s40537-023-00842-0.

D. E. Cahyani and I. Patasik, “Performance comparison of TF-IDF and Word2Vec models for emotion text
classification,” vol. 10, no. 5, pp. 2780-2788, 2021, doi: 10.11591/eei.v10i5.3157.

G. Zachos, 1. Essop, G. Mantas, K. Porfyrakis, J. C. Ribeiro, and J. Rodriguez, “An Anomaly-Based Intrusion

Detection System for Internet of Medical Things Networks,” Electronics, no. June, pp. 1-25, 2021.

A. Aldallal, “Toward Efficient Intrusion Detection System Using Hybrid Deep Learning Approach,” Sysmmetry,
2022.

A. Chandra, L. Tinnermann, T. Lofstedt, and R. Gratz, “Transformer-based deep learning for predicting
protein properties in the life sciences,” Elife, vol. 12, pp. 1-25, 2023, doi: 10.7554/eLife.82819.

https://ejournal.undiksha.ac.id/index.php/janapati/article/view/82462 4/10


https://repository.mercubuana.ac.id/63488/

8/15/25, 7:12 AM Network Intrusion Detection Using Transformer Models and Natural Language Processing for Enhanced Web Application Attack Det...
T. Lin, Y. Wang, X. Liu, and X. Qiu, “A survey of transformers,” Al Open, vol. 3, no. October, pp. 111-132,
2022, doi: 10.1016/j.aiopen.2022.10.001.

R. Cao, J. Wang, M. Mao, G. Liu, and C. Jiang, “Feature-wise attention based boosting ensemble method for
fraud detection,” Eng. Appl. Artif. Intell., vol. 126, no. PC, p. 106975, 2023, doi:
10.1016/j.engappai.2023.106975.

T. S. Lestari, I. Ismaniah, and W. Priatna, “Particle Swarm Optimization for Optimizing Public Service
Satisfaction Level Classification,” J. Nas. Pendidik. Tek. Inform., vol. 13, no. 1, pp. 147—-155, 2024, doi:
10.23887/janapati.v13i1.69612.

J. Liu and Y. Xu, “T-Friedman Test: A New Statistical Test for Multiple Comparison with an Adjustable
Conservativeness Measure,” Int. J. Comput. Intell. Syst., vol. 15, no. 1, pp. 1-19, 2022, doi: 10.1007/s44196-
022-00083-8.

W. Priatna, H. Dwi Purnomo, A. Iriani, I. Sembiring, and T. Wellem, “Optimizing Multilayer Perceptron with
Cost-Sensitive Learning for Addressing Class Imbalance in Credit Card Fraud Detection,” Resti, vol. 8, no. 4,
pp. 19-25, 2024.

JURNAL NASIONAL
PENDIDIKAN TEKNIK
INFORMATIKA

WOLUKE 13, BS5UL 3 DEG 2004

https://ejournal.undiksha.ac.id/index.php/janapati/article/view/82462 5/10


https://ejournal.undiksha.ac.id/index.php/janapati/issue/view/2769
https://ejournal.undiksha.ac.id/index.php/janapati/issue/view/2769
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/82462/30720

8/15/25, 7:12 AM Network Intrusion Detection Using Transformer Models and Natural Language Processing for Enhanced Web Application Attack Det...

PUBLISHED

2024-12-01

HOW TO CITE

Priatna, W., Sembiring, I. ., Setiawan, A., & Setyawan, I. (2024). Network Intrusion Detection Using Transformer Models and Natural
Language Processing for Enhanced Web Application Attack Detection. Jurnal Nasional Pendidikan Teknik Informatika: JANAPATI, 13(3),
482-493. https://doi.org/10.23887/janapati.v13i3.82462

More Citation Formats v

ISSUE

Vol. 13 No. 3 (2024)

SECTION

Articles

LICENSE

Copyright (c) 2024 Wowon Priatna, Irwan Sembiring, Adi Setiawan, Iwan Iwan Setyawan

This work is licensed under a Creative Commons Attribution-ShareAlike 4.0 International License.

Authors who publish with Janapati agree to the following terms:

1. Authors retain copyright and grant the journal the right of first publication with the work simultaneously
licensed under a Creative Commons Attribution License (CC BY-SA 4.0) that allows others to share the work
with an acknowledgment of the work's authorship and initial publication in this journal

2. Authors are able to enter into separate, additional contractual arrangements for the non-exclusive distribution
of the journal's published version of the work (e.g., post it to an institutional repository or publish it in a book),
with an acknowledgment of its initial publication in this journal.

3. Authors are permitted and encouraged to post their work online (e.g., in institutional repositories or on their
website) prior to and during the submission process, as it can lead to productive exchanges, as well as earlier

https://ejournal.undiksha.ac.id/index.php/janapati/article/view/82462 6/10


https://ejournal.undiksha.ac.id/index.php/janapati/issue/view/2769
https://creativecommons.org/licenses/by-sa/4.0/
https://creativecommons.org/licenses/by-sa/4.0/
https://creativecommons.org/licenses/by-sa/4.0/
http://creativecommons.org/licenses/by-sa/4.0/

8/15/25, 7:12 AM Network Intrusion Detection Using Transformer Models and Natural Language Processing for Enhanced Web Application Attack Det...
and greater citation of published work. (See The Effect of Open Access)

A Home

O Focus and Scope

O Publication Ethics

@ Editorial Team

% Reviewer

& Peer Review Process
(¢ Author Guidelines

(&} Contact Us

o' Open Access Policy
© Copyright Notice

B3 Author Fees

Bl Citedness in Scopus

JOURNAL INSIGHT

Submission Received:

632 Articles (Last 3 Years)

Acceptance Rate:

24% (Last 3 Years)

Submission to Acceptance:

79 Days (Median in Last 3 Years)

Citations:

4302

https://ejournal.undiksha.ac.id/index.php/janapati/article/view/82462 7/10


http://opcit.eprints.org/oacitation-biblio.html
https://ejournal.undiksha.ac.id/index.php/janapati
https://ejournal.undiksha.ac.id/index.php/janapati
https://ejournal.undiksha.ac.id/index.php/janapati
https://ejournal.undiksha.ac.id/index.php/janapati/about#focusAndScope
https://ejournal.undiksha.ac.id/index.php/janapati/about#focusAndScope
https://ejournal.undiksha.ac.id/index.php/janapati/about#focusAndScope
https://ejournal.undiksha.ac.id/index.php/janapati/about#custom-0
https://ejournal.undiksha.ac.id/index.php/janapati/about#custom-0
https://ejournal.undiksha.ac.id/index.php/janapati/about#custom-0
https://ejournal.undiksha.ac.id/index.php/janapati/about/editorialTeam
https://ejournal.undiksha.ac.id/index.php/janapati/about/editorialTeam
https://ejournal.undiksha.ac.id/index.php/janapati/about/editorialTeam
https://ejournal.undiksha.ac.id/index.php/janapati/reviewer
https://ejournal.undiksha.ac.id/index.php/janapati/reviewer
https://ejournal.undiksha.ac.id/index.php/janapati/reviewer
https://ejournal.undiksha.ac.id/index.php/janapati/about#peerReviewProcess
https://ejournal.undiksha.ac.id/index.php/janapati/about#peerReviewProcess
https://ejournal.undiksha.ac.id/index.php/janapati/about#peerReviewProcess
https://ejournal.undiksha.ac.id/index.php/janapati/about/submissions#authorGuidelines
https://ejournal.undiksha.ac.id/index.php/janapati/about/submissions#authorGuidelines
https://ejournal.undiksha.ac.id/index.php/janapati/about/submissions#authorGuidelines
https://ejournal.undiksha.ac.id/index.php/janapati/about/contact
https://ejournal.undiksha.ac.id/index.php/janapati/about/contact
https://ejournal.undiksha.ac.id/index.php/janapati/about/contact
https://ejournal.undiksha.ac.id/index.php/janapati/about#openAccessPolicy
https://ejournal.undiksha.ac.id/index.php/janapati/about#openAccessPolicy
https://ejournal.undiksha.ac.id/index.php/janapati/about#openAccessPolicy
https://ejournal.undiksha.ac.id/index.php/janapati/about/submissions#privacyStatement
https://ejournal.undiksha.ac.id/index.php/janapati/about/submissions#privacyStatement
https://ejournal.undiksha.ac.id/index.php/janapati/about/submissions#privacyStatement
https://ejournal.undiksha.ac.id/index.php/janapati/about#fees
https://ejournal.undiksha.ac.id/index.php/janapati/about#fees
https://ejournal.undiksha.ac.id/index.php/janapati/about#fees
https://drive.google.com/file/d/18-yv4AmJ1qDnFQ8nNTBtmWY_BO4BISpH/view?usp=share_link
https://drive.google.com/file/d/18-yv4AmJ1qDnFQ8nNTBtmWY_BO4BISpH/view?usp=share_link
https://drive.google.com/file/d/18-yv4AmJ1qDnFQ8nNTBtmWY_BO4BISpH/view?usp=share_link

8/15/25, 7:12 AM Network Intrusion Detection Using Transformer Models and Natural Language Processing for Enhanced Web Application Attack Det...

Sinta IMPACT Score:
1.52

Scopus Citedness:

60 Articles

(updated: 21/04/2025)

SERTIFIKAT

Direktorat Jendral Pendidikan Tinggi, Riset dan Teknologi
Kementerian Pendidikan, Kebudayaan, Riset dan Teknologi Republik Indonesia

Kutipan dari Keputusan Direktorat Jendral Pendidikan Tinggi, Riset, dan Teknologi
Kementerian Pendidikan, Kebudayaan, Riset dan Teknologi Republik Indonesia
Nomor: 105/E/KPT/2022

Peringkat Akreditasi Jurnal Ilmiah Periode I Tahun 2022

Nama Jurnal Ilmiah:

Jurnal Nasional Pendidikan Teknik Informatika : JANAPATI

E-ISSN: 25484265
Universitas Pendidikan Ganesha
Ditetapkan Sebagai Jurnal Ilmiah:

Akreditasi Berlaku selama 5 (lima) Tahun, yaitu:

VYolume 10 Nomor 1 Tahun 2021 Sampai Volume 14 Nomor 2 Tahun 2025
Jakarta, 7 April 2022

Pit. Direktur Jendral Pendidikan Tinggi, Riset, dan Teknologi

E i E
S
Oped
Prof. Ir. Nizam, M.Sc., DIC, Ph.D., IPU, ASEAN Eng
NIP. 196107061987101001

[Accreditation Certificate ]

WDOAJ

TEMPLATE

https://ejournal.undiksha.ac.id/index.php/janapati/article/view/82462 8/10


https://drive.google.com/file/d/1J7rEmLIlR9yk-W81M6hibfZLeZ-dshZJ/view?usp=sharing
https://doaj.org/toc/2089-8673

8/15/25, 7:12 AM Network Intrusion Detection Using Transformer Models and Natural Language Processing for Enhanced Web Application Attack Det...

4 )

JOURNAL
wad TEMPLATE

\_ J

VISITORS COUNTER

Visitors

B o6 407
EE 5,200
3,727

E= 5, 7a0

M.67
1. 585
B 1. 461
Sl 734
® 722
—LE

FLAG

View JANAPATI Stats

RECOMMENDATION TOOLS

A MENDELEY

@ grammarly

PLAGIARISM CHECKER

https://ejournal.undiksha.ac.id/index.php/janapati/article/view/82462 9/10


https://drive.google.com/drive/folders/1H_Qy2XjqpG13fXGKdPszC4FRFZhf9iYh?usp=sharing
https://drive.google.com/drive/folders/1H_Qy2XjqpG13fXGKdPszC4FRFZhf9iYh?usp=sharing
https://info.flagcounter.com/QnUx
https://info.flagcounter.com/QnUx
http://statcounter.com/p11278152/?guest=1
https://www.mendeley.com/
https://www.mendeley.com/
https://www.grammarly.com/
https://www.grammarly.com/

8/15/25, 7:12 AM Network Intrusion Detection Using Transformer Models and Natural Language Processing for Enhanced Web Application Attack Det...

turnitin@/)

Published By:

Platform &

JURUSAN TEKNIK INFORMATIKA workflow by
FAKULTAS TEKNIK DAN KEJURUAN

UNIVERSITAS PENDIDIKAN GANESHA O]S / PKP

Janapati is licensed under a Creative Commons
Attribution-ShareAlike 4.0 International License.

View JANAPATI Stats

https://ejournal.undiksha.ac.id/index.php/janapati/article/view/82462 10/10


https://drive.google.com/drive/folders/1J-MUzZK58bdH4htwUBSe5NFcleNozzek?usp=sharing
https://drive.google.com/drive/folders/1J-MUzZK58bdH4htwUBSe5NFcleNozzek?usp=sharing
http://creativecommons.org/licenses/by-sa/4.0/
http://creativecommons.org/licenses/by-sa/4.0/
https://ejournal.undiksha.ac.id/index.php/janapati
http://creativecommons.org/licenses/by-sa/4.0/
http://creativecommons.org/licenses/by-sa/4.0/
https://statcounter.com/p11278152/?guest=1
https://ejournal.undiksha.ac.id/index.php/janapati/about/aboutThisPublishingSystem

8/15/25, 7:11 AM Editorial Team | Jurnal Nasional Pendidikan Teknik Informatika: JANAPATI

HOME / Editorial Team

Editorial Team

EDITOR IN CHIEF

Gede Aditra Pradnyana (Scopus, Google Scholar, Sinta)

Universitas Pendidikan Ganesha, Bali, Indonesia

EDITORS

I Made Dendi Maysanjaya, (Scopus, Google Scholar, Sinta)

Universitas Pendidikan Ganesha, Bali, Indonesia

Nova Eka Budiyanta, (Scopus, Google Scholar, Sinta)

Universitas Katolik Indonesia Atma Jaya, Jakarta, Indonesia

Ida Bagus Ary Indra Iswara, (Scopus, Google Scholar, Sinta)

Institut Bisnis dan Teknologi Indonesia, Bali, Indonesia

I Nyoman Rudy Hendrawan, (Scopus, Google Scholar, Sinta),
Institut Teknologi dan Bisnis STIKOM Bali, Bali, Indonesia

Gede Saindra Santyadiputra, (Scopus, Google Scholar, Sinta)

Universitas Pendidikan Ganesha, Bali, Indonesia

Fayruz Rahma, (Scopus, Google Scholar, Sinta)

Universitas Islam Indonesia, Yogyakarta, Indonesia

I Komang Ari Mogi, (Scopus, Google Scholar, Sinta)

Universitas Udayana, Bali, Indonesia

Gede Arna Jude Saskara, (Scopus, Google Scholar, Sinta)

Universitas Pendidikan Ganesha, Bali, Indonesia

https://ejournal.undiksha.ac.id/index.php/janapati/about/editorial Team 1/6


https://ejournal.undiksha.ac.id/index.php/janapati/index
https://ejournal.undiksha.ac.id/index.php/janapati/index
https://www.scopus.com/authid/detail.uri?authorId=57207961986
https://scholar.google.com/citations?user=QWvubbYAAAAJ&hl=id&oi=ao
https://sinta.kemdikbud.go.id/authors/profile/79297
https://www.scopus.com/authid/detail.uri?authorId=56596781800
https://scholar.google.com/citations?user=mehER3IAAAAJ&hl=id&oi=sra
https://sinta.kemdikbud.go.id/authors/profile/6712045
https://www.scopus.com/authid/detail.uri?authorId=57215537588
https://scholar.google.com/citations?hl=id&user=RNNpyj8AAAAJ
https://sinta.kemdikbud.go.id/authors/profile/6680062
https://www.scopus.com/authid/detail.uri?authorId=57203711945
https://scholar.google.com/citations?hl=id&user=eU6NH0UAAAAJ
https://sinta.kemdikbud.go.id/authors/profile/183498
https://www.scopus.com/authid/detail.uri?authorId=57202902998
https://scholar.google.com/citations?user=9W0FuosAAAAJ&hl=id&oi=ao
https://sinta.kemdikbud.go.id/authors/profile/5976937
https://www.scopus.com/authid/detail.uri?authorId=57207958333
https://scholar.google.com/citations?hl=id&user=VGoVSxAAAAAJ
https://sinta.kemdikbud.go.id/authors/profile/5975826
https://www.scopus.com/authid/detail.uri?authorId=57577937200
https://scholar.google.com/citations?user=db8q-ZIAAAAJ&hl=en&oi=ao
https://sinta.kemdikbud.go.id/authors/profile/6076758
https://www.scopus.com/authid/detail.uri?authorId=57210605389
https://scholar.google.co.id/citations?user=7Yh0XNQAAAAJ&hl=en
https://sinta.kemdikbud.go.id/authors/profile/6901033
https://www.scopus.com/authid/detail.uri?authorId=57189218498
https://scholar.google.com/citations?hl=id&user=JJdMbwoAAAAJ
https://sinta.kemdikbud.go.id/authors/profile/6652064

8/15/25, 7:11 AM Editorial Team | Jurnal Nasional Pendidikan Teknik Informatika: JANAPATI

Luh Putu Eka Damayanthi, (Scopus, Google Scholar, Sinta)

Universitas Pendidikan Ganesha, Bali, Indonesia

Bagus Gede Krishna Yudistira, (Scopus, Google Scholar, Sinta)

Universitas Pendidikan Ganesha, Bali, Indonesia

I Nengah Eka Mertayasa, (Scopus, Google Scholar, Sinta)

Universitas Pendidikan Ganesha, Bali, Indonesia

I Nyoman Saputra Wahyu Wijaya, (Scopus, Google Scholar, Sinta)

Universitas Pendidikan Ganesha, Bali, Indonesia

I Gusti Ayu Agung Diatri Indradewi, (Scopus, Google Scholar, Sinta)

Universitas Pendidikan Ganesha, Bali, Indonesia

Kadek Teguh Dermawan, (Scopus, Google Scholar, Sinta)

Universitas Pendidikan Ganesha, Bali, Indonesia

I Nyoman Tri Anindia Putra, (Scopus, Google Scholar, Sinta)

Universitas Pendidikan Ganesha, Bali, Indonesia

A Home

O Focus and Scope

O Publication Ethics

@ Editorial Team

% Reviewer

& Peer Review Process

(¢ Author Guidelines

(&} Contact Us

o' Open Access Policy

© Copyright Notice

https://ejournal.undiksha.ac.id/index.php/janapati/about/editorial Team 2/6


https://www.scopus.com/authid/detail.uri?authorId=57217199423
https://scholar.google.com/citations?hl=id&user=Esy0nbAAAAAJ
https://sinta.kemdikbud.go.id/authors/profile/6887152
https://www.scopus.com/authid/detail.uri?authorId=58180503800
https://scholar.google.com/citations?user=Id6BxZYAAAAJ&hl=en&oi=ao
https://sinta.kemdikbud.go.id/authors/profile/6930812
https://www.scopus.com/authid/detail.uri?authorId=57217248774
https://scholar.google.com/citations?hl=id&user=j2v0HHAAAAAJ
https://sinta.kemdikbud.go.id/authors/profile/6713526
https://www.scopus.com/authid/detail.uri?authorId=57216706038
https://scholar.google.com/citations?hl=id&user=R2CY63gAAAAJ
https://sinta.kemdikbud.go.id/authors/profile/6717476
https://www.scopus.com/authid/detail.uri?authorId=57216354325
https://scholar.google.co.id/citations?user=6ORsLFUAAAAJ
https://sinta.kemdikbud.go.id/authors/profile/6753477
https://www.scopus.com/authid/detail.uri?authorId=57200413519
https://scholar.google.com/citations?user=r7W_3JwAAAAJ&hl=id&oi=ao
https://www.scopus.com/authid/detail.uri?authorId=57222571697
https://scholar.google.com/citations?user=blxjkmUAAAAJ&hl=id&oi=ao
https://sinta.kemdikbud.go.id/authors/profile/6042580
https://ejournal.undiksha.ac.id/index.php/janapati
https://ejournal.undiksha.ac.id/index.php/janapati
https://ejournal.undiksha.ac.id/index.php/janapati
https://ejournal.undiksha.ac.id/index.php/janapati/about#focusAndScope
https://ejournal.undiksha.ac.id/index.php/janapati/about#focusAndScope
https://ejournal.undiksha.ac.id/index.php/janapati/about#focusAndScope
https://ejournal.undiksha.ac.id/index.php/janapati/about#custom-0
https://ejournal.undiksha.ac.id/index.php/janapati/about#custom-0
https://ejournal.undiksha.ac.id/index.php/janapati/about#custom-0
https://ejournal.undiksha.ac.id/index.php/janapati/about/editorialTeam
https://ejournal.undiksha.ac.id/index.php/janapati/about/editorialTeam
https://ejournal.undiksha.ac.id/index.php/janapati/about/editorialTeam
https://ejournal.undiksha.ac.id/index.php/janapati/reviewer
https://ejournal.undiksha.ac.id/index.php/janapati/reviewer
https://ejournal.undiksha.ac.id/index.php/janapati/reviewer
https://ejournal.undiksha.ac.id/index.php/janapati/about#peerReviewProcess
https://ejournal.undiksha.ac.id/index.php/janapati/about#peerReviewProcess
https://ejournal.undiksha.ac.id/index.php/janapati/about#peerReviewProcess
https://ejournal.undiksha.ac.id/index.php/janapati/about/submissions#authorGuidelines
https://ejournal.undiksha.ac.id/index.php/janapati/about/submissions#authorGuidelines
https://ejournal.undiksha.ac.id/index.php/janapati/about/submissions#authorGuidelines
https://ejournal.undiksha.ac.id/index.php/janapati/about/contact
https://ejournal.undiksha.ac.id/index.php/janapati/about/contact
https://ejournal.undiksha.ac.id/index.php/janapati/about/contact
https://ejournal.undiksha.ac.id/index.php/janapati/about#openAccessPolicy
https://ejournal.undiksha.ac.id/index.php/janapati/about#openAccessPolicy
https://ejournal.undiksha.ac.id/index.php/janapati/about#openAccessPolicy
https://ejournal.undiksha.ac.id/index.php/janapati/about/submissions#privacyStatement
https://ejournal.undiksha.ac.id/index.php/janapati/about/submissions#privacyStatement
https://ejournal.undiksha.ac.id/index.php/janapati/about/submissions#privacyStatement

8/15/25, 7:11 AM Editorial Team | Jurnal Nasional Pendidikan Teknik Informatika: JANAPATI

B Author Fees

I Citedness in Scopus

JOURNAL INSIGHT

Submission Received:

632 Articles (Last 3 Years)

Acceptance Rate:

24% (Last 3 Years)

Submission to Acceptance:

79 Days (Median in Last 3 Years)

Citations:

4302

Sinta IMPACT Score:
1.52

Scopus Citedness:

60 Articles

(updated: 21/04/2025)

https://ejournal.undiksha.ac.id/index.php/janapati/about/editorial Team 3/6


https://ejournal.undiksha.ac.id/index.php/janapati/about#fees
https://ejournal.undiksha.ac.id/index.php/janapati/about#fees
https://ejournal.undiksha.ac.id/index.php/janapati/about#fees
https://drive.google.com/file/d/18-yv4AmJ1qDnFQ8nNTBtmWY_BO4BISpH/view?usp=share_link
https://drive.google.com/file/d/18-yv4AmJ1qDnFQ8nNTBtmWY_BO4BISpH/view?usp=share_link
https://drive.google.com/file/d/18-yv4AmJ1qDnFQ8nNTBtmWY_BO4BISpH/view?usp=share_link

8/15/25, 7:11 AM Editorial Team | Jurnal Nasional Pendidikan Teknik Informatika: JANAPATI

SERTIFIKAT

Direktorat Jendral Pendidikan Tinggi, Riset dan Teknologi
Kementerian Pendidikan, Kebudayaan, Riset dan Teknologi Republik Indonesia

Kutipan dari Keputusan Direktorat Jendral Pendidikan Tinggi, Riset, dan Teknologi
Kementerian Pendidikan, Kebudayaan, Riset dan Teknologi Republik Indonesia

Nomor: 105/E/KPT/2022

Peringkat Akreditasi Jurnal Ilmiah Periode I Tahun 2022
Nama Jurnal Ilmiah:

Jurnal Nasional Pendidikan Teknik Informatika : JANAPATI

E-ISSN: 25484265
Universitas Pendidikan Ganesha
Ditetapkan Sebagai Jurnal Ilmiah:

Akreditasi Berlaku selama 5 (lima) Tahun, yaitu:
Volume 10 Nomor 1 Tahun 2021 Sampai Volume 14 Nomor 2 Tahun 2025
Jakarta, 7 April 2022

Plt. Direktur Jendral Pendidikan Tinggi, Riset, dan Teknologi

951

==
Prof. Ir. Nizam, M.Sc., DIC, Ph.D., IPU, ASEAN Eng
NIP. 196107061987101001

TERAKREDITAS| «

[Accreditation Certificate ]

WDOAJ

TEMPLATE

https://ejournal.undiksha.ac.id/index.php/janapati/about/editorial Team 4/6


https://drive.google.com/file/d/1J7rEmLIlR9yk-W81M6hibfZLeZ-dshZJ/view?usp=sharing
https://doaj.org/toc/2089-8673

8/15/25, 7:11 AM Editorial Team | Jurnal Nasional Pendidikan Teknik Informatika: JANAPATI

4 )

JOURNAL
wad TEMPLATE

\_ J

VISITORS COUNTER

Visitors

B o6 407
EE 5,200
3,727

E= 5, 7a0

M.67
1. 585
B 1. 461
Sl 734
® 722
—LE

FLAG

View JANAPATI Stats

RECOMMENDATION TOOLS

A MENDELEY

@ grammarly

PLAGIARISM CHECKER

https://ejournal.undiksha.ac.id/index.php/janapati/about/editorial Team 5/6


https://drive.google.com/drive/folders/1H_Qy2XjqpG13fXGKdPszC4FRFZhf9iYh?usp=sharing
https://drive.google.com/drive/folders/1H_Qy2XjqpG13fXGKdPszC4FRFZhf9iYh?usp=sharing
https://info.flagcounter.com/QnUx
https://info.flagcounter.com/QnUx
http://statcounter.com/p11278152/?guest=1
https://www.mendeley.com/
https://www.mendeley.com/
https://www.grammarly.com/
https://www.grammarly.com/

8/15/25, 7:11 AM Editorial Team | Jurnal Nasional Pendidikan Teknik Informatika: JANAPATI

turnitin@/)

Published By:

Platform &

JURUSAN TEKNIK INFORMATIKA workflow by
FAKULTAS TEKNIK DAN KEJURUAN

UNIVERSITAS PENDIDIKAN GANESHA O]S / PKP

Janapati is licensed under a Creative Commons
Attribution-ShareAlike 4.0 International License.

View JANAPATI Stats

https://ejournal.undiksha.ac.id/index.php/janapati/about/editorial Team 6/6


https://drive.google.com/drive/folders/1J-MUzZK58bdH4htwUBSe5NFcleNozzek?usp=sharing
https://drive.google.com/drive/folders/1J-MUzZK58bdH4htwUBSe5NFcleNozzek?usp=sharing
http://creativecommons.org/licenses/by-sa/4.0/
http://creativecommons.org/licenses/by-sa/4.0/
https://ejournal.undiksha.ac.id/index.php/janapati
http://creativecommons.org/licenses/by-sa/4.0/
http://creativecommons.org/licenses/by-sa/4.0/
https://statcounter.com/p11278152/?guest=1
https://ejournal.undiksha.ac.id/index.php/janapati/about/aboutThisPublishingSystem

8/15/25, 7:11 AM Vol. 13 No. 3 (2024) | Jurnal Nasional Pendidikan Teknik Informatika: JANAPATI

HOME / ARCHIVES / Vol. 13 No. 3 (2024)

Vol. 13 No. 3 (2024)

JURNAL NASIONAL
PENDIDIKAN TEKNIK
INFORMATIKA

Volume 13 Issue 3 of the Jurnal Nasional Pendidikan Teknik Informatika (Janapati) consists of 28 articles from
2 country, namely Indonesia, Malaysia and comes from 28 author affiliations, namely namely Institut
Teknologi Bandung, Universitas Sebelas Maret, Universitas Gadjah Mada, Universitas Terbuka, ITB Stikom
Bali, Institut Teknologi Sepuluh Nopember, Universitas Udayana, Institut Teknologi Telkom Purwokerto,
Universitas Bhayangakara Jakarta Raya, Universitas Kristen Satya Wacana, Sanata Dharma University, Ministry
of Industry RI, University of Science and Computer Technology, Universitas Negeri Makassar, INSTIKI
Indonesia, Universitas Negeri Manado, Universitas Negeri Malang, Tanjungpura University, Universitas
Pendidikan Ganesha, Universitas Dian Nusantara, Universitas Dinamika Bangsa, Universitas Teknologi
Yogyakarta, Universitas Pendidikan Nasional, Badan Narkotika Nasional Indonesia, Telkom University,

Universiti Kebangsaan Malaysia, and Universitas Indonesia.

Download Cover, Editorial Page, and Table of Contents

DOI: https://doi.org/10.23887/janapativ13i3

PUBLISHED: 2024-12-01

https://ejournal.undiksha.ac.id/index.php/janapati/issue/view/2769 111


https://ejournal.undiksha.ac.id/index.php/janapati/index
https://ejournal.undiksha.ac.id/index.php/janapati/index
https://ejournal.undiksha.ac.id/index.php/janapati/issue/archive
https://ejournal.undiksha.ac.id/index.php/janapati/issue/view/2769
https://drive.google.com/file/d/1oEPX5792B7N9cbb8D72rlUf8gIKm4oOW/view?usp=sharing
https://doi.org/10.23887/janapati.v13i3

8/15/25, 7:11 AM Vol. 13 No. 3 (2024) | Jurnal Nasional Pendidikan Teknik Informatika: JANAPATI

ARTICLES

The Implementation of Bayesian Optimization for Automatic Parameter Selection in
Convolutional Neural Network for Lung Nodule Classification

DOI: https://doi.org/10.23887/janapati.v13i3.82467

Kadek Eka Sapta Wijaya, Gede Angga Pradipta, Dadang Hermawan
438-449

PDF

Deep Learning for Karolinska Sleepiness Scale Classification Based On Eye Aspect Ratio with
SMOTE-Enhanced Data Balancing

DOI: https://doi.org/10.23887/janapati.v13i3.84962

Ahmad Zaini, Eko Mulyanto Yuniarno, Yoyon K Suprapto, Annida Miftakhul Farodisa
450-459

PDF

The Implementation of Enterprise Resource Planning During the Product Design Process
Through the Process of Design Thinking

DOI: https://doi.org/10.23887/janapati.v13i3.80691

I Gusti Bagus Budi Dharma, I Gusti Bagus Baskara Nugraha
460-470

PDF

Detection of UDP Flooding DDoS Attacks on loT Networks Using Recurrent Neural Network
DOI: https://doi.org/10.23887/janapati.v13i3.79601

Warcita, Kurniabudi; Eko Arip Winanto
471-48]

PDF

Network Intrusion Detection Using Transformer Models and Natural Language Processing
for Enhanced Web Application Attack Detection

DOI: https://doi.org/10.23887/janapati.v13i3.82462

Wowon Priatna, Irwan Sembiring, Adi Setiawan, Iwan Setyawan
482-493

https://ejournal.undiksha.ac.id/index.php/janapati/issue/view/2769 2/11


https://ejournal.undiksha.ac.id/index.php/janapati/article/view/82467
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/82467
https://doi.org/10.23887/janapati.v13i3.82467
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/82467/30714
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/84962
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/84962
https://doi.org/10.23887/janapati.v13i3.84962
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/84962/30715
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/80691
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/80691
https://doi.org/10.23887/janapati.v13i3.80691
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/80691/30717
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/79601
https://doi.org/10.23887/janapati.v13i3.79601
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/79601/30719
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/82462
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/82462
https://doi.org/10.23887/janapati.v13i3.82462

8/15/25, 7:11 AM Vol. 13 No. 3 (2024) | Jurnal Nasional Pendidikan Teknik Informatika: JANAPATI

PDF

Classification of Lung Diseases in X-Ray Images Using Transformer-Based Deep Learning
Models

DOI: https://doi.org/10.23887/janapati.v13i3.81425

Nyoman Sarasuartha Mahajaya, Putu Desiana Wulaning Ayu, Roy Rudolf Huizen
494-505

PDF

Data Mining Analysis of Moodle Learning Data and Student Perceptions During and After
the Covid-19 Pandemic

DOI: https://doi.org/10.23887/janapati.v13i3.84005

Chatarina Enny Murwaningtyas, Maria Fatima Dineri De Jesus
506-519

PDF

The Data-Driven Approach in Transitioning Organizational Strategies and Capabilities:
Insights from Indonesia's National Narcotics Agency

DOI: https://doi.org/10.23887/janapati.v13i3.84864

Komang Ari Widani, Abdullah Hasan, Benny Ranti, Muhammad Rifki Shihab, Widha Utami Putri, Syam Fikry
Mardiansyah
520-531

PDF

Optimizing Healthcare Performance Through Electronic Medical Records: An Efficiency
Analysis

DOI: https://doi.org/10.23887/janapati.v13i3.85783

Ni Kadek Tika Purniari, Nilna Muna
532-545

PDF

Facial Expression Detection System for Students in Classroom Learning Process Using
YoloV?7

DOI: https://doi.org/10.23887/janapati.v13i3.83978

Alifya Nuraisyar Aglaia, Mukhlishah Afdhaliyah, Fhatiah Adiba, Andi Baso Kaswar, Muhammad Fajar B, Dyah Darma
Andayani, Muhammad Yahya
546-560

https://ejournal.undiksha.ac.id/index.php/janapati/issue/view/2769 3/11


https://ejournal.undiksha.ac.id/index.php/janapati/article/view/82462/30720
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/81425
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/81425
https://doi.org/10.23887/janapati.v13i3.81425
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/81425/30730
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/84005
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/84005
https://doi.org/10.23887/janapati.v13i3.84005
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/84005/30728
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/84864
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/84864
https://doi.org/10.23887/janapati.v13i3.84864
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/84864/30731
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/85783
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/85783
https://doi.org/10.23887/janapati.v13i3.85783
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/85783/30732
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/83978
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/83978
https://doi.org/10.23887/janapati.v13i3.83978

8/15/25, 7:11 AM Vol. 13 No. 3 (2024) | Jurnal Nasional Pendidikan Teknik Informatika: JANAPATI

PDF

Banana and Orange Classification Detection Using Convolutional Neural Network
DOI: https://doi.org/10.23887/janapati.v13i3.80032

Benedict Evan Lumban Batu Lumban Batu, Wahyu Andi Saputra, Aminatus Sa'adah
561-570

PDF

Analysis of Field Work Practice Information System Service Quality Using The Webqual 4.0
Method and Importance Performance Analysis

DOI: https://doi.org/10.23887/janapati.v13i3.79182

Dian Nurdiana, Muhamad Riyan Maulana, Dwi Astuti Aprijani, Fitria Amastini
571-583

PDF

Developing a Marker-Based AR Application to Introduce Temples and Cultural Heritage to
Younger Generations

DOI: https://doi.org/10.23887/janapati.v13i3.76126

Oka Sudana, Ngurah Adi, Agung Cahyawan
584-596

PDF

Correlation Analysis Approach Between Features and Motor Movement Stimulus for Stroke
Severity Classification of EEG Signal Based on Time Domain, Frequency Domain, and Signal
Decomposition Domain

DOI: https://doi.org/10.23887/janapati.v13i3.85550

Marcelinus Yosep Teguh Sulistyono, Evi Septiana Pane, Eko Mulyanto Yuniarno, Mauridhi Hery Purnomo
597-611

PDF

Enhancement of Internal Business Process Using Artificial Intelligence
DOI: https://doi.org/10.23887/janapati.v13i3.79242

Joseph Teguh Santoso, Agus Wibowo, Budi Raharjo
612-620

PDF

https://ejournal.undiksha.ac.id/index.php/janapati/issue/view/2769 4/11


https://ejournal.undiksha.ac.id/index.php/janapati/article/view/83978/30763
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/80032
https://doi.org/10.23887/janapati.v13i3.80032
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/80032/30764
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/79182
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/79182
https://doi.org/10.23887/janapati.v13i3.79182
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/79182/30765
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/76126
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/76126
https://doi.org/10.23887/janapati.v13i3.76126
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/76126/30767
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/85550
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/85550
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/85550
https://doi.org/10.23887/janapati.v13i3.85550
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/85550/30768
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/79242
https://doi.org/10.23887/janapati.v13i3.79242
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/79242/30769

8/15/25, 7:11 AM Vol. 13 No. 3 (2024) | Jurnal Nasional Pendidikan Teknik Informatika: JANAPATI
Optimizing The User Interface of Waste Bank Application Using UCD and UEQ

DOI: https://doi.org/10.23887/janapati.v13i3.83998

Retno Prihatini, Rianto
621-632

PDF

Model GHT-SVM for Traffic Signh Detection Using Support Vector Machine Algorithm Based
On Gabor Filter and Top-Black Hat Transform

DOI: https://doi.org/10.23887/janapati.v13i3.75778

Handrie Noprisson, Vina Ayumi, Erwin Dwika Putra, Marissa Utami, Nur Ani
633-641

PDF

Early Detection Depression Based On Action Unit and Eye Gaze Features Using a Multi-Input
CNN-WOoPL Framework

DOI: https://doi.org/10.23887/janapati.v13i3.84674

Sugiyanto Sugiyanto, I Ketut Eddy Purnama, Eko Mulyanto Yuniarno, Mauridhi Hery Purnomo
642-657

PDF

Semantic Approach for Digital Restoration of Balinese Lontar Manuscripts
DOI: https://doi.org/10.23887/janapati.v13i3.84916

Ida Bagus Gede Sarasvananda, I Gde Eka Dharsika, I Wayan Kelvin Widana Saputra, Welda Welda
658-669

PDF

Systematic Literature Review: Use of Augmented Reality as A Learning Media: Trends,
Applications, Challenges, and Future Potential

DOI: https://doi.org/10.23887/janapati.v13i3.78825

Charnila Heydemans, Hakkun EImunsyah
670-680

PDF

Optimizing Diabetic Neuropathy Severity Classification Using Electromyography Signals
Through Synthetic Oversampling Techniques

DOI: https://doi.org/10.23887/janapati.v13i3.85675

https://ejournal.undiksha.ac.id/index.php/janapati/issue/view/2769 5/11


https://ejournal.undiksha.ac.id/index.php/janapati/article/view/83998
https://doi.org/10.23887/janapati.v13i3.83998
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/83998/30770
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/75778
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/75778
https://doi.org/10.23887/janapati.v13i3.75778
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/75778/30771
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/84674
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/84674
https://doi.org/10.23887/janapati.v13i3.84674
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/84674/30772
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/84916
https://doi.org/10.23887/janapati.v13i3.84916
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/84916/30780
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/78825
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/78825
https://doi.org/10.23887/janapati.v13i3.78825
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/78825/30781
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/85675
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/85675
https://doi.org/10.23887/janapati.v13i3.85675

8/15/25, 7:11 AM Vol. 13 No. 3 (2024) | Jurnal Nasional Pendidikan Teknik Informatika: JANAPATI

I Ketut Adi Purnawan, Adhi Dharma Wibawa, Arik Kurniawati, Mauridhi Hery Purnomo
681-690

PDF

Real Time Automated Speech Recognition Transcription and Sign Language Character
Animation on Learning Media

DOI: https://doi.org/10.23887/janapati.v13i3.85065

Komang Kurniawan Widiartha, Ketut Agustini, I Made Tegeh, I Wayan Sukra Warpala
691-701

PDF

Implementation of a Web-Based Master-Slave Architecture for Greenhouse Monitoring
Systems in Grape Cultivation

DOI: https://doi.org/10.23887/janapati.v13i3.84105

Hirzen Hasfani, Uray Ristian, Uray Syaziman Kesuma Wijaya
702-71

PDF

Synthesis of Kantil Tone Using The Frequency Modulation Method
DOLI: https://doi.org/10.23887/janapati.v13i3.84874

I Ketut Gede Suhartana, Ni Kadek Yulia Dewi, Gst Ayu Vida Mastrika Giri
712-721

PDF

Optimization of Sales Data Forecasting Computation Process Using Parallel Computing in
Cloud Environment

DOI: https://doi.org/10.23887/janapati.v13i3.85278

I Kadek Susila Satwika, I Putu Susila Handika
722-73]1

PDF

Usability and Performance Comparison: Implementation of Tibero and Oracle Databases in
the Context of CAMS Software Development

DOI: https://doi.org/10.23887/janapati.v13i3.82519

Komang Yuli Santika, Dandy Pramana Hostiadi, Putu Desiana Wulaning Ayu
732-747

https://ejournal.undiksha.ac.id/index.php/janapati/issue/view/2769 6/11


https://ejournal.undiksha.ac.id/index.php/janapati/article/view/85675/30782
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/85065
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/85065
https://doi.org/10.23887/janapati.v13i3.85065
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/85065/30783
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/84105
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/84105
https://doi.org/10.23887/janapati.v13i3.84105
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/84105/30791
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/84874
https://doi.org/10.23887/janapati.v13i3.84874
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/84874/30792
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/85278
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/85278
https://doi.org/10.23887/janapati.v13i3.85278
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/85278/30794
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/82519
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/82519
https://doi.org/10.23887/janapati.v13i3.82519

8/15/25, 7:11 AM Vol. 13 No. 3 (2024) | Jurnal Nasional Pendidikan Teknik Informatika: JANAPATI

PDF

Smart Home for Supporting Elderly Based On Ultrawideband Positioning System
DOI: https://doi.org/10.23887/janapati.v13i3.84186

Muhtadin, Ahmad Ricky Nazarrudin, I Ketut Eddy Purnama, Chastine Fatichah, Mauridhi Hery Purnomo
748-759

PDF

The Influence of Educational Robotics in STEM Integrated Learning and the Development of
Computational Thinking Abilities

DOI: https://doi.org/10.23887/janapati.v13i3.81608

Muhammad Aqil Sadik, Cucuk Wawan Budiyanto, Rosihan Ari Yuana
760-768

PDF

Optimization of XGBoost Algorithm Using Parameter Tunning in Retail Sales Prediction
DOI: https://doi.org/10.23887/janapati.v13i3.82214

Hendra Wijaya, Dandy Pramana Hostiadi, Evi Triandini
769-786

PDF

A Home

O Focus and Scope

O Publication Ethics

@ Editorial Team

& Reviewer

& Peer Review Process

(¢ Author Guidelines

(&} Contact Us

https://ejournal.undiksha.ac.id/index.php/janapati/issue/view/2769 711


https://ejournal.undiksha.ac.id/index.php/janapati/article/view/82519/30795
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/84186
https://doi.org/10.23887/janapati.v13i3.84186
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/84186/30796
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/81608
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/81608
https://doi.org/10.23887/janapati.v13i3.81608
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/81608/30797
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/82214
https://doi.org/10.23887/janapati.v13i3.82214
https://ejournal.undiksha.ac.id/index.php/janapati/article/view/82214/30798
https://ejournal.undiksha.ac.id/index.php/janapati
https://ejournal.undiksha.ac.id/index.php/janapati
https://ejournal.undiksha.ac.id/index.php/janapati
https://ejournal.undiksha.ac.id/index.php/janapati/about#focusAndScope
https://ejournal.undiksha.ac.id/index.php/janapati/about#focusAndScope
https://ejournal.undiksha.ac.id/index.php/janapati/about#focusAndScope
https://ejournal.undiksha.ac.id/index.php/janapati/about#custom-0
https://ejournal.undiksha.ac.id/index.php/janapati/about#custom-0
https://ejournal.undiksha.ac.id/index.php/janapati/about#custom-0
https://ejournal.undiksha.ac.id/index.php/janapati/about/editorialTeam
https://ejournal.undiksha.ac.id/index.php/janapati/about/editorialTeam
https://ejournal.undiksha.ac.id/index.php/janapati/about/editorialTeam
https://ejournal.undiksha.ac.id/index.php/janapati/reviewer
https://ejournal.undiksha.ac.id/index.php/janapati/reviewer
https://ejournal.undiksha.ac.id/index.php/janapati/reviewer
https://ejournal.undiksha.ac.id/index.php/janapati/about#peerReviewProcess
https://ejournal.undiksha.ac.id/index.php/janapati/about#peerReviewProcess
https://ejournal.undiksha.ac.id/index.php/janapati/about#peerReviewProcess
https://ejournal.undiksha.ac.id/index.php/janapati/about/submissions#authorGuidelines
https://ejournal.undiksha.ac.id/index.php/janapati/about/submissions#authorGuidelines
https://ejournal.undiksha.ac.id/index.php/janapati/about/submissions#authorGuidelines
https://ejournal.undiksha.ac.id/index.php/janapati/about/contact
https://ejournal.undiksha.ac.id/index.php/janapati/about/contact
https://ejournal.undiksha.ac.id/index.php/janapati/about/contact

8/15/25, 7:11 AM

Vol. 13 No. 3 (2024) | Jurnal Nasional Pendidikan Teknik Informatika: JANAPATI

o' Open Access Policy

© Copyright Notice

B Author Fees

I Citedness in Scopus

(updated: 21/04/2025)

JOURNAL INSIGHT

Submission Received:

632 Articles (Last 3 Years)

Acceptance Rate:

24% (Last 3 Years)

Submission to Acceptance:

79 Days (Median in Last 3 Years)

Citations:

4302

Sinta IMPACT Score:
1.52

Scopus Citedness:

60 Articles

https://ejournal.undiksha.ac.id/index.php/janapati/issue/view/2769

8/11


https://ejournal.undiksha.ac.id/index.php/janapati/about#openAccessPolicy
https://ejournal.undiksha.ac.id/index.php/janapati/about#openAccessPolicy
https://ejournal.undiksha.ac.id/index.php/janapati/about#openAccessPolicy
https://ejournal.undiksha.ac.id/index.php/janapati/about/submissions#privacyStatement
https://ejournal.undiksha.ac.id/index.php/janapati/about/submissions#privacyStatement
https://ejournal.undiksha.ac.id/index.php/janapati/about/submissions#privacyStatement
https://ejournal.undiksha.ac.id/index.php/janapati/about#fees
https://ejournal.undiksha.ac.id/index.php/janapati/about#fees
https://ejournal.undiksha.ac.id/index.php/janapati/about#fees
https://drive.google.com/file/d/18-yv4AmJ1qDnFQ8nNTBtmWY_BO4BISpH/view?usp=share_link
https://drive.google.com/file/d/18-yv4AmJ1qDnFQ8nNTBtmWY_BO4BISpH/view?usp=share_link
https://drive.google.com/file/d/18-yv4AmJ1qDnFQ8nNTBtmWY_BO4BISpH/view?usp=share_link

8/15/25, 7:11 AM Vol. 13 No. 3 (2024) | Jurnal Nasional Pendidikan Teknik Informatika: JANAPATI

SERTIFIKAT

Direktorat Jendral Pendidikan Tinggi, Riset dan Teknologi
Kementerian Pendidikan, Kebudayaan, Riset dan Teknologi Republik Indonesia

Kutipan dari Keputusan Direktorat Jendral Pendidikan Tinggi, Riset, dan Teknologi
Kementerian Pendidikan, Kebudayaan, Riset dan Teknologi Republik Indonesia

Nomor: 105/E/KPT/2022

Peringkat Akreditasi Jurnal Ilmiah Periode I Tahun 2022
Nama Jurnal Ilmiah:

Jurnal Nasional Pendidikan Teknik Informatika : JANAPATI

E-ISSN: 25484265
Universitas Pendidikan Ganesha
Ditetapkan Sebagai Jurnal Ilmiah:

Akreditasi Berlaku selama 5 (lima) Tahun, yaitu:
Volume 10 Nomor 1 Tahun 2021 Sampai Volume 14 Nomor 2 Tahun 2025
Jakarta, 7 April 2022

Plt. Direktur Jendral Pendidikan Tinggi, Riset, dan Teknologi

951

==
Prof. Ir. Nizam, M.Sc., DIC, Ph.D., IPU, ASEAN Eng
NIP. 196107061987101001

TERAKREDITAS| «

[Accreditation Certificate ]

WDOAJ

TEMPLATE

https://ejournal.undiksha.ac.id/index.php/janapati/issue/view/2769 9/11


https://drive.google.com/file/d/1J7rEmLIlR9yk-W81M6hibfZLeZ-dshZJ/view?usp=sharing
https://doaj.org/toc/2089-8673

8/15/25, 7:11 AM Vol. 13 No. 3 (2024) | Jurnal Nasional Pendidikan Teknik Informatika: JANAPATI

4 )

JOURNAL
wad TEMPLATE

\_ J

VISITORS COUNTER

Visitors

B o6 407
EE 5,200
3,727

E= 5, 7a0

M.67
1. 585
B 1. 461
Sl 734
® 722
—LE

FLAG

View JANAPATI Stats

RECOMMENDATION TOOLS

A MENDELEY

@ grammarly

PLAGIARISM CHECKER

https://ejournal.undiksha.ac.id/index.php/janapati/issue/view/2769 10/11


https://drive.google.com/drive/folders/1H_Qy2XjqpG13fXGKdPszC4FRFZhf9iYh?usp=sharing
https://drive.google.com/drive/folders/1H_Qy2XjqpG13fXGKdPszC4FRFZhf9iYh?usp=sharing
https://info.flagcounter.com/QnUx
https://info.flagcounter.com/QnUx
http://statcounter.com/p11278152/?guest=1
https://www.mendeley.com/
https://www.mendeley.com/
https://www.grammarly.com/
https://www.grammarly.com/

8/15/25, 7:11 AM Vol. 13 No. 3 (2024) | Jurnal Nasional Pendidikan Teknik Informatika: JANAPATI

turnitin@/)

Published By:

Platform &

JURUSAN TEKNIK INFORMATIKA workflow by
FAKULTAS TEKNIK DAN KEJURUAN

UNIVERSITAS PENDIDIKAN GANESHA O]S / PKP

Janapati is licensed under a Creative Commons
Attribution-ShareAlike 4.0 International License.

View JANAPATI Stats

https://ejournal.undiksha.ac.id/index.php/janapati/issue/view/2769 11/11


https://drive.google.com/drive/folders/1J-MUzZK58bdH4htwUBSe5NFcleNozzek?usp=sharing
https://drive.google.com/drive/folders/1J-MUzZK58bdH4htwUBSe5NFcleNozzek?usp=sharing
http://creativecommons.org/licenses/by-sa/4.0/
http://creativecommons.org/licenses/by-sa/4.0/
https://ejournal.undiksha.ac.id/index.php/janapati
http://creativecommons.org/licenses/by-sa/4.0/
http://creativecommons.org/licenses/by-sa/4.0/
https://statcounter.com/p11278152/?guest=1
https://ejournal.undiksha.ac.id/index.php/janapati/about/aboutThisPublishingSystem

A @ ISSN 2089-8673 (Print) | ISSN 2548-4265 (Online)
& 0N Volume 13, Issue 3, December 2024

S AUANAPAT]
y/j ANAPAT]
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Abstract

The increasing complexity and frequency of web application attacks demand more advanced detection
methods than traditional network intrusion detection systems (NIDS), which rely heavily on predefined
signatures and rules, limiting their effectiveness against novel threats. This study proposes a novel
approach by integrating Transformer models with Natural Language Processing (NLP) techniques to
develop an adaptive and intelligent intrusion detection framework. Leveraging the Transformer's capacity
to capture long-term dependencies and NLP's ability to process contextual information, the model
effectively addresses the dynamic and diverse nature of web application traffic. Using the CSIC 2010
dataset, this study applied comprehensive preprocessing, including tokenization, stemming, lemmatization,
and normalization, followed by text representation techniques such as Word2Vec, BERT, and TF-IDF. The
Transformer-NLP architecture significantly improved detection performance, achieving 85% accuracy, 95%
precision, 83% recall, 84% F1 score, and an AUC of 0.95. Friedman and t-test validations confirmed the
robustness and practical significance of the model. Despite these promising results, challenges related to
computational complexity, dataset scope, and generalizability to broader network attacks remain. Future
research should focus on expanding the dataset, optimizing the model, and exploring broader cybersecurity
applications. This study demonstrates a significant advancement in detecting complex web application
attacks, reducing false positives, and improving overall security, offering a viable solution to growing
cybersecurity challenges.

Keywords: NLP, Intrusion Detection, Transformer, Web Application Attack, Machine Learning
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INTRODUCTION specifically tailored to web applications.

The security of web applications has
become a paramount concern in the current
digital era, especially with the rise of attacks
targeting vulnerabilities in web applications[1].As
technology evolves and internet usage grows,
web applications become more vulnerable to
attacks like SQL injection, Cross-Site Scripting
(XSS), and Denial of Service (DoS). These
attacks compromise data integrity,
confidentiality, and service availability, with
rising frequency and complexity over time [2].

Web applications are often the first point
of entry for attackers, exploiting vulnerabilities
like SQL injection and Cross-Site Scripting
(XSS) to gain unauthorized access or inject
malicious scripts. These vulnerabilities highlight
the need for robust detection mechanisms

Therefore, this study focuses on detecting
attacks targeting web applications, recognizing
this as a critical aspect of maintaining overall
network security[3]. Research on network
intrusion detection systems (NIDS) has explored
various methodologies to counteract these
threats[4]. For instance, Research [5] provides a
comprehensive overview of existing detection
systems specifically designed to monitor web
traffic, comparing the capabilities of systems like
AppSensor, PHPIDS, ModSecurity, Shadow
Daemon, and AQTRONIX WebKnight. Other
studies have focused on input validation
techniques to prevent intrusions, such as the
approach detailed in Research [6], which
emphasizes input validation against web
application attacks. Additionally, Research [7]
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has developed an intrusion detection model to
mitigate cyber-attacks, data breaches, and
identity theft, aiding in effective risk
management.

Traditional approaches to network
intrusion detection rely heavily on predefined
signatures and rules, which Ilimits their
effectiveness in detecting new or unknown
variants of attacks[8]. This rigidity necessitates
more adaptive solutions. A popular approach to
overcoming these limitations involves the use of
machine learning (ML) and artificial intelligence
(Al) to create more intelligent and flexible
intrusion detection systems [9]. Machine
learning models, such as Random Forest and
Support Vector Machines, have been
successfully employed to detect anomalies in
network traffic[10]. Some studies have advanced
this further by combining ensemble learning with
NLP-based methods, as indicated in Research
[11], to enhance the detection models'
effectiveness. However, even these
sophisticated methods face challenges in
handling the highly dynamic and diverse data
generated by web applications. The complexity
of web application traffic stems from frequent
updates, varying user inputs, and increasingly
sophisticated attack vectors, making it difficult
for traditional models to adapt in real time[12].
For example, studies have shown that
vulnerabilities such as SQL injection and Cross-
Site Scripting (XSS) are among the most
common attack types, with SQL injection
accounting for approximately 65% of web
application attacks in 2022, according to
OWASP reports[13]. The evolving nature of
these vulnerabilities, along with their high
frequency, underscores the critical need for
more adaptive detection systems capable of
handling the sheer volume and variety of data
produced by modern web applications.

For instance, research [14] utilizing
traditional ML models demonstrated moderate
success in detecting known intrusions, but
performance degraded significantly when
applied to unknown or zero-day attacks.
Moreover, approaches based on signature
detection or anomaly detection often suffer from
high false positive rates, making them
impractical for real-world applications. To
address these challenges, this study proposes a
novel approach that integrates advanced
Transformer models with NLP techniques to
better capture the complex patterns and
contextual information inherent in web
application data[15]. While NLP techniques have
been widely adopted, the deep integration of
NLP with Transformer architectures for web
application intrusion detection is a relatively

unexplored area, offering a more nuanced
detection of web attacks. This combination
allows for the detection of complex[16], evolving
web threats that are often missed by traditional
machine-learning models.

Recent advancements in deep learning,
particularly the development of the Transformer
model by Vaswani et al., offer a promising
solution[17]. The Transformer's ability to capture
long-range dependencies in sequential data and
process this information efficiently through an
attention-based architecture provides a robust
framework for addressing the complexities of
web application data. The application of
Transformer models in network intrusion
detection presents new opportunities for
developing more adaptive and sophisticated
systems capable of identifying a wide range of
web attacks[18]. Research has shown that
Transformers are particularly effective in
analyzing patterns and anomalies within network
data, leading to improved detection rates of
complex attacks that are often missed by
conventional methods[19].

Unlike previous models that focus on
static or homogeneous data sets, the proposed
research utilizes both Transformer models and
NLP techniques to handle the diverse and ever-
evolving nature of web application data. This
approach differs significantly from existing
studies, which often rely on traditional machine
learning models or shallow integration of NLP
techniques. Our research leverages the
Transformer's ability to handle intricate patterns
within the data, providing a significant
advancement over existing methods. By
combining the strengths of NLP in text
representation and the deep learning capabilities
of Transformers, this study introduces a unique
framework that significantly enhances detection
performance, particularly for sophisticated web
attacks. While earlier studies [11][20][21]
employed NLP for enhancing feature extraction
in intrusion detection, this research integrates
these methods more deeply within a
Transformer-based architecture, representing a
novel approach to the field.

The novelty of this study lies in its dual
integration of NLP techniques and Transformer
models for web application intrusion detection,
which has not been fully explored in prior
research. This combination not only provides a
more nuanced approach to understanding the
data but also significantly enhances the model's
ability to detect sophisticated web attacks. This
research contributes to the field by presenting a
novel framework that leverages advanced NLP
and deep learning techniques to build more
resilient intrusion detection systems, potentially
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reducing false positives and improving overall
security[22]. The findings from this study are
expected to offer valuable insights and practical
implications for future research in cybersecurity,
particularly in applying NLP and deep learning to
enhance network security.

METHOD

This study aims to develop and analyze
a network intrusion detection model based on
Transformer methods and Natural Language
Processing (NLP) techniques to enhance the
security of web applications.

Dataset

The CSIC 2010 dataset, developed by
the Spanish Research National Council, contains
61,065 records with 17 attributes, including both
normal and malicious web traffic such as SQL
injection, Cross-Site Scripting (XSS), and Path
Traversal attacks. This dataset’s diversity is
crucial for training models to recognize both
attack patterns and normal behaviors in web
traffic, ensuring a robust evaluation of the
model's  ability to  handle real-world
scenarios[17]. The dataset's size is sufficient for
training deep learning models like Transformers,
which require large and diverse datasets to
capture complex relationships and generalize
well without overfitting. NLP techniques are
essential for analyzing the textual nature of web-
based attacks. Many attacks, such as SQL
injection and XSS, exploit text-based inputs
within HTTP requests, making them difficult to
detect using traditional methods. NLP allows for
deeper analysis of textual data, such as URL
parameters and HTTP headers, enabling the
model to identify subtle anomalies. The
Transformer architecture excels at capturing
long-range dependencies, making it adaptable to
both known and evolving attack patterns, which
is vital for detecting emerging threats in web
applications.
Algorithm Selection: Transformer
Architecture

In this study, we selected the
Transformer architecture due to its ability to
effectively process sequential data and capture
long-range dependencies[23], which are critical
for analyzing web application traffic. Traditional
machine learning models, such as Random
Forest and Support Vector Machines (SVM),
often struggle with the dynamic and unstructured
nature of web-based attacks, particularly when
analyzing text-based HTTP requests that can be
manipulated through attacks like SQL injection or
Cross-Site  Scripting (XSS)[24]. These
conventional algorithms rely heavily on

predefined features, making them less effective
in detecting new and evolving attack patterns.

The Transformer model addresses these
limitations through a self-attention mechanism
that highlights key parts of an input sequence,
like HTTP headers and URL parameters. This
feature enables it to capture extensive
dependencies and complex relationships within
data, enhancing its ability to identify intricate
patterns beyond the reach of ftraditional
models[25][26].

Moreover, Transformers offer significant
computational advantages over recurrent models
like LSTMs and GRUSs, especially in large-scale
datasets[27]. Their ability to process data in
parallel allows for more efficient training on large-
scale datasets, such as the CSIC 2010 dataset,
without sacrificing accuracy. This makes
Transformers not only faster but also more
scalable for real-world applications that involve
large and diverse data.

In addition, the integration of NLP techniques
with the Transformer model enhances its ability
to extract meaningful features from web ftraffic
data[28]. Techniques such as Word2Vec, BERT,
and TF-IDF enable the model to better
understand textual data and context[29],
facilitating more accurate detection of web
application attacks that exploit text-based inputs.

Network Intrusion Detection

Network Intrusion Detection Systems
(NIDS) are crucial for identifying and mitigating
security threats to web applications. Traditional
NIDS relies on signature-based and anomaly-
based methods. Signature-based systems are
adequate for known threats but struggle to detect
new attacks, while anomaly-based systems can
identify unknown attacks but often have high
false favorable rates[30]. Advances in machine
learning (ML) and deep learning (DL) have
enhanced NIDS capabilities, with convolutional
neural networks (CNN) and recurrent neural
networks (RNN) demonstrating improved
accuracy[31]. However, these models often fail to
capture network logs' temporal and contextual
dependencies, which is essential for detecting
sophisticated web application attacks.
Transformer models and Natural Language
Processing (NLP) techniques have been
introduced to address this. Transformers excel in
capturing  long-term  dependencies  and
contextual relationships in sequential data[18],
while NLP enables effective preprocessing and
representation of network logs[11]. This study
develops a more robust NIDS for detecting web
application attacks by combining Transformer
models and NLP, aiming to reduce false positives
and improve detection accuracy.
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research leverages NLP techniques to process

Transformer network logs, converting them into vector

The Transformer is an architectural
model that has revolutionized the landscape of
natural language processing (NLP) and various
other applications. As introduced in "Attention
is All You Need," the Transformer relies on the
self-attention mechanism to capture
relationships between elements in sequential
data[17]. The self-attention mechanism allows
the model to efficiently consider the entire input
context without processing the data
sequentially, unlike traditional approaches such
as RNNs and LSTM[32]. The core formula in
self-attention is shown in equation (1):

T
Attention(Q, K, V) = softmax (% W (1)

The Transformer model consists of
multiple encoders and decoders, with each
encoder layer comprising a self-attention
mechanism and a feed-forward neural
network[33]. The encoder generates contextual
representations of the input, which are then used
by the decoder to produce the output. This
approach enables the Transformer to capture
long-term dependencies and complex
relationships within the data[34].

Transformers have demonstrated their
superiority in various NLP tasks, including
machine translation, text classification, and
language modeling, outperforming previous
approaches[17]. Their application in network
intrusion detection leverages Transformers and
NLP techniques to preprocess network logs and
detect attack patterns with high efficiency and
improved accuracy. This study will implement the
Transformer model to enhance the detection
capabilities of web application attacks, utilizing
the power of self-attention to capture complex
relationships in network data.

Natural Language Processing

Natural Language Processing (NLP) is a
branch of artificial intelligence that enables
computers to understand and generate human-
like text. NLP encompasses sentiment analysis,
machine translation, and network log analysis
applications. Fundamental NLP techniques
include tokenization (breaking text into smaller
units), stemming, and lemmatization.

Recent advancements in NLP, such as
BERT, use Transformer architecture to capture
the bidirectional context in text, significantly
improving the performance of NLP tasks. These
models have been successfully applied in various
domains, including cybersecurity, to process and
analyze network logs for anomaly detection. This

representations, and employs Transformer
models to detect web application attacks with
greater accuracy. Recent advancements in NLP,
such as BERT, utilize transformer architecture to
capture bidirectional context in text, thereby
enhancing the performance of NLP tasks. These
models have been successfully applied across
various domains, including cybersecurity, to
process and analyze network logs for anomaly
detection. This study leverages NLP techniques
to process network logs, converting them into
vector representations, and employs transformer
models to more accurately detect web application
attacks.

integration of Transformer models with NLP

This study proposes the integration of
Transformer models with NLP techniques to
detect attacks on web applications through a
Network NIDS. The proposed model in this
research is illustrated in Figure 1.

Dataset CSIC

Case Folding
Tokenizing
Steaming
Normalizatio

Attention
Add & Norm
Feed Forward

Prediction and
modeling

Figure 1. Intrusion Detection Architecture

Based on Figure 1, the steps for
intrusion detection are further detailed in
Algorithm 1. The initial stage involves initializing
parameters for the Transformer and the
DistiiBERT tokenizer. The NLP preprocessing
phase includes case folding, tokenization,
stemming, and normalization to ensure that the
text data is consistent and formatted
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adequately for analysis. The DistiiBERT
tokenizer then converts the preprocessed text
into appropriate tokens. The following
equations are used in the process: Equation (5)
for converting logs, including URLs, into
lowercase (case folding). Equation (6) for
tokenization. Equation (7) for stemming.
Equation (8) for normalization

lower (T) = map(Ax: x — lowercase(x) (5)

Tokend = Tokenize(T, delimiter) (6)
Stem = StemmingAlgoritm(T) (7)
text — normalized text (8)

Next, the tokenized data is converted
into tensors, enabling processing by the
Transformer model. The training phase of the
Transformer model involves several critical
steps, including Multi-Head Attention to capture
various aspects of relationships between
words, Add & Norm for normalization and
residual addition, and Feed Forward layers for
further data transformation. After training, the
model's performance is evaluated using metrics
such as accuracy, recall, F1 score, and AUC to
assess its effectiveness in detecting intrusions.

oUtpUtypsigua = input + Sublayer(input)(9)
OULPUL oy = ZH2EMBEL y 4 (10)
FFN;(x) = ReLU(W,x + b, (11)

Algorithm 1: Transformer NLP Integration
Input: Input: Dataset D={(xi,yi)}
Output: Final model intrusion detection

1. Initialization:

e Parameters for the Transformer
and DistiIBERT tokenizer are
initialized.

2. NLP Preprocessing:
e Case Folding
. Tokenization
e Steaming
. Normalization
3. Tokenization

e The DistiiBERT Tokenizer is used
to convert text into appropriate
tokens:

4. Conversion to Tensors
e The tokenized data is converted
into tensors that the Transformer
model can process
5. Train Transformer

e The Transformer model is

trained with the processed data

a. Multi-Head Attention: use
equation (1)
b. Add & Norm: Normalization
and residual addition. Use
equations (9) and (10)
c. Feed Forward. Use
equation (11)
6. Model Evaluation
e The model has evaluated the
use of equations (12), (13, (14),
(15), (16).
7. Final Model
e The final model is returned for
intrusion detection

Evaluation

The next step in this research is to evaluate
the performance of the developed intrusion
detection model. The objective of this
performance testing is to determine the extent
to which the model is suitable for practical use.
Several evaluation parameters are utilized,
including Accuracy (Ac), Recall (Re), Precision
(Pr), F1 Score (F1), and Area Under the Curve
(AUC)[21][35]. These parameters provide a
comprehensive assessment of the model's
effectiveness and reliability in classification.
The formulas for each parameter are given in
equations (12), (13), (14), (15), and (16)[18].
Table 1 illustrates the prediction of target
labels. The next step involves reporting the
model's performance using the Receiver
Operating Characteristic (ROC) curve to
assess the intrusion detection model.

TP+TN
Accuracy = m (12)
Precision = i (13)
TP+TF
Recall = —= (14)
TP+TN
F1 Score = 2xPre.ci.sionxrecall (15)
precision+recall
AUC = [ TPR(FPR)d (FPR) (16)
Table1. Confusion Matrix
True Normal True
Anomalous
Predict TP FP
Normal
Predict TN TN
Anomalous

Statistical Validation
In this study, statistical validation is
performed using the Friedman Test and the
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Paired T-test. The Friedman Test, a non-
parametric test, is used to compare the
performance of multiple classification models
on the same dataset[36]. This test examines the
null hypothesis that there is no significant
difference in the performance of these models.
If the Friedman Test results indicate a
significant difference, further analysis is
conducted using the Paired T-test to identify
which pairs of models have significantly
different performances[37]. The combination of
these two tests provides comprehensive
validation, ensuring that the developed model is
not only statistically superior but also has
practical significance in its application[34].

RESULT AND DISCUSSION

The proposed Transformer-NLP method
demonstrates that the Transformer model excels
in capturing contextual relationships in network
logs, enhancing its ability to detect web
application attacks. This success can be
attributed to the Transformer's self-attention
mechanism, which enables the model to identify
intricate attack patterns by focusing on relevant
sections of the input data, making it highly
effective in distinguishing between normal and
anomalous traffic.

Data Processing

At this stage, data cleaning was
performed, where three records with missing
data were removed, reducing the dataset from
61,065 to 61,062 records. The following process
involved reducing the number of variables from
17 to 2, which were relevant to the context of the
research. Table 1 shows the dataset after data
preprocessing. Table 2 defines the target or label
for classification, where 0 represents normal, and
1 represents anomalous.

Table 2. Pre-processing Result Dataset
URL Label

1 <s> http A0

localhost :

8080 / tienda 1 /

publico

/ vaciar . jsp ? b 2

=vac

iar + carr ito http /

1.1</s>
2 http://localhost:80 0

80/

?0penServer

HTTP/1.1
610 http://localhost:80 1
62  80/tienda1/miemb

ros.Inc HTTP/1.1

Text Representation Formation

In this stage, processing is conducted
using NLP techniques, including tokenizing,
case folding, stemming, and stop word
normalization. First, tokenizing: The results of
tokenization demonstrate how URLs are broken
down into smaller parts that the transformer
model can process. This process involves
adding unique tokens, handling special
characters and symbols, and sub-word
tokenization to address words not present in the
model's overall vocabulary. Table 3 provides a
clear overview of how raw data is transformed
into a format suitable for NLP modelling.

Table 3. Tokenization Results
Input Process Output Process
http://localhost:8080/ <s> http A
tienda1 localhost : 8080 /
/publico/vaciar.jsp? tienda 1 / publico /
B2=Vaciar+carrito vaciar . jsp?B 2=
HTTP/1.1 Vac iar + carr ito
HTTP /1.1 </s>

Next, all characters in the URL are
converted to lowercase before tokenization
using case folding. Table 4 shows the results of
tokenization, demonstrating that all elements in
the URL have been converted to lowercase and
broken down into smaller tokens. This helps
ensure consistency in text processing and
makes the model more robust against
variations in capitalization.

Table 4. Case Folding Results
Input Process Output Process
<s> http :// localhost : <s> http A
8080 / tienda 1 / publico localhost : 8080 /
/ vaciar . jsp ? B2 =Vac tienda 1/ publico /
iar + carritoHTTP /1.1 vaciar.jsp?b2=
</s> vac iar + carr ito
http /1.1 </s>

Table 5. Stemming Results
Input Process Output Process
<s> http :// localhost : <s> http Al
8080 / tienda 1 / publico localhost : 8080 /
/ vaciar . jsp ? b 2 =vac tienda 1/ publico/
iar + carrito http /1 .1 vaciar.jsp?b2=
</s> vac iar + carr ito
http /1.1 </s>

The steaming process does not
significantly alter the text in this case because
most tokens are part of URLs or symbols.
However, words like "vaciar" and "carr" will be
processed if there are suffixes that can be
removed. Table 5 presents the final results,
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showing that tokenization and stemming have
been applied, although minimal changes
occurred due to the specific characteristics of
the input text (URLs and symbols).

The stop word removal stage is omitted
since most tokens are part of URLs. The
normalization process at this stage includes
converting all text to lowercase, removing
punctuation, and eliminating numbers.
Lowercasing ensures consistency, allowing
'HTTP' and 'http' to be treated identically.
Punctuation marks, such as periods, slashes,
and question marks, are removed to streamline
the text. Table 6 presents the results of applying
these normalization steps to the sample input.

Table 6. Normalization Results
Input Process Output Process
<s> http :// localhost : <s> http Al
8080 / tienda 1 / publico localhost : 8080 /
/ vaciar . jsp ? b 2 =vac tienda 1/ publico/
iar + carrito http /1 . 1 vaciar.jsp?b2=
</s> vac iar + carr ito
http /1.1 </s>

Model Implementation

In this study, the implementation of the
Transformer model with the integration of Natural
Language Processing (NLP) for network
intrusion detection is conducted through several
key stages. The first stage is data processing,
which includes normalization, batch processing,
and splitting the data into training and testing sets
with ratios of 70/30, 80/20, and 90/10. In the NLP
processing, steps such as case folding, text
normalization, tokenization, and stemming are
performed to ensure the text is in a consistent
format. Tokenization uses the DistiiBERT
Tokenizer to convert the text into tokens that the
Transformer model can process.

As shown in Figure 1, the architecture for
network intrusion detection with Transformer and
NLP integration is implemented according to
Algorithm 1. In the model training stage,
DistiBERT, initialized with default parameters, is
used to handle the Multi-Head Attention, Add &
Norm, and Feed Forward layers. The model is
trained using the Adam optimizer with a learning
rate of 2e-5 and the Cross-Entropy loss function.
Training is conducted over three epochs with a
batch size of 8. Model evaluation is performed by
measuring metrics such as accuracy, recall, F1
score, and ROC-AUC to ensure the model's
performance in detecting network intrusion
categories classified as "Normal" and
"Anomalous." Evaluation results indicate that the
integration of the Transformer model and NLP is
effective in detecting web application attacks and
significantly contributes to the improvement of

the network intrusion detection system's
accuracy. The parameters of the Transformer
model integrated with NLP are shown in Table 7.

Table 7. Parameter Model

Parameter Value
Input Shape Input_dim
NLP Pre- Case Folding,

Normalization,
Tokenization,

preprocessing

Stemming
Tokenization DistiBERTTokenizer
Multi-Head Num_heads=8,
Attention dim_model=512
Add & Norm Layer Normalization
Feed Forward Dense (2048,

Activation="ReLU’
Linear Layer Dense (256,

activation="softmax’
Dense(num_classes,
activation="softmax’
AdamW
(learning_rate=2e-5)
Cross-Entropy Loss

Softmax Layer
Optimizer

Loss Function

Training Parameter Epoch=3, Batch
Size=8

Evaluation Matrix Accuracy, Recall, F1
Score, AUC

Evaluation

The implemented model is then
evaluated to test its performance. Compared to
traditional algorithms such as DNN, Random
Forest, and SVM, the Transformer-NLP model
showed marked improvements in accuracy and
AUC. Previous studies using conventional
methods often struggled to maintain high
detection rates across varied datasets, while the
Transformer model's adaptive architecture
proved effective in handling diverse attack types,
as evidenced by its consistently higher AUC
scores across multiple data splits. The evaluation
uses equations (12), (14), (15), and (16). The
results are shown in Tables 8, 9, and 10.
Subsequently, the model's performance is tested
using the ROC curves, which are displayed in
Figures 2, 3, and 4.

Table 8. Evaluation Using 80-20 Training Split

Algorithm __ Ac__R. ___Fq AUC
DNN 076 078 074 083
RF 083 098 082 092
DT 082 093 080 088
SVM 080 089 072 082
KNN 081 094 080 090
XGBoost ~ 0.83 096 082 0.93
NB 063 033 042 059

Trans+tNLP 0.85 095 0.83 0.94
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Table 9. Evaluation Using 70-30 Training Split

“Algorithm __A. __R. __F1___AUC
DNN 079 078 074 083
RF 083 098 082 0.88
DT 082 093 080 0.88
SVM 073 089 072 0.82
KNN 081 094 072 0.90
XGBoost 083 0.96 0.82 0.93
NB 064 033 042 0.59
Trans+NLP  0.85 0.95 0.83 0.94

Table 10. Evaluation Using 90-10 Training Split

“Algorithm  Ac  R. _F1___AUC
DNN 0.77 052 0.65 0.85
RF 0.83 099 0.83 0.93
DT 0.83 094 0.82 0.90
SVM 0.72 086 0.72 0.84
KNN 0.80 0.87 0.78 0.89
XGBoost 0.83 094 0.82 0.92
NB 0.63 030 040 0.85
Trans+NLP 0.85 0.95 0.84 0.94

Receiver Operating Characteristic
10 — p

_+ — Random Forest (AUC = 0.93)
Decision Tree (AUC = 0.91)

—— XGBoost (AUC = 0.93)

—— Naive Bayes (AUC = 0.58)

True Positive Rate

—— SVM (AUC = 0.84)
—— KNN (AUC = 0.90)

DNN (AUC = 0.86)
—— DistilBERT (AUC = 0.95)

0.0 0.2 04 0.6 0.8 10
False Positive Rate

Figure 2. ROC for 90-10 Model

Statical Validation

To test the reliability of the built model,
we conducted evaluations using the Friedman
test and t-test to compare its performance with
other models[36]. We designated the proposed
model as the control method in this experiment,
and the significance level « for the statistical tests
was set at 0.05. Generally, a smaller p-value
indicates a significant difference between
comparison methods. The results of the
Friedman test and t-test are shown in Table 11.
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0.0 0.2 0.4 0.6 0.8 10
False Positive Rate

Figure 3. ROC for 80-20 Model

Receiver Operating Characteristic

—— Random Forest (AUC = 0.93)
’ Decision Tree (AUC = 0.90)
—— XGBoost (AUC = 0.93)
—— Naive Bayes (AUC = 0.59)
= SVM (AUC = 0.83)
—— KNN (AUC = 0.89)
DNN (AUC = 0.83)
= Transformer + NLP (AUC = 0.95)

1
»

True Positive Rate

o
[N

o
°

0.0 0.2 0.4 0.6 0.8 10
False Positive Rate

Figure 4. ROC for the 70-30 Model

Parameter Sensivitas

In this section, we examine the impact of the
hyperparameter, denoted by A, on the proposed
detection model. This analysis aims to
understand how variations in A influence the
model's performance and effectiveness. The
study involves adjusting the A values and
observing changes in key performance metrics,
such as accuracy, recall, F1 score, and ROC-
AUC. The results of this hyperparameter tuning
are presented in Table 12, illustrating the
relationship between different A values and the
corresponding  performance metrics.  This
detailed evaluation helps in identifying the
optimal A setting for achieving the best detection
results.

Table 11. Friedman Test and T-test Results

DNN DT XB NB SVM KNN RF
Friedman 0.0009 0.005 0.019 2.159 0.0001 0.006 0.04
T-Test 8.705 535 3.765 40.785 13.19 5244 299

.Table 12. Impact of Hyperparameter A on Model Performance

A Ac Rc F1 Auc

1e-05 0.856 0.944 0.843 0.948

2e-05 0.852 0.944 0.840 0.950

3e-05 0.851 0.906 0.841 0.946

5e-05 0.849 0.952 0.838 0.946
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Based on Table 12, although the AUC
value remains the same (0.95) for several
learning rate values, other metrics such as
Accuracy, Recall, and F1 Score vary. The model
with a learning rate of 2e-05 shows the highest
AUC of 0.9505, indicating slightly better
performance compared to other learning rates.
Models with learning rates of 1e-05 and 3e-05
exhibit nearly the same AUC values (around
0.9490) but with variations in Accuracy and
Recall. The ROC curve, illustrating sensitivity, is
shown in Figure 5.

Receiver Operating Characteristic for Different Learning Rates

1.04

o

@

\
\

o

o

\
\

True Positive Rate
\

3
>
\

021 /’ —— LR = 0.00001 (AUC = 0.95)
- . LR = 0.00002 (AUC = 0.95)
e —— LR = 0.00003 (AUC = 0.95)

- —— LR = 0.00005 (AUC = 0.95)

0.0 T T T
0.0 0.2 0.4 0.6 0.8 10
False Positive Rate

Figure 5. ROC Curve for Sensitivity Analysis of
Parameters

Discussion

This study demonstrates that integrating
the Transformer model with NLP techniques
significantly enhances the performance of NIDS
for web applications. The use of the Transformer
model, with its self-attention mechanism, allows
for capturing complex dependencies in
sequential data, such as HTTP requests, which
is crucial for detecting intricate attack patterns
within dynamic and diverse web traffic. The CSIC
2010 dataset used in this study was processed
through several pre-processing steps, including
tokenization, stemming, lemmatization, and
normalization, to ensure data consistency. Text
representation techniques such as Word2Vec,
BERT, and TF-IDF were employed to enable the
Transformer model to effectively capture
contextual relationships in network log data.

The model's performance evaluation
demonstrated superior results compared to
traditional algorithms like Deep Neural Network
(DNN), Random Forest (RF), Decision Tree (DT),
Support Vector Machine (SVM), k-nearest
Neighbor (KNN), XGBoost, and Naive Bayes
(NB). The Transformer-NLP model achieved
higher accuracy (up to 85%), recall (95%), F1
score (83%), and AUC (0.95) across
training/testing splits of 80/20, 70/30, and 90/10.
This performance is especially significant when
compared to traditional models, which showed

lower AUC values, indicating that the
Transformer-NLP approach provides a more
robust framework for intrusion detection across
various scenarios, with the best AUC value of
0.9505 at a learning rate of 2e-05, demonstrating
its ability to adapt to different training scenarios.
The ROC curve further illustrated the model's
superior capability in distinguishing between
normal and anomalous ftraffic, proving more
reliable than the other models tested.

Statistical validation using the Friedman
test and t-test confirmed the reliability and
practical significance of the proposed model.
Hyperparameter sensitivity analysis indicated
that variations in the A value impacted the
model's performance, with a learning rate of 2e-
05 providing the optimal results. These findings
suggest that the proposed Transformer-NLP
model is not only effective in improving detection
accuracy but also offers a robust framework for
reducing false positives, enhancing the overall
security posture of web applications in response
to increasingly sophisticated cyber threats.

Additionally, the model effectively
detects complex attack patterns, especially in
text-based inputs like SQL injection and XSS,
enhancing web application security,
and preventing  unauthorized access and
malicious data manipulation. The Transformer-
NLP model's unique integration of NLP for
preprocessing and the self-attention mechanism
significantly reduces false positive rates. This
reduction enhances both efficiency and reliability
in real-world scenarios, as it minimizes
unnecessary alerts and focuses security
resources on genuine threats. By improving
precision and recall, this model presents a more
reliable solution for continuous, real-time web
application monitoring, minimizing unnecessary
alerts and enabling security teams to focus on
genuine threats. This improvement in detection
accuracy directly bolsters the resilience of web
applications against evolving attack methods,
helping to maintain data integrity, confidentiality,
and availability.

However, this study has certain
limitations. First, the CSIC 2010 dataset, while
useful for evaluating web application security,
may not fully capture the range of modern web
application attack techniques, potentially limiting
the model's applicability to newer or more varied
threats. Second, the computational demands of
both Transformer models and NLP
preprocessing may pose challenges for practical
deployment, particularly in environments with
constrained resources. Additionally, while this
study focused on optimizing performance metrics
such as accuracy and AUC, it did not extensively
address potential overfitting, which can be a
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concern with complex models trained on
relatively limited datasets. Future research
should explore the use of larger, more diverse
datasets and further refine the model to balance
computational  efficiency  with  detection
capability.

CONCLUSION

This study demonstrates that integrating
the Transformer model with NLP techniques
significantly improves NIDS performance for web
applications by capturing complex contextual
relationships in network log data. The
Transformer-NLP model outperformed traditional
algorithms, including DNN, RF, DT, SVM, KNN,
XGBoost, and NB, across key metrics (accuracy,
recall, F1 score, and AUC), addressing a crucial
gap in current NIDS methods. Statistical
validation using the Friedman and t-tests further
supports the model's robustness and practical
effectiveness, especially in handling the dynamic
nature of web traffic.

However, limitations remain. The CSIC
2010 dataset may not fully reflect modern web
application threats, which could affect
generalizability. Additionally, the model’s high
computational demands pose challenges for
real-world deployment. This study also did not
deeply explore overfitting, which could impact
performance given the dataset size. Future work
should examine strategies such as regularization
and cross-validation to enhance model
robustness, along with architectural
optimizations to improve computational efficiency
for practical deployment in constrained
environments.
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Abstract

The increasing frequency and complexity of web application attacks necessitate more advanced detection
methods. This research explores integrating Transformer models and Natural Language Processing (NLP)
techniques to enhance network intrusion detection systems (NIDS). Traditional NIDS often rely on
predefined signatures and rules, limiting their effectiveness against new attacks. By leveraging the
Transformer's ability to capture long-term dependencies and the contextual richness of NLP, this study
aims to develop a more adaptive and intelligent intrusion detection framework. Utilizing the CSIC 2010
dataset, comprehensive preprocessing steps such as tokenization, stemming, lemmatization, and
normalization were applied. Techniques like Word2Vec, BERT, and TF-IDF were used for text
representation, followed by the application of the Transformer architecture. Performance evaluation using
accuracy, precision, recall, F1 score, and AUC demonstrated the superiority of the Transformer-NLP model
over traditional machine learning methods. Statistical validation through Friedman and T-tests confirmed
the model's robustness and practical significance. Despite promising results, limitations include the
dataset's scope, computational complexity, and the need for further research to generalize the model to
other types of network attacks. This study indicates significant improvements in detecting complex web
application attacks, reducing false positives, and enhancing overall security, making it a viable solution for
addressing increasingly sophisticated cybersecurity threats.
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Received: dd-mm-2021 | Revised: dd-mm-2021 | Accepted: dd-mm-2021
DOI: https://doi.org/10.23887/janapati.v10i1.xxx

INTRODUCTION prevent intrusions into the web network.

The security of web applications has
become a paramount concern in the current
digital era, especially with the rise of attacks
targeting vulnerabilities in web applications[1].
As technology advances and the number of
internet users increases, web applications are
increasingly susceptible to attacks such as SQL
injection, Cross-Site Scripting (XSS), and Denial
of Service (DoS) attacks. Previous research
indicates that attacks on web applications
continue to escalate in frequency and
complexity, threatening data and web services'
integrity, confidentiality, and availability[2].

Research [3] provides a comprehensive
overview of existing detection systems
specifically designed to monitor web traffic by
comparing their features with five existing
detection systems: AppSensor, PHPIDS,
ModSecurity, Shadow Daemon, and AQTRONIX
WebKnight. Research [4] focuses on input
validation against web application attacks to

Meanwhile, research [5] develops an intrusion
system model to avoid cyber-attacks, data
breaches, and identity theft, which can aid in risk
management. Traditional approaches to network
intrusion detection often rely on predefined
signatures and rules, making them less effective
in detecting new or unknown variants of
attacks[6]. One increasingly popular solution is
the application of machine learning and artificial
intelligence to detect intrusions more adaptively
and intelligently [7]. Machine learning-based
models, such as Random Forest and Support
Vector Machines, have been employed to detect
anomalies in network traffic [8]. Some studies
utilize machine learning and deep learning for
network intrusion detection, including[9]. which
combines ensemble learning with NLP-based
methods to enhance detection models.
However, these approaches have limitations in
handling highly dynamic and diverse data in web
applications.
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The Transformer, introduced by
Vaswani in the context of natural language
processing, has demonstrated exceptional
performance across various NLP tasks due to its
ability to capture long-range dependencies in
sequential data and process them efficiently with
an attention-based architecture[10]. The
application of Transformer models in network
intrusion detection opens new opportunities to
develop more adaptive and sophisticated
systems for identifying web attacks[11]. Recent
studies indicate that Transformers can be used
to analyze patterns and anomalies in network
data with promising results, enhancing the
detection of attacks that are difficult to identify
using conventional methods[12].

The use of Natural Language
Processing (NLP) in the context of intrusion
detection also offers an innovative approach to
handling complex text data in network
logs[13][14]. NLP techniques enable more
prosperous and contextual feature extraction
from log data, enhancing the model's ability to
recognize attack patterns. Research indicates
that NLP techniques and text-processing
algorithms can enrich intrusion detection models
with more accurate and meaningful data
representations[9]. enhancing the model's ability
to recognize attack patterns. Research indicates
that NLP techniques and text-processing
algorithms can enrich intrusion detection models
with more accurate and meaningful data
representations[15]. This study aims to combine
the Transformer model with NLP techniques for
web application intrusion detection, which is
expected to provide a more effective solution in
addressing increasingly sophisticated
cybersecurity  threats. This integration
represents a novel approach to building intrusion
detection systems by leveraging Transformer
models with NLP advancements.

METHOD

This study aims to develop and analyze
a network intrusion detection model based on
Transformer methods and Natural Language
Processing (NLP) techniques to enhance the
security of web applications. The design of this
research is illustrated in Figure 1.

Dataset

The CSIC 2010 dataset, developed by
the Spanish Research National Council (Consejo
Superior de Investigaciones Cientificas - CSIC),
is designed for web application intrusion
detection and network security research. On
Kaggle, this dataset comprises 61,065 records
and 17 variables/attributes [10].

G
Dataset CSIC

Data Preprocessing

I”

Transformer Architecture

Model Training

Evaluation

statistical validation

Anomaly Detection

Results Analysis

Conclusion

il

a
\/

Figure 1. Research Design

Network Intrusion Detection

Network Intrusion Detection Systems
(NIDS) are crucial for identifying and mitigating
security threats to web applications. Traditional
NIDS relies on signature-based and anomaly-
based methods. Signature-based systems are
adequate for known threats but struggle to detect
new attacks, while anomaly-based systems can
identify unknown attacks but often have high
false favorable rates[16]. Advances in machine
learning (ML) and deep learning (DL) have
enhanced NIDS capabilities, with convolutional
neural networks (CNN) and recurrent neural
networks (RNN) demonstrating improved
accuracy[17]. However, these models often fail to
capture network logs' temporal and contextual
dependencies, which is essential for detecting
sophisticated web application attacks.
Transformer models and Natural Language
Processing (NLP) techniques have been
introduced to address this. Transformers excel in
capturing  long-term  dependencies  and
contextual relationships in sequential data[18],
while NLP enables effective preprocessing and
representation of network logs[9]. This study
develops a more robust NIDS for detecting web
application attacks by combining Transformer
models and NLP, aiming to reduce false positives
and improve detection accuracy.

Transformer

The Transformer is an architectural
model that has revolutionized the landscape of
natural language processing (NLP) and various
other applications. As introduced in "Attention
is All You Need," the Transformer relies on the
self-attention mechanism to capture
relationships between elements in sequential
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data[10]. The self-attention mechanism allows
the model to efficiently consider the entire input
context without processing the data
sequentially, unlike traditional approaches such
as RNNs and LSTM[18]. The core formula in
self-attention is shown in equation (1):

T
Attention(Q, K, V) = softmax (% W (1

The Transformer model consists of
multiple encoders and decoders, with each
encoder layer comprising a self-attention
mechanism and a feed-forward neural
network[19]. The encoder generates contextual
representations of the input, which are then used
by the decoder to produce the output. This
approach enables the Transformer to capture
long-term dependencies and complex
relationships within the data[20].

Transformers have demonstrated their
superiority in various NLP tasks, including
machine franslation, text classification, and
language modeling, outperforming previous
approaches[10]. Their application in network
intrusion detection leverages Transformers and
NLP techniques to preprocess network logs and
detect attack patterns with high efficiency and
improved accuracy. This study will implement the
Transformer model to enhance the detection
capabilities of web application attacks, utilizing
the power of self-attention to capture complex
relationships in network data.

Natural Language Processing

Natural Language Processing (NLP) is a
branch of artificial intelligence that enables
computers to understand and generate human-
like text. NLP encompasses sentiment analysis,
machine translation, and network log analysis
applications. Fundamental NLP techniques
include tokenization (breaking text into smaller
units), stemming, and lemmatization.

Recent advancements in NLP, such as
BERT, use Transformer architecture to capture
the bidirectional context in text, significantly
improving the performance of NLP tasks. These
models have been successfully applied in various
domains, including cybersecurity, to process and
analyze network logs for anomaly detection. This
research leverages NLP techniques to process
network logs, converting them into vector
representations, and employs Transformer
models to detect web application attacks with
greater accuracy.Kemajuan terbaru dalam NLP,
seperti  BERT, menggunakan  arsitektur
transformer untuk menangkap konteks dari
kedua arah dalam teks, meningkatkan kinerja
tugas-tugas NLP. Model-model ini telah berhasil

diterapkan dalam berbagai domain, termasuk
keamanan siber, untuk memproses dan
menganalisis log jaringan guna deteksi anomali.
Penelitian ini memanfaatkan teknik NLP untuk
memproses log jaringan, mengonversinya
menjadi representasi vektor, dan menggunakan
model transformer untuk mendeteksi serangan
aplikasi web dengan lebih akurat.

integration of Transformer models with NLP

This study proposes the integration of
Transformer models with NLP techniques to
detect attacks on web applications through a
Network NIDS. The proposed model in this
research is illustrated in Figure 2.

Figure 2. Arsitektur Instrusion Detection

Based on Figure 2, the steps for
intrusion detection are further detailed in
Algorithm 1. The initial stage involves initializing
parameters for the Transformer and the
DistiIBERT tokenizer. The NLP preprocessing
phase includes case folding, tokenization,
stemming, and normalization to ensure that the
text data is consistent and formatted
adequately for analysis. The DistiiBERT
tokenizer then converts the preprocessed text
into appropriate tokens. The following
equations are used in the process: Equation (5)
for converting logs, including URLs, into
lowercase (case folding). Equation (6) for
tokenization. Equation (7) for stemming.
Equation (8) for normalization

lower (T) = map(Ax:x - lowercase(z) (5)

Tokend = Tokenize(T, delimiter) (6)
Stem = StemmingAlgoritm(T) (7)
text — normalized text (8)

Next, the tokenized data is converted
into tensors, enabling processing by the
Transformer model. The training phase of the
Transformer model involves several critical
steps, including Multi-Head Attention to capture
various aspects of relationships between
words, Add & Norm for normalization and
residual addition, and Feed Forward layers for
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further data transformation. After training, the
model's performance is evaluated using metrics
such as accuracy, recall, F1 score, and AUC to
assess its effectiveness in detecting intrusions.

oUtPUt esiguar = input + Sublayer(input)(9)

OULPUL gy = ZHEMAL y 4 (10)

Algorithm 1: Transformer NLP Integration

Input: Input: Dataset D={(xi,yi)}
Output: Final model intrusion detection

1. Initialization:

e Parameters for the Transformer
and DistiIBERT tokenizer are
initialized.

2. NLP Preprocessing:
Case Folding
Tokenization
Steaming
Normalization
3. Tokenization
e The DistilBERT Tokenizer is used
to convert text into appropriate
tokens:
4. Conversion to Tensors
e The tokenized data is converted
into tensors that the Transformer
model can process
5. Train Transformer
e The Transformer model is
trained with the processed data
a. Multi-Head Attention: use
equation (1)
b. Add & Norm: Normalization
and residual addition. Use
equations (9) and (10)
c. Feed Forward. Use
equation (11)
6. Model Evaluation
e The model has evaluated the
use of equations (12), (13, (14),
(15), (16).
7. Final Model
e The final model is returned for
intrusion detection

Evaluation

The next step in this research is to evaluate
the performance of the developed intrusion
detection model. The objective of this
performance testing is to determine the extent
to which the model is suitable for practical use.
Several evaluation parameters are utilized,
including Accuracy (Ac), Recall (Re), Precision

(Pr), F1 Score (F1), and Area Under the Curve
(AUC)[21]. These parameters provide a
comprehensive assessment of the model's
effectiveness and reliability in classification.
The formulas for each parameter are given in
equations (12), (13), (14), (15), and (16)[11].
Table 1 illustrates the prediction of target
labels. The next step involves reporting the
model's performance using the Receiver
Operating Characteristic (ROC) curve to
assess the intrusion detection model.

Accuracy = % (12)
Precision = TPT:’TF (13)
Recall = TPT+PTN (14)
F1 Score = 2x Pre.ci.sion x recall (1 5)
precision+recall
AUC = [ TPR(FPR)d (FPR) (16)
Table1. Confusion Matrix
True Normal True
Anomalous
Predict TP FP
Normal
Predict TN TN
Anomalous

Statistical Validation

In this study, statistical validation is
performed using the Friedman Test and the
Paired T-test. The Friedman Test, a non-
parametric test, is used to compare the
performance of multiple classification models
on the same dataset[22]. This test examines the
null hypothesis that there is no significant
difference in the performance of these models.
If the Friedman Test results indicate a
significant difference, further analysis is
conducted using the Paired T-test to identify
which pairs of models have significantly
different performances. The combination of
these two tests provides comprehensive
validation, ensuring that the developed model is
not only statistically superior but also has
practical significance in its application[20].

RESULT AND DISCUSSION

The application of the proposed
Transformer-NLP method demonstrates that the
Transformer  model  effectively  captures
contextual relationships in network logs to detect
web application attacks through intrusion
detection.
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Data Processing
At this stage, data cleaning was
performed, where three records with missing
data were removed, reducing the dataset from
61,065 to 61,062 records. The following process
involved reducing the number of variables from
17 to 2, which were relevant to the context of the
research. Table 1 shows the dataset after data
preprocessing. Table 3 defines the target or label
for classification, where 0 represents normal, and
1 represents anomalous.
Table 3. Pre-processing Result Dataset
URL Label
1 <s> http A0
localhost :
8080 / tienda 1 /
publico
/ vaciar . jsp ? b 2
=vac
iar + carr ito http /
1.1</s>
2 http://localhost:80 0
80/
?0penServer
HTTP/1.1
610 http://localhost:80 1
62  80/tiendal/miemb
ros.Inc HTTP/1.1

Pembentukan Representasi Teks

In this stage, processing is conducted
using NLP techniques, including tokenizing,
case folding, stemming, and stop word
normalization. First, tokenizing: The results of
tokenization demonstrate how URLs are broken
down into smaller parts that the transformer
model can process. This process involves
adding unique tokens, handling special
characters and symbols, and sub-word
tokenization to address words not present in the
model's overall vocabulary. Table 4 provides a
clear overview of how raw data is transformed
into a format suitable for NLP modelling.

Table 4. Tokenization Results

Input Proses
http://localhost:8080/ <s> http Al
tienda1 localhost : 8080 /

/publico/vaciar.jsp?
B2=Vaciar+carrito
HTTP/1.1

tienda 1 / publico /
vaciar . jsp?B 2=
Vac iar + carr ito
HTTP/1.1</s>

Next, all characters in the URL are
converted to lowercase before tokenization
using case folding. Table 5 shows the results of
tokenization, demonstrating that all elements in
the URL have been converted to lowercase and
broken down into smaller tokens. This helps

ensure consistency in text processing and
makes the model more robust against
variations in capitalization.
Table 5. Case Folding Results
Input Proses Output Proses
<s> http :// localhost : <s> http Al
8080 / tienda 1 / publico localhost : 8080 /
[ vaciar . jsp ? B2 =Vac tienda 1/ publico /
iar+ carritoHTTP /1.1 vaciar.jsp?b2=
</s> vac iar + carr ito
http /1.1 </s>

The steaming process does not
significantly alter the text in this case because
most tokens are part of URLs or symbols.
However, words like "vaciar" and "carr" will be
processed if there are suffixes that can be
removed. Table 6 presents the final results,
showing that tokenization and stemming have
been applied, although minimal changes
occurred due to the specific characteristics of
the input text (URLs and symbols).

Table 6. Stemming Results
Input Proses Output Proses
<s> http :// localhost : <s> http Al
8080 / tienda 1 / publico localhost : 8080 /
/ vaciar . jsp ? b 2 = vac tienda 1/ publico/
iar + carrito http /1.1 vaciar.jsp?b2=
</s> vac iar + carr ito
http /1.1 </s>

The Stop Word stage is not performed
because most tokens are part of URLs.
Normalization at this stage involves processing
the text, including converting it to lowercase,
removing punctuation, and removing numbers.
Converting to Lowercase: All letters are
converted to lowercase to ensure consistency, so
"HTTP" and "http" are treated the same.
Removing Punctuation: All punctuation marks,
such as periods, slashes, and question marks,
are removed from the text.

Table 7. Normalization Results
Input Proses Output Proses
<s> http :// localhost : <s> http Al
8080 / tienda 1 / publico localhost : 8080 /
[ vaciar . jsp ? b 2 =vac tienda 1/ publico/
iar + carrito http /1 . 1 vaciar.jsp?b2=
</s> vac iar + carr ito
http /1.1 </s>

Model Implementation

In this study, the implementation of the
Transformer model with the integration of Natural
Language Processing (NLP) for network
intrusion detection is conducted through several
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key stages. The first stage is data processing,
which includes normalization, batch processing,
and splitting the data into training and testing sets
with ratios of 70/30, 80/20, and 90/10. In the NLP
processing, steps such as case folding, text
normalization, tokenization, and stemming are
performed to ensure the text is in a consistent
format. Tokenization uses the DistiBERT
Tokenizer to convert the text into tokens that the
Transformer model can process.

As shown in Figure 2, the architecture for
network intrusion detection with Transformer and
NLP integration is implemented according to
Algorithm 1. In the model training stage,
DistilBERT, initialized with default parameters, is
used to handle the Multi-Head Attention, Add &
Norm, and Feed Forward layers. The model is
trained using the Adam optimizer with a learning
rate of 2e-5 and the Cross-Entropy loss function.
Training is conducted over three epochs with a
batch size of 8. Model evaluation is performed by
measuring metrics such as accuracy, recall, F1
score, and ROC-AUC to ensure the model's
performance in detecting network intrusion
categories classified as "Normal" and
"Anomalous." Evaluation results indicate that the
integration of the Transformer model and NLP is
effective in detecting web application attacks and
significantly contributes to the improvement of
the network intrusion detection system's
accuracy. The parameters of the Transformer
model integrated with NLP are shown in Table 8.

Table 8. Parameter Model

Parameter Value
Input Shape Input_dim
NLP Pre- Case Folding,

Normalization,
Tokenization,

preprocessing

Evaluation

The implemented model is then
evaluated to test its performance. This model is
tested and compared with algorithms such as
Deep Neural Network (DNN), Random Forest
(RF), Decision Tree (DT), Support Vector
Machine (SVM), k-Nearest Neighbor (KNN),
XGBoost, and Naive Bayes (NB). The evaluation
uses equations (12), (14), (15), and (16). The
results are shown in Tables 9, 10, and 11.
Subsequently, the model's performance is tested
using the ROC curves, which are displayed in
Figures 3, 4, and 5.

Table 9. Evaluation Using 80-20 Training Split

“Algorithm  A.  Re  F4 AUC
DNN 076 078 074 0.83
RF 083 098 082 0.92
DT 082 093 080 0.88
SVM 080 089 072 0.82
KNN 081 094 080 0.90
XGBoost ~ 0.83 096 082 093
NB 063 033 042 0.59

Trans+tNLP 0.85 0.95 0.83 0.94

Table 10. Evaluation Using 70-30 Training Split
Algorithm A Re F4 AUC

DNN 0.79 0.78 0.74 0.83
RF 0.83 0.98 0.82 0.88
DT 0.82 093 0.80 0.88
SVM 0.73 089 0.72 0.82
KNN 0.81 094 0.72 0.90
XGBoost 0.83 096 0.82 0.93
NB 0.64 033 042 0.59

Trans+NLP 0.85 0.95 0.83 0.94

Stemming
Tokenization DistiiBERTTokenizer
Multi-Head Num_heads=8,
Attention dim_model=512
Add & Norm Layer Normalization
Feed Forward Dense (2048,

Activation="ReLU’
Linear Layer Dense (256,

Softmax Layer
Optimizer

Loss Function
Training Parameter

Evaluation Matrix

activation="softmax’
Dense(num_classes,
activation="softmax’
AdamW
(learning_rate=2e-5)
Cross-Entropy Loss

Epoch=3, Batch
Size=8

Accuracy, Recall, F1
Score, AUC

Table 11. Evaluation Using 90-10 Training Split
Algorithm A Re F4 AUC

DNN 0.77 052 0.65 0.85
RF 0.83 099 0.83 0.93
DT 0.83 094 0.82 0.90
SVM 0.72 086 0.72 0.84
KNN 0.80 0.87 0.78 0.89
XGBoost 0.83 094 0.82 0.92
NB 0.63 030 040 0.85

Trans+NLP 0.85 0.95 0.84 0.94
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Statical Validation

To test the reliability of the built model,
we conducted evaluations using the Friedman
test and t-test to compare its performance with
other models[22]. We designated the proposed
model as the control method in this experiment,
and the significance level « for the statistical tests
was set at 0.05. Generally, a smaller p-value
indicates a significant difference between
comparison methods. The results of the
Friedman test and t-test are shown in Table 12.
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Table 12. Friedman Test and T-test Results

DN DT XB NB SV K R
N M N F
N
Fried 0.0 00 0.0 21 0.0 0.0
man 009 05 19 &9 001 06

T- 87 53 37 40. 13. 5.2
Test 05 5 65 785 19 44

woNnNrOO

Parameter Sensivitas

In this section, we examine the impact of
the hyperparameter, denoted by A, on the
proposed detection model. This analysis aims to
understand how variations in A influence the
model's performance and effectiveness. The
study involves adjusting the A values and
observing changes in key performance metrics,
such as accuracy, recall, F1 score, and ROC-
AUC. The results of this hyperparameter tuning
are presented in Table 13, illustrating the
relationship between different A values and the
corresponding performance metrics. This
detailed evaluation helps in identifying the
optimal A setting for achieving the best detection
results.

Table 13. Impact of Hyperparameter A on Model
Performance
A Ac R F1 Auc
1e-05 0.856 0.944 0.843 0.948
2e-05 0.852 0.944 0.840 0.950
3e-05 0.851 0.906 0.841 0.946
5e-05 0.849 0.952 0.838 0.946

Based on Table 13, although the AUC
value remains the same (0.95) for several
learning rate values, other metrics such as
Accuracy, Recall, and F1 Score vary. The model
with a learning rate of 2e-05 shows the highest
AUC of 0.9505, indicating slightly better
performance compared to other learning rates.
Models with learning rates of 1e-05 and 3e-05
exhibit nearly the same AUC values (around
0.9490) but with variations in Accuracy and
Recall. The ROC curve, illustrating sensitivity, is
shown in Figure 6.
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Result dan Analysis

This study demonstrates that integrating
the Transformer model with NLP techniques
significantly enhances the performance of NIDS
for web applications. Initially, the CSIC 2010
dataset used in this study was processed through
various  pre-processing steps such as
tokenization, stemming, lemmatization, and
normalization to ensure data consistency. Text
representation was carried out using techniques
like Word2Vec, BERT, and TF-IDF, enabling the
Transformer model to capture contextual
relationships in network log data.

The model's performance evaluation
showed superior results compared to traditional
algorithms like Deep Neural Network (DNN),
Random Forest (RF), Decision Tree (DT),
Support Vector Machine (SVM), k-nearest
Neighbor (KNN), XGBoost, and Naive Bayes
(NB). The testing was conducted with training
and testing data splits of 80/20, 70/30, and 90/10
ratios. The Transformer-NLP model achieved
higher accuracy, recall, F1 score, and AUC, with
the best AUC value of 0.9505 at a learning rate
of 2e-05. The ROC curve also demonstrated the
superior performance of this model in detecting
network intrusions compared to other models.

Statistical  validation  through the
Friedman test and t-test confirmed the reliability
and practical significance of the proposed model.
Hyperparameter sensitivity analysis showed that
variations in the A value affected the model's
performance, with a learning rate of 2e-05
providing the best results. Overall, the proposed
Transformer-NLP model not only significantly
reduces false positives but also enhances the
overall security of web applications, making it a

more adaptive and intelligent solutions in the face
of increasingly sophisticated cyber threats.

CONCLUSION

This study successfully demonstrates
that integrating the Transformer model with NLP
techniques can significantly enhance the
performance of NIDS for web applications. The
proposed model effectively captures contextual
relationships in network log data, enabling more
accurate and adaptive detection of web
application attacks. Evaluation results show that
the Transformer-NLP model achieves higher
accuracy, recall, F1 score, and AUC compared to
traditional algorithms such as DNN, RF, DT,
SVM, KNN, XGBoost, and NB. Statistical
validation through the Friedman test and t-test
confirms the robustness and practical
significance of this model. With these promising
results, the Transformer-NLP model can be
considered a more adaptive and intelligent
solution in facing increasingly complex and
sophisticated cyber threats.

Despite the significant findings, there are
several limitations to consider. First, the use of
the relatively limited CSIC 2010 dataset may not
reflect the broader and more recent variations in
web application attacks. Second, while the
Transformer-NLP ~ model shows  superior
performance, its computational complexity and
high resource requirements could pose
challenges for practical implementation in
production environments. Third, the study does
not examine the potential impact of overfitting
that might occur due to the use of a model with
complex parameters on a limited dataset. Lastly,
this research focuses on web application attacks,
so generalizing to other types of network attacks
requires further investigation. Therefore, while
the model shows great potential, its practical
application requires further consideration
regarding scale, performance, and
generalization.
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Abstract

The increasing frequency and complexity of web application attacks demand more advanced detection
methods beyond the capabilities of traditional network intrusion detection systems (NIDS), which often rely
on predefined signatures and rules, making them less effective against novel attacks. This research
addresses these limitations by integrating Transformer models with Natural Language Processing (NLP)
techniques to develop a more adaptive and intelligent intrusion detection framework. Leveraging the
Transformer's ability to capture long-term dependencies and the contextual richness of NLP, the proposed
model aims to better handle the dynamic and diverse nature of web application data. Using the CSIC 2010
dataset, comprehensive preprocessing steps such as tokenization, stemming, lemmatization, and
normalization were employed, followed by text representation techniques like Word2Vec, BERT, and TF-
IDF. The Transformer architecture was then applied to enhance detection capabilities. Performance
evaluation revealed that the Transformer-NLP model achieved an accuracy of 85%, a precision of 95%, a
recall of 83%, an F1 score of 84%, and an AUC of 0.95, demonstrating its superiority over traditional
machine learning methods. Statistical validation through Friedman and T-tests confirmed the model's
robustness and practical significance. Despite these promising results, limitations such as the dataset's
scope, computational complexity, and the need for generalization to other types of network attacks remain.
Future research should focus on expanding the dataset, optimizing model complexity, and exploring
applications to a broader range of cybersecurity threats. Overall, this study highlights a significant
advancement in detecting complex web application attacks, reducing false positives, and enhancing
security, providing a viable solution to increasingly sophisticated cybersecurity challenges.
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INTRODUCTION

The security of web applications has
become a paramount concern in the current
digital era, especially with the rise of attacks
targeting vulnerabilities in web applications[1].
As technology advances and the number of
internet users increases, web applications are
increasingly susceptible to various types of
attacks, such as SQL injection, Cross-Site
Scripting (XSS), and Denial of Service (DoS)
attacks. These attacks threaten the integrity,
confidentiality, and availability of data and web
services, and their frequency and complexity
continue to escalate[2].

Web applications are often the first point
of entry for attackers, exploiting vulnerabilities
like SQL injection and Cross-Site Scripting
(XSS) to gain unauthorized access or inject

malicious scripts. These vulnerabilities highlight
the need for robust detection mechanisms
specifically tailored to web applications.
Therefore, this study focuses on detecting
attacks targeting web applications, recognizing
this as a critical aspect of maintaining overall
network security[3]. Research on network
intrusion detection systems (NIDS) has explored
various methodologies to counteract these
threats[4]. For instance, Research [5] provides a
comprehensive overview of existing detection
systems specifically designed to monitor web
traffic, comparing the capabilities of systems like
AppSensor, PHPIDS, ModSecurity, Shadow
Daemon, and AQTRONIX WebKnight. Other
studies have focused on input validation
techniques to prevent intrusions, such as the
approach detailed in Research [6], which

Jurnal Nasional Pendidikan Teknik Informatika : JANAPATI | 1


mailto:wowon.priatna@dsn.ubharajaya.ac.id
mailto:982023018@student.uksw.edu
mailto:irwan@uksw.edu2
mailto:adi.setiawan@uksw.edu
mailto:iwan@uksw.edu4
mailto:joniwarta@dsn.ubharajaya.ac.id5
mailto:tyas@ubharajaya.ac.id

i @ ISSN 2089-8673 (Print) | ISSN 2548-4265 (Online)
~E51 06 Volume XX, Issue XX, Month 20XX
< ZJlaNARAT)

emphasizes input validation against web
application attacks. Additionally, Research [7]
has developed an intrusion detection model to
mitigate cyber-attacks, data breaches, and
identity theft, aiding in effective risk
management.

Traditional approaches to network
intrusion detection rely heavily on predefined
signatures and rules, which limits their
effectiveness in detecting new or unknown
variants of attacks[8]. This rigidity necessitates
more adaptive solutions. A popular approach to
overcoming these limitations involves the use of
machine learning (ML) and artificial intelligence
(Al) to create more intelligent and flexible
intrusion detection systems [9]. Machine
learning models, such as Random Forest and
Support  Vector Machines, have been
successfully employed to detect anomalies in
network traffic[10]. Some studies have advanced
this further by combining ensemble learning with
NLP-based methods, as indicated in Research
[11], to enhance the detection models'
effectiveness. However, even these
sophisticated methods face challenges in
handling the highly dynamic and diverse data
generated by web applications. To address
these challenges, this study proposes a novel
approach that integrates advanced Transformer
models with NLP techniques to better capture
the complex patterns and contextual information
inherent in web application data. This integration
allows for a more nuanced detection of web
attacks, particularly those that are not easily
identifiable by conventional machine learning
models

Recent advancements in deep learning,
particularly the development of the Transformer
model by Vaswani et al., offer a promising
solution[12]. The Transformer's ability to capture
long-range dependencies in sequential data and
process this information efficiently through an
attention-based architecture provides a robust
framework for addressing the complexities of
web application data. The application of
Transformer models in network intrusion
detection presents new opportunities for
developing more adaptive and sophisticated
systems capable of identifying a wide range of
web attacks[13]. Research has shown that
Transformers are particularly effective in
analyzing patterns and anomalies within network
data, leading to improved detection rates of
complex attacks that are often missed by
conventional methods[14].

Unlike previous models that focus on
static or homogeneous data sets, the proposed
research utilizes both Transformer models and
NLP techniques to handle the diverse and ever-

evolving nature of web application data. This
approach differs significantly from existing
studies by combining the capabilities of
Transformer models to capture intricate patterns
with the contextual richness provided by NLP-
based techniques. While earlier studies
[11][15][16] employed NLP for enhancing feature
extraction in intrusion detection, this research
integrates these methods more deeply within a
Transformer-based architecture, representing a
novel approach to the field.

The novelty of this study lies in its dual
integration of NLP techniques and Transformer
models for web application intrusion detection.
This combination not only provides a more
nuanced approach to understanding the data but
also significantly enhances the model's ability to
detect sophisticated web attacks. This research
contributes to the field by presenting a novel
framework that leverages advanced NLP and
deep learning techniques to build more resilient
intrusion detection systems, potentially reducing
false  positives and improving overall
security[17]. The findings from this study are
expected to offer valuable insights and practical
implications for future research in cybersecurity,
particularly in applying NLP and deep learning to
enhance network security.

METHOD

This study aims to develop and analyze
a network intrusion detection model based on
Transformer methods and Natural Language
Processing (NLP) techniques to enhance the
security of web applications. The design of this
research is illustrated in Figure 1.

Dataset

The CSIC 2010 dataset, developed by
the Spanish Research National Council (Consejo
Superior de Investigaciones Cientificas - CSIC),
is designed for web application intrusion
detection and network security research. On
Kaggle, this dataset comprises 61,065 records
and 17 variables/attributes [12]. The study
utilizes the CSIC 2010 dataset, which is
specifically designed for evaluating web
application security. This dataset contains a
range of normal and malicious HTTP requests
made to a web server, reflecting various types of
web-based attacks such as SQL injection, Cross-
Site Scripting (XSS), and Path Traversal. These
types of attacks are particularly challenging for
traditional detection systems due to their dynamic
and evolving nature. As shown in the dataset
sample, the features include HTTP methods
(GET, POST), headers (User-Agent, Pragma,
Cache-Control), and URL parameters, which are
essential for detecting anomalies and potential
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threats in web traffic. This makes the dataset
highly suitable for the development and
evaluation of advanced machine learning
models, such as those using Transformer
architectures and NLP techniques, aimed at
improving web application intrusion detection.

Dataset CSIC

Data Preprocessing
Data Splitting
Feature Extraction

Transformer Architecture

Model Training

Performance Evaluation
Statistical Validation

Discussion

Conclusion

Figure 1. Research Design

Network Intrusion Detection

Network Intrusion Detection Systems
(NIDS) are crucial for identifying and mitigating
security threats to web applications. Traditional
NIDS relies on signature-based and anomaly-
based methods. Signature-based systems are
adequate for known threats but struggle to detect
new attacks, while anomaly-based systems can
identify unknown attacks but often have high
false favorable rates[18]. Advances in machine
learning (ML) and deep learning (DL) have
enhanced NIDS capabilities, with convolutional
neural networks (CNN) and recurrent neural
networks (RNN) demonstrating improved
accuracy[19]. However, these models often fail to
capture network logs' temporal and contextual
dependencies, which is essential for detecting
sophisticated web application attacks.
Transformer models and Natural Language
Processing (NLP) techniques have been
introduced to address this. Transformers excel in
capturing  long-term  dependencies  and
contextual relationships in sequential data[18],
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while NLP enables effective preprocessing and
representation of network logs[11]. This study
develops a more robust NIDS for detecting web
application attacks by combining Transformer
models and NLP, aiming to reduce false positives
and improve detection accuracy.

Transformer

The Transformer is an architectural
model that has revolutionized the landscape of
natural language processing (NLP) and various
other applications. As introduced in "Attention
is All You Need," the Transformer relies on the
self-attention mechanism to capture
relationships between elements in sequential
data[12]. The self-attention mechanism allows
the model to efficiently consider the entire input
context without processing the data
sequentially, unlike traditional approaches such
as RNNs and LSTM[20]. The core formula in
self-attention is shown in equation (1):

T
Attention(Q, K,V) = softmax (% W (1)

The Transformer model consists of
multiple encoders and decoders, with each
encoder layer comprising a self-attention
mechanism and a feed-forward neural
network[21]. The encoder generates contextual
representations of the input, which are then used
by the decoder to produce the output. This
approach enables the Transformer to capture
long-term dependencies and complex
relationships within the data[22].

Transformers have demonstrated their
superiority in various NLP tasks, including
machine translation, text classification, and
language modeling, outperforming previous
approaches[12]. Their application in network
intrusion detection leverages Transformers and
NLP techniques to preprocess network logs and
detect attack patterns with high efficiency and
improved accuracy. This study will implement the
Transformer model to enhance the detection
capabilities of web application attacks, utilizing
the power of self-attention to capture complex
relationships in network data.

Natural Language Processing

Natural Language Processing (NLP) is a
branch of artificial intelligence that enables
computers to understand and generate human-
like text. NLP encompasses sentiment analysis,
machine translation, and network log analysis
applications. Fundamental NLP techniques
include tokenization (breaking text into smaller
units), stemming, and lemmatization.
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Recent advancements in NLP, such as
BERT, use Transformer architecture to capture
the bidirectional context in text, significantly
improving the performance of NLP tasks. These
models have been successfully applied in various
domains, including cybersecurity, to process and
analyze network logs for anomaly detection. This
research leverages NLP techniques to process
network logs, converting them into vector
representations, and employs Transformer
models to detect web application attacks with
greater accuracy. Recent advancements in NLP,
such as BERT, utilize transformer architecture to
capture bidirectional context in text, thereby
enhancing the performance of NLP tasks. These
models have been successfully applied across
various domains, including cybersecurity, to
process and analyze network logs for anomaly
detection. This study leverages NLP techniques
to process network logs, converting them into
vector representations, and employs transformer
models to more accurately detect web application
attacks.

integration of Transformer models with NLP

This study proposes the integration of
Transformer models with NLP techniques to
detect attacks on web applications through a
Network NIDS. The proposed model in this
research is illustrated in Figure 2.

Dataset CSIC

w

MLP Process

Case Folding
Tokenizing
Steaming
Mormalizatio

Attention
Add & Norm
Feed Forward

Prediction and

modeling

Figure 2. Arsitektur Instrusion Detection
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Based on Figure 2, the steps for
intrusion detection are further detailed in
Algorithm 1. The initial stage involves initializing
parameters for the Transformer and the
DistiIBERT tokenizer. The NLP preprocessing
phase includes case folding, tokenization,
stemming, and normalization to ensure that the
text data is consistent and formatted
adequately for analysis. The DistiBERT
tokenizer then converts the preprocessed text
into appropriate tokens. The following
equations are used in the process: Equation (5)
for converting logs, including URLs, into
lowercase (case folding). Equation (6) for
tokenization. Equation (7) for stemming.
Equation (8) for normalization

lower (T) = map(Ax:x - lowercase(z) (5)

Tokend = Tokenize(T, delimiter) (6)
Stem = StemmingAlgoritm(T) (7)
text — normalized text (8)

Next, the tokenized data is converted
into tensors, enabling processing by the
Transformer model. The training phase of the
Transformer model involves several critical
steps, including Multi-Head Attention to capture
various aspects of relationships between
words, Add & Norm for normalization and
residual addition, and Feed Forward layers for
further data transformation. After training, the
model's performance is evaluated using metrics
such as accuracy, recall, F1 score, and AUC to
assess its effectiveness in detecting intrusions.

output,esiguar = input + Sublayer(input)(9)
output,grm = w.y +p (10)

Algorithm 1: Transformer NLP Integration
Input: Input: Dataset D={(xi,yi)}
Output: Final model intrusion detection

1. Initialization:

e Parameters for the Transformer
and DistilBERT tokenizer are
initialized.

2. NLP Preprocessing:
e Case Folding
e  Tokenization
e  Steaming
. Normalization
3. Tokenization

Jurnal Nasional Pendidikan Teknik Informatika : JANAPATI | 4



-.,.'}.— A /Q
ﬁ?}: I D0
j?dﬁﬁéli&-ﬂ

e The DistiiBERT Tokenizer is used
to convert text into appropriate
tokens:

4. Conversion to Tensors
e The tokenized data is converted
into tensors that the Transformer
model can process
5. Train Transformer

e The Transformer model is

trained with the processed data

a. Multi-Head Attention: use
equation (1)

b. Add & Norm: Normalization
and residual addition. Use
equations (9) and (10)

c. Feed Forward. Use
equation (11)

6. Model Evaluation

e The model has evaluated the
use of equations (12), (13, (14),
(15), (16).

7. Final Model

e The final model is returned for

intrusion detection

Evaluation

The next step in this research is to evaluate
the performance of the developed intrusion
detection model. The objective of this
performance testing is to determine the extent
to which the model is suitable for practical use.
Several evaluation parameters are utilized,
including Accuracy (Ac), Recall (Re), Precision
(Pr), F1 Score (F1), and Area Under the Curve
(AUC)[21]. These parameters provide a
comprehensive assessment of the model's
effectiveness and reliability in classification.
The formulas for each parameter are given in
equations (12), (13), (14), (15), and (16)[13].
Table 1 illustrates the prediction of target
labels. The next step involves reporting the
model's performance using the Receiver
Operating Characteristic (ROC) curve to
assess the intrusion detection model.

TP+TN
Accuracy = m (1 2)
Precision = TPTfTF (13)
Recall = T:m (14)
2 x Precision x recall
F1Score = precision+recall (1 5)
AUC = [ TPR(FPR)d (FPR) (16)
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Table1. Confusion Matrix
True Normal True

Anomalous
Predict TP FP
Normal
Predict TN TN
Anomalous

Statistical Validation

In this study, statistical validation is
performed using the Friedman Test and the
Paired T-test. The Friedman Test, a non-
parametric test, is used to compare the
performance of multiple classification models
on the same dataset[23]. This test examines the
null hypothesis that there is no significant
difference in the performance of these models.
If the Friedman Test results indicate a
significant difference, further analysis is
conducted using the Paired T-test to identify
which pairs of models have significantly
different performances. The combination of
these two tests provides comprehensive
validation, ensuring that the developed model is
not only statistically superior but also has
practical significance in its application[22].

RESULT AND DISCUSSION

The application of the proposed
Transformer-NLP method demonstrates that the
Transformer  model  effectively  captures
contextual relationships in network logs to detect
web application attacks through intrusion
detection.

Data Processing

At this stage, data cleaning was
performed, where three records with missing
data were removed, reducing the dataset from
61,065 to 61,062 records. The following process
involved reducing the number of variables from
17 to 2, which were relevant to the context of the
research. Table 1 shows the dataset after data
preprocessing. Table 3 defines the target or label
for classification, where 0 represents normal, and
1 represents anomalous.

Table 3. Pre-processing Result Dataset
URL Label
1 <s> http €0

localhost :

8080 / tienda 1 /

publico

/ vaciar . jsp ? b 2

=vac

iar + carr ito http /

1.1</s>

2 http://localhost:80 0
80/
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?0penServer Input Process Output Process
HTTP/1.1 <s> http :// localhost : <s> http N/

610 http://localhost:80 1
62 80/tienda1/miemb
ros.Inc HTTP/1.1

Text Representation Formation
In this stage, processing is conducted
using NLP techniques, including tokenizing,
case folding, stemming, and stop word
normalization. First, tokenizing: The results of
tokenization demonstrate how URLs are broken
down into smaller parts that the transformer
model can process. This process involves
adding unique tokens, handling special
characters and symbols, and sub-word
tokenization to address words not present in the
model's overall vocabulary. Table 4 provides a
clear overview of how raw data is transformed
into a format suitable for NLP modelling.
Table 4. Tokenization Results
Input Process Output Process
http://localhost: 8080/ <s> http Al
tienda1 localhost : 8080 /
/publico/vaciar.jsp? tienda 1 / publico /
B2=Vaciar+carrito vaciar . jsp?B 2=
HTTP/1.1 Vac iar + carr ito
HTTP/1.1</s>

Next, all characters in the URL are
converted to lowercase before tokenization
using case folding. Table 5 shows the results of
tokenization, demonstrating that all elements in
the URL have been converted to lowercase and
broken down into smaller tokens. This helps
ensure consistency in text processing and
makes the model more robust against
variations in capitalization.

Table 5. Case Folding Results

Input Process Output Process

<s> http :// localhost : <s> http A

8080 / tienda 1 / publico localhost : 8080 /

[ vaciar . jsp ? B2 =Vac tienda 1/ publico /

iar + carritoHTTP /1.1 wvaciar.jsp?b2=

</s> vac iar + carr ito
http /1.1 </s>

The steaming process does not
significantly alter the text in this case because
most tokens are part of URLs or symbols.
However, words like "vaciar" and "carr" will be
processed if there are suffixes that can be
removed. Table 6 presents the final results,
showing that tokenization and stemming have
been applied, although minimal changes
occurred due to the specific characteristics of
the input text (URLs and symbols).

Table 6. Stemming Results

8080 / tienda 1 / publico localhost : 8080 /
/ vaciar . jsp ? b 2 =vac tienda 1/ publico /
iar + carrito http /1.1 vaciar.jsp?b 2=
</s> vac iar + carr ito
http /1.1 </s>

The Stop Word stage is not performed
because most tokens are part of URLs.
Normalization at this stage involves processing
the text, including converting it to lowercase,
removing punctuation, and removing numbers.
Converting to Lowercase: All letters are
converted to lowercase to ensure consistency, so
"HTTP" and "http" are treated the same.
Removing Punctuation: All punctuation marks,
such as periods, slashes, and question marks,
are removed from the text.

Table 7. Normalization Results
Input Process Output Process
<s> http :// localhost : <s> http Al
8080 / tienda 1 / publico localhost : 8080 /
/ vaciar . jsp ? b 2 =vac tienda 1/ publico/
iar + carrito http /1 . 1 vaciar.jsp?b2=
</s> vac iar + carr ito
http /1.1 </s>

Model Implementation

In this study, the implementation of the
Transformer model with the integration of Natural
Language Processing (NLP) for network
intrusion detection is conducted through several
key stages. The first stage is data processing,
which includes normalization, batch processing,
and splitting the data into training and testing sets
with ratios of 70/30, 80/20, and 90/10. In the NLP
processing, steps such as case folding, text
normalization, tokenization, and stemming are
performed to ensure the text is in a consistent
format. Tokenization uses the DistiiBERT
Tokenizer to convert the text into tokens that the
Transformer model can process.

As shown in Figure 2, the architecture for
network intrusion detection with Transformer and
NLP integration is implemented according to
Algorithm 1. In the model training stage,
DistilBERT, initialized with default parameters, is
used to handle the Multi-Head Attention, Add &
Norm, and Feed Forward layers. The model is
trained using the Adam optimizer with a learning
rate of 2e-5 and the Cross-Entropy loss function.
Training is conducted over three epochs with a
batch size of 8. Model evaluation is performed by
measuring metrics such as accuracy, recall, F1
score, and ROC-AUC to ensure the model's
performance in detecting network intrusion
categories classified as "Normal" and
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"Anomalous." Evaluation results indicate that the
integration of the Transformer model and NLP is
effective in detecting web application attacks and
significantly contributes to the improvement of
the network intrusion detection system's
accuracy. The parameters of the Transformer
model integrated with NLP are shown in Table 8.

Table 8. Parameter Model

Parameter Value
Input Shape Input_dim
NLP Pre- Case Folding,

Normalization,
Tokenization,

preprocessing

Stemming
Tokenization DistiBERT Tokenizer
Multi-Head Num_heads=8,
Attention dim_model=512
Add & Norm Layer Normalization
Feed Forward Dense (2048,

Activation="ReLU’
Linear Layer Dense (256,

activation="softmax’
Dense(num_classes,
activation="softmax’
Optimizer AdamW
(learning_rate=2e-5)
Cross-Entropy Loss

Softmax Layer

Loss Function

Training Parameter Epoch=3, Batch
Size=8

Evaluation Matrix Accuracy, Recall, F1
Score, AUC

Evaluation

The implemented model is then
evaluated to test its performance. This model is
tested and compared with algorithms such as
Deep Neural Network (DNN), Random Forest
(RF), Decision Tree (DT), Support Vector
Machine (SVM), k-Nearest Neighbor (KNN),
XGBoost, and Naive Bayes (NB). The evaluation
uses equations (12), (14), (15), and (16). The
results are shown in Tables 9, 10, and 11.
Subsequently, the model's performance is tested
using the ROC curves, which are displayed in
Figures 3, 4, and 5.

Table 9. Evaluation Using 80-20 Training Split

“Algorithm _ A.  R.  Fq AUC
DNN 076 078 074 083
RF 083 098 082 0.92
DT 082 093 080 0.88
SVM 080 089 072 0.82
KNN 081 094 080 0.90
XGBoost ~ 0.83 096 082 093
NB 063 033 042 0.59

Trans+NLP 0.85 0.95 0.83 0.94
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Table 10. Evaluation Using 70-30 Training Split
Algorithm A Re F4 AUC

DNN 0.79 0.78 0.74 0.83
RF 0.83 098 0.82 0.88
DT 0.82 0.93 0.80 0.88
SVM 0.73 089 0.72 0.82
KNN 0.81 094 0.72 0.90
XGBoost 0.83 096 0.82 0.93
NB 0.64 033 042 0.59

Trans+NLP 0.85 0.95 0.83 0.94

Table 11. Evaluation Using 90-10 Training Split
Algorithm  Ac Re F1 AUC

DNN 0.77 052 065 0.85
RF 0.83 0.99 0.83 0.93
DT 0.83 094 0.82 0.90
SVM 0.72 086 0.72 0.84
KNN 0.80 0.87 0.78 0.89
XGBoost 0.83 094 0.82 0.92
NB 0.63 0.30 040 0.85

Trans+NLP 085 0.95 0.84 0.94

Receiver Operating Characteristic

1.0 4

S Random Forest (AUC = 0.93)
Decision Tree (AUC = 0.91)
—— XGBoost (AUC = 0.93)
—— Naive Bayes (AUC = 0.58)

True Positive Rate

—— SVM (AUC = 0.84)
= KNN (AUC = 0.90)
DNN (AUC = 0.86)

—— DistilBERT (AUC = 0.95)

0.0 0.2 0.4 0.6 0.8 10
False Positive Rate

Figure 3. ROC for 90-10 Model

Receiver Operating Characteristic

1.04

o
@

o
@

-

—— Random Forest (AUC = 0.93)
Decision Tree (AUC = 0.89)

—— XGBoost (AUC = 0.93)

—— Naive Bayes (AUC = 0.59)

—— SVM (AUC = 0.83)

—— KNN (AUC = 0.91)
DNN (AUC = 0.82)

= Transformer + NLP (AUC = 0.95)

True Positive Rate

o
FS

T T T T
0.0 0.2 0.4 0.6 0.8 10
False Positive Rate

Figure 4. ROC for 80-20 Model
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Receiver Operating Characteristic N Ac Rc F1 Auc
7 o 1e-05 0.856 0.944 0.843 0.948
/" 2e-05 0.852 0.944 0.840 0.950
/" 3e-05 0.851 0.906 0.841 0.946
g ,/’ 5e-05 0.849 0.952 0.838 0.946
7 2 e Forest AUC = 053 Based on Table 13, although the AUC
Y g Decision Tree (AUC = 0.90)

= XGBoost (AUC = 0.93)
= Naive Bayes (AUC = 0.59)
=— SVM (AUC = 0.83)
—— KNN {(AUC = 0.89)
DNN (AUC = 0.83)
—— Transformer + NLP (AUC = 0.95)

T T T
0.4 0.6 0.8 1.0
False Positive Rate

Figure 5. ROC for the 70-30 Model

Statical Validation

To test the reliability of the built model,
we conducted evaluations using the Friedman
test and t-test to compare its performance with
other models[23]. We designated the proposed
model as the control method in this experiment,
and the significance level « for the statistical tests
was set at 0.05. Generally, a smaller p-value
indicates a significant difference between
comparison methods. The results of the
Friedman test and t-test are shown in Table 12.

Table 12. Friedman Test and T-test Results
DN DT XB NB SV K R
N M N F

N
Fried 0.0 00 00 21 00 0.0
man 009 05 19 59 001 06

T- 87 53 37 40. 13. 52
Test 05 5 65 785 19 44

©CoNROO

Parameter Sensivitas

In this section, we examine the impact of
the hyperparameter, denoted by A, on the
proposed detection model. This analysis aims to
understand how variations in A influence the
model's performance and effectiveness. The
study involves adjusting the A values and
observing changes in key performance metrics,
such as accuracy, recall, F1 score, and ROC-
AUC. The results of this hyperparameter tuning
are presented in Table 13, illustrating the
relationship between different A values and the
corresponding performance metrics. This
detailed evaluation helps in identifying the
optimal A setting for achieving the best detection
results.

Table 13. Impact of Hyperparameter A on Model
Performance

value remains the same (0.95) for several
learning rate values, other metrics such as
Accuracy, Recall, and F1 Score vary. The model
with a learning rate of 2e-05 shows the highest
AUC of 0.9505, indicating slightly better
performance compared to other learning rates.
Models with learning rates of 1e-05 and 3e-05
exhibit nearly the same AUC values (around
0.9490) but with variations in Accuracy and
Recall. The ROC curve, illustrating sensitivity, is
shown in Figure 6.

Receiver Operating Characteristic for Different Learning Rates

True Positive Rate
\

- — LR = 0.00001 {AUC = 0.95)
- LR = 000002 {AUC = 0.95)
> —— LR = 0.00003 {AUC = 0.95)
- — LR = 0.00005 {AUC = 0.95)

0.0 0.2 0.4 06 0.8 ]
False Pasitive Rate

Figure 6. ROC Curve for Sensitivity Analysis of
Parameters

Discussion

This study demonstrates that integrating
the Transformer model with NLP techniques
significantly enhances the performance of NIDS
for web applications. The use of the Transformer
model, with its self-attention mechanism, allows
for the capturing of complex dependencies in
sequential data, such as HTTP requests, which
is crucial for detecting intricate attack patterns
within dynamic and diverse web traffic. Initially,
the CSIC 2010 dataset used in this study was
processed through various pre-processing steps,
including tokenization, stemming, lemmatization,
and normalization, to ensure data consistency.
Text representation was carried out using
techniques like Word2Vec, BERT, and TF-IDF,
enabling the Transformer model to effectively
capture contextual relationships in network log
data.

The model's performance evaluation
showed superior results compared to traditional
algorithms like Deep Neural Network (DNN),
Random Forest (RF), Decision Tree (DT),
Support Vector Machine (SVM), k-nearest
Neighbor (KNN), XGBoost, and Naive Bayes
(NB). The Transformer-NLP model demonstrated
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higher accuracy, recall, F1 score, and AUC
across multiple training/testing data splits (80/20,
70/30, and 90/10), with the best AUC value of
0.9505 at a learning rate of 2e-05, underscoring
its effectiveness in adapting to different training
scenarios. The ROC curve further illustrated the
model's superior capability in distinguishing
between normal and anomalous traffic, proving
more reliable than other models tested.

Statistical  validation  through the
Friedman test and t-test confirmed the reliability
and practical significance of the proposed model.
Hyperparameter sensitivity analysis showed that
variations in the A value impacted the model's
performance, with a learning rate of 2e-05
yielding the optimal results. These findings
suggest that the proposed Transformer-NLP
model is not only effective in improving detection
accuracy but also offers a robust framework for
reducing false positives, enhancing the overall
security posture of web applications in response
to increasingly sophisticated cyber threats.

However, it is important to note several
limitations associated with this study. Firstly, the
CSIC 2010 dataset, while useful for evaluating
web application security, may not fully
encompass the breadth of modern web
application attack techniques, which could limit
the model's applicability to newer or more varied
types of threats. Secondly, the computational
intensity required for both Transformer models
and NLP preprocessing could be a barrier to
practical deployment, particularly in
environments with limited processing resources.
Additionally, while this study focused on
optimizing performance metrics like accuracy
and AUC, it did not thoroughly investigate
potential overfitting, which can be a risk with
complex models trained on limited datasets.
Future research should explore the use of larger
and more diverse datasets and further refine the
model to balance computational efficiency with
detection capability

CONCLUSION

This study successfully demonstrates
that integrating the Transformer model with NLP
techniques can significantly enhance the
performance of NIDS for web applications. The
proposed model effectively captures contextual
relationships in network log data, allowing for
more accurate and adaptive detection of web
application attacks. The evaluation results
indicate that the Transformer-NLP model
achieves superior performance in terms of
accuracy, recall, F1 score, and AUC when
compared to traditional algorithms such as DNN,
RF, DT, SVM, KNN, XGBoost, and NB.
Furthermore, the model's ability to handle the

highly dynamic and diverse nature of web
application  traffic marks a  significant
improvement over conventional methods,
addressing a critical gap in current network
intrusion detection systems. Statistical validation
through the Friedman test and t-test confirms the
robustness and practical significance of this
model. With these promising results, the
Transformer-NLP model presents a more
adaptive and intelligent solution in the face of
increasingly complex and sophisticated cyber
threats.

Despite the significant findings, several
limitations must be considered. First, the use of
the relatively limited CSIC 2010 dataset may not
fully capture the broader and more recent
variations in web application attacks, potentially
affecting the model's generalizability to newer
threats. Second, while the Transformer-NLP
model shows superior performance, its
computational complexity and high resource
requirements could pose challenges for practical
deployment in production environments. Third,
the study does not delve deeply into the impact
of overfitting, which could be a concern given the
model's complexity and the limited dataset size.
Future research should investigate overfitting
mitigation strategies, such as employing
regularization techniques or cross-validation
methods, to ensure the model's robustness in
diverse operational settings. Lastly, this research
primarily focuses on web application attacks,
meaning that extending its application to other
types of network attacks requires further
investigation. Future work should also explore
optimizing the model's architecture to balance
detection accuracy with computational efficiency,
making it more feasible for deployment in
resource-constrained environments. Therefore,
while the model shows great potential, its
practical application necessitates further
consideration regarding scalability, performance,
and generalization.
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Abstract

The increasing complexity and frequency of web application attacks demand more advanced detection
methods than traditional network intrusion detection systems (NIDS), which rely heavily on predefined
signatures and rules, limiting their effectiveness against novel threats. This study proposes a novel
approach by integrating Transformer models with Natural Language Processing (NLP) techniques to
develop an adaptive and intelligent intrusion detection framework. Leveraging the Transformer's capacity
to capture long-term dependencies and NLP's ability to process contextual information, the model
effectively addresses the dynamic and diverse nature of web application traffic. Using the CSIC 2010
dataset, this study applied comprehensive preprocessing, including tokenization, stemming, lemmatization,
and normalization, followed by text representation techniques such as Word2Vec, BERT, and TF-IDF. The
Transformer-NLP architecture significantly improved detection performance, achieving 85% accuracy, 95%
precision, 83% recall, 84% F1 score, and an AUC of 0.95. Friedman and t-test validations confirmed the
robustness and practical significance of the model. Despite these promising results, challenges related to
computational complexity, dataset scope, and generalizability to broader network attacks remain. Future
research should focus on expanding the dataset, optimizing the model, and exploring broader cybersecurity
applications. This study demonstrates a significant advancement in detecting complex web application
attacks, reducing false positives, and improving overall security, offering a viable solution to growing
cybersecurity challenges.

Keywords: NLP, Intrusion Detection, Transformer, Web Application Attack, Machine Learning
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INTRODUCTION specifically tailored to web applications.

The security of web applications has
become a paramount concern in the current
digital era, especially with the rise of attacks
targeting vulnerabilities in web applications[1].
As technology advances and the number of
internet users increases, web applications are
increasingly susceptible to various types of
attacks, such as SQL injection, Cross-Site
Scripting (XSS), and Denial of Service (DoS)
attacks. These attacks threaten the integrity,
confidentiality, and availability of data and web
services, and their frequency and complexity
continue to escalate[2].

Web applications are often the first point
of entry for attackers, exploiting vulnerabilities
like SQL injection and Cross-Site Scripting
(XSS) to gain unauthorized access or inject
malicious scripts. These vulnerabilities highlight
the need for robust detection mechanisms

Therefore, this study focuses on detecting
attacks targeting web applications, recognizing
this as a critical aspect of maintaining overall
network security[3]. Research on network
intrusion detection systems (NIDS) has explored
various methodologies to counteract these
threats[4]. For instance, Research [5] provides a
comprehensive overview of existing detection
systems specifically designed to monitor web
traffic, comparing the capabilities of systems like
AppSensor, PHPIDS, ModSecurity, Shadow
Daemon, and AQTRONIX WebKnight. Other
studies have focused on input validation
techniques to prevent intrusions, such as the
approach detailed in Research [6], which
emphasizes input validation against web
application attacks. Additionally, Research [7]
has developed an intrusion detection model to
mitigate cyber-attacks, data breaches, and
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identity theft, aiding in effective risk
management.

Traditional approaches to network
intrusion detection rely heavily on predefined
signatures and rules, which limits their
effectiveness in detecting new or unknown
variants of attacks[8]. This rigidity necessitates
more adaptive solutions. A popular approach to
overcoming these limitations involves the use of
machine learning (ML) and artificial intelligence
(Al) to create more intelligent and flexible
intrusion detection systems [9]. Machine
learning models, such as Random Forest and
Support  Vector Machines, have been
successfully employed to detect anomalies in
network traffic[10]. Some studies have advanced
this further by combining ensemble learning with
NLP-based methods, as indicated in Research
[11], to enhance the detection models'
effectiveness. However, even these
sophisticated methods face challenges in
handling the highly dynamic and diverse data
generated by web applications. The complexity
of web application traffic stems from frequent
updates, varying user inputs, and increasingly
sophisticated attack vectors, making it difficult
for traditional models to adapt in real time[12].
For example, studies have shown that
vulnerabilities such as SQL injection and Cross-
Site Scripting (XSS) are among the most
common attack types, with SQL injection
accounting for approximately 65% of web
application attacks in 2022, according to
OWASP reports[13]. The evolving nature of
these vulnerabilities, along with their high
frequency, underscores the critical need for
more adaptive detection systems capable of
handling the sheer volume and variety of data
produced by modern web applications.

For instance, research [14] utilizing
traditional ML models demonstrated moderate
success in detecting known intrusions, but
performance degraded significantly when
applied to unknown or =zero-day attacks.
Moreover, approaches based on signature
detection or anomaly detection often suffer from
high false positive rates, making them
impractical for real-world applications. To
address these challenges, this study proposes a
novel approach that integrates advanced
Transformer models with NLP techniques to
better capture the complex patterns and
contextual information inherent in web
application data[15]. While NLP techniques have
been widely adopted, the deep integration of
NLP with Transformer architectures for web
application intrusion detection is a relatively
unexplored area, offering a more nuanced
detection of web attacks. This combination

allows for the detection of complex[16], evolving
web threats that are often missed by traditional
machine-learning models.

Recent advancements in deep learning,
particularly the development of the Transformer
model by Vaswani et al., offer a promising
solution[17]. The Transformer's ability to capture
long-range dependencies in sequential data and
process this information efficiently through an
attention-based architecture provides a robust
framework for addressing the complexities of
web application data. The application of
Transformer models in network intrusion
detection presents new opportunities for
developing more adaptive and sophisticated
systems capable of identifying a wide range of
web attacks[18]. Research has shown that
Transformers are particularly effective in
analyzing patterns and anomalies within network
data, leading to improved detection rates of
complex attacks that are often missed by
conventional methods[19].

Unlike previous models that focus on
static or homogeneous data sets, the proposed
research utilizes both Transformer models and
NLP techniques to handle the diverse and ever-
evolving nature of web application data. This
approach differs significantly from existing
studies, which often rely on traditional machine
learning models or shallow integration of NLP
techniques. Our research leverages the
Transformer's ability to handle intricate patterns
within the data, providing a significant
advancement over existing methods. By
combining the strengths of NLP in text
representation and the deep learning capabilities
of Transformers, this study introduces a unique
framework that significantly enhances detection
performance, particularly for sophisticated web
attacks. While earlier studies [11][20][21]
employed NLP for enhancing feature extraction
in intrusion detection, this research integrates
these methods more deeply within a
Transformer-based architecture, representing a
novel approach to the field.

The novelty of this study lies in its dual
integration of NLP techniques and Transformer
models for web application intrusion detection,
which has not been fully explored in prior
research. This combination not only provides a
more nuanced approach to understanding the
data but also significantly enhances the model's
ability to detect sophisticated web attacks. This
research contributes to the field by presenting a
novel framework that leverages advanced NLP
and deep learning techniques to build more
resilient intrusion detection systems, potentially
reducing false positives and improving overall
security[22]. The findings from this study are
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expected to offer valuable insights and practical
implications for future research in cybersecurity,
particularly in applying NLP and deep learning to
enhance network security.

METHOD

This study aims to develop and analyze
a network intrusion detection model based on
Transformer methods and Natural Language
Processing (NLP) techniques to enhance the
security of web applications.

Dataset

The CSIC 2010 dataset, developed by
the Spanish Research National Council, contains
61,065 records with 17 attributes, including both
normal and malicious web traffic such as SQL
injection, Cross-Site Scripting (XSS), and Path
Traversal attacks. This dataset’s diversity is
crucial for training models to recognize both
attack patterns and normal behaviors in web
traffic, ensuring a robust evaluation of the
model's  ability to handle real-world
scenarios[17]. The dataset's size is sufficient for
training deep learning models like Transformers,
which require large and diverse datasets to
capture complex relationships and generalize
well without overfitting. NLP techniques are
essential for analyzing the textual nature of web-
based attacks. Many attacks, such as SQL
injection and XSS, exploit text-based inputs
within HTTP requests, making them difficult to
detect using traditional methods. NLP allows for
deeper analysis of textual data, such as URL
parameters and HTTP headers, enabling the
model to identify subtle anomalies. The
Transformer architecture excels at capturing
long-range dependencies, making it adaptable to
both known and evolving attack patterns, which
is vital for detecting emerging threats in web
applications.
Algorithm Selection: Transformer
Architecture

In this study, we selected the
Transformer architecture due to its ability to
effectively process sequential data and capture
long-range dependencies[23], which are critical
for analyzing web application traffic. Traditional
machine learning models, such as Random
Forest and Support Vector Machines (SVM),
often struggle with the dynamic and unstructured
nature of web-based attacks, particularly when
analyzing text-based HTTP requests that can be
manipulated through attacks like SQL injection or
Cross-Site Scripting (XSS)[24]. These
conventional algorithms rely heavily on
predefined features, making them less effective
in detecting new and evolving attack patterns.

The Transformer model overcomes
these limitations by leveraging a self-attention
mechanism, allowing it to focus on the most
relevant parts of an input sequence, such as
HTTP headers, URL parameters, and textual
fields[25]. This attention mechanism enables the
model to capture long-range dependencies and
intricate relationships in the data, making it
particularly effective for identifying complex
patterns that traditional methods might miss[26].

Moreover, Transformers offer significant
computational advantages over recurrent models
like LSTMs and GRUs, especially in large-scale
datasets[27]. Their ability to process data in
parallel allows for more efficient training on large-
scale datasets, such as the CSIC 2010 dataset,
without sacrificing accuracy. This makes
Transformers not only faster but also more
scalable for real-world applications that involve
large and diverse data.

In addition, the integration of NLP techniques
with the Transformer model enhances its ability
to extract meaningful features from web ftraffic
data[28]. Techniques such as Word2Vec, BERT,
and TF-IDF enable the model to better
understand textual data and context[29],
facilitating more accurate detection of web
application attacks that exploit text-based inputs.

Network Intrusion Detection

Network Intrusion Detection Systems
(NIDS) are crucial for identifying and mitigating
security threats to web applications. Traditional
NIDS relies on signature-based and anomaly-
based methods. Signature-based systems are
adequate for known threats but struggle to detect
new attacks, while anomaly-based systems can
identify unknown attacks but often have high
false favorable rates[30]. Advances in machine
learning (ML) and deep learning (DL) have
enhanced NIDS capabilities, with convolutional
neural networks (CNN) and recurrent neural
networks (RNN) demonstrating improved
accuracy[31]. However, these models often fail to
capture network logs' temporal and contextual
dependencies, which is essential for detecting
sophisticated web application attacks.
Transformer models and Natural Language
Processing (NLP) techniques have been
introduced to address this. Transformers excel in
capturing  long-term  dependencies  and
contextual relationships in sequential data[18],
while NLP enables effective preprocessing and
representation of network logs[11]. This study
develops a more robust NIDS for detecting web
application attacks by combining Transformer
models and NLP, aiming to reduce false positives
and improve detection accuracy.
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Transformer

The Transformer is an architectural
model that has revolutionized the landscape of
natural language processing (NLP) and various
other applications. As introduced in "Attention
is All You Need," the Transformer relies on the
self-attention mechanism to capture
relationships between elements in sequential
data[17]. The self-attention mechanism allows
the model to efficiently consider the entire input
context without processing the data
sequentially, unlike traditional approaches such
as RNNs and LSTM[32]. The core formula in
self-attention is shown in equation (1):

T
Attention(Q, K, V) = softmax (% W (1

The Transformer model consists of
multiple encoders and decoders, with each
encoder layer comprising a self-attention
mechanism and a feed-forward neural
network[33]. The encoder generates contextual
representations of the input, which are then used
by the decoder to produce the output. This
approach enables the Transformer to capture
long-term dependencies and complex
relationships within the data[34].

Transformers have demonstrated their
superiority in various NLP tasks, including
machine translation, text classification, and
language modeling, outperforming previous
approaches[17]. Their application in network
intrusion detection leverages Transformers and
NLP techniques to preprocess network logs and
detect attack patterns with high efficiency and
improved accuracy. This study will implement the
Transformer model to enhance the detection
capabilities of web application attacks, utilizing
the power of self-attention to capture complex
relationships in network data.

Natural Language Processing

Natural Language Processing (NLP) is a
branch of artificial intelligence that enables
computers to understand and generate human-
like text. NLP encompasses sentiment analysis,
machine translation, and network log analysis
applications. Fundamental NLP techniques
include tokenization (breaking text into smaller
units), stemming, and lemmatization.

Recent advancements in NLP, such as
BERT, use Transformer architecture to capture
the bidirectional context in text, significantly
improving the performance of NLP tasks. These
models have been successfully applied in various
domains, including cybersecurity, to process and
analyze network logs for anomaly detection. This
research leverages NLP techniques to process
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network logs, converting them into vector
representations, and employs Transformer
models to detect web application attacks with
greater accuracy. Recent advancements in NLP,
such as BERT, utilize transformer architecture to
capture bidirectional context in text, thereby
enhancing the performance of NLP tasks. These
models have been successfully applied across
various domains, including cybersecurity, to
process and analyze network logs for anomaly
detection. This study leverages NLP techniques
to process network logs, converting them into
vector representations, and employs transformer
models to more accurately detect web application
attacks.

integration of Transformer models with NLP

This study proposes the integration of
Transformer models with NLP techniques to
detect attacks on web applications through a
Network NIDS. The proposed model in this
research is illustrated in Figure 1.

Dataset CSIC

w
NLP Process

Case Folding
Tokenizing

Steaming

Mormalizatio

Attention

e Add & Noerm
* Feed Forward

Prediction and
modeling

Figure 1. Arsitektur Instrusion Detection

Based on Figure 1, the steps for
intrusion detection are further detailed in
Algorithm 1. The initial stage involves initializing
parameters for the Transformer and the
DistiIBERT tokenizer. The NLP preprocessing
phase includes case folding, tokenization,
stemming, and normalization to ensure that the
text data is consistent and formatted
adequately for analysis. The DistiiBERT
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tokenizer then converts the preprocessed text
into appropriate tokens. The following
equations are used in the process: Equation (5)
for converting logs, including URLs, into
lowercase (case folding). Equation (6) for
tokenization. Equation (7) for stemming.
Equation (8) for normalization

lower (T) = map(Ax:x - lowercase(z) (5)

Tokend = Tokenize(T, delimiter) (6)
Stem = StemmingAlgoritm(T) (7)
text — normalized text (8)

Next, the tokenized data is converted
into tensors, enabling processing by the
Transformer model. The training phase of the
Transformer model involves several critical
steps, including Multi-Head Attention to capture
various aspects of relationships between
words, Add & Norm for normalization and
residual addition, and Feed Forward layers for
further data transformation. After training, the
model's performance is evaluated using metrics
such as accuracy, recall, F1 score, and AUC to
assess its effectiveness in detecting intrusions.

output,esiguar = input + Sublayer(input)(9)
outputy,grm = w.y +p (10)
FFN,(x) = ReLU(W;x + b, (11)

Algorithm 1: Transformer NLP Integration
Input: Input: Dataset D={(xi,yi)}
Output: Final model intrusion detection

1. Initialization:

e Parameters for the Transformer
and DistiIBERT tokenizer are
initialized.

2. NLP Preprocessing:
Case Folding
Tokenization
Steaming
Normalization
3. Tokenization
e The DistiiBERT Tokenizer is used
to convert text into appropriate
tokens:
4. Conversion to Tensors
e The tokenized data is converted
into tensors that the Transformer
model can process
5. Train Transformer
e The Transformer model is
trained with the processed data

a. Multi-Head Attention: use
equation (1)
b. Add & Norm: Normalization
and residual addition. Use
equations (9) and (10)
c. Feed Forward. Use
equation (11)
6. Model Evaluation
e The model has evaluated the
use of equations (12), (13, (14),
(15), (16).
7. Final Model
e The final model is returned for
intrusion detection

Evaluation

The next step in this research is to evaluate
the performance of the developed intrusion
detection model. The objective of this
performance testing is to determine the extent
to which the model is suitable for practical use.
Several evaluation parameters are utilized,
including Accuracy (Ac), Recall (Re), Precision
(Pr), F1 Score (F1), and Area Under the Curve
(AUC)[21][35]. These parameters provide a
comprehensive assessment of the model's
effectiveness and reliability in classification.
The formulas for each parameter are given in
equations (12), (13), (14), (15), and (16)[18].
Table 1 illustrates the prediction of target
labels. The next step involves reporting the
model's performance using the Receiver
Operating Characteristic (ROC) curve to
assess the intrusion detection model.

TP+TN

Accuracy = TP+FP+TN+PN (1 2)
Precision = e (13)
TP+TF
Recall = —= (14)
TP+TN
F1 Score = 2x Pre'ci'sionxrecall (1 5)
precision+recall
AUC = [ TPR(FPR)d (FPR) (16)
Table1. Confusion Matrix
True Normal True
Anomalous
Predict TP FP
Normal
Predict TN TN
Anomalous

Statistical Validation
In this study, statistical validation is
performed using the Friedman Test and the
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Paired T-test. The Friedman Test, a non-
parametric test, is used to compare the
performance of multiple classification models
on the same dataset[36]. This test examines the
null hypothesis that there is no significant
difference in the performance of these models.
If the Friedman Test results indicate a
significant difference, further analysis is
conducted using the Paired T-test to identify
which pairs of models have significantly
different performances[37]. The combination of
these two tests provides comprehensive
validation, ensuring that the developed model is
not only statistically superior but also has
practical significance in its application[34].

RESULT AND DISCUSSION

The application of the proposed
Transformer-NLP method demonstrates that the
Transformer  model  effectively  captures
contextual relationships in network logs to detect
web application attacks through intrusion
detection.

Data Processing
At this stage, data cleaning was
performed, where three records with missing
data were removed, reducing the dataset from
61,065 to 61,062 records. The following process
involved reducing the number of variables from
17 to 2, which were relevant to the context of the
research. Table 1 shows the dataset after data
preprocessing. Table 2 defines the target or label
for classification, where 0 represents normal, and
1 represents anomalous.
Table 2. Pre-processing Result Dataset
URL Label
1 <s> http A0
localhost :
8080 / tienda 1 /
publico
/ vaciar . jsp ? b 2
=vac
iar + carr ito http /
1.1</s>
2 http://localhost:80 0O
80/
?0penServer
HTTP/1.1
610 http://localhost:80 1
62  80/tienda1/miemb
ros.Inc HTTP/1.1

Text Representation Formation

In this stage, processing is conducted
using NLP techniques, including tokenizing,
case folding, stemming, and stop word
normalization. First, tokenizing: The results of
tokenization demonstrate how URLs are broken
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down into smaller parts that the transformer
model can process. This process involves
adding unique tokens, handling special
characters and symbols, and sub-word
tokenization to address words not present in the
model's overall vocabulary. Table 3 provides a
clear overview of how raw data is transformed
into a format suitable for NLP modelling.
Table 3. Tokenization Results
Input Process Output Process
http://localhost:8080/ <s> http Al
tienda1 localhost : 8080 /
/publico/vaciar.jsp? tienda 1 / publico /
B2=Vaciar+carrito vaciar . jsp?B 2 =
HTTP/1.1 Vac iar + carr ito
HTTP/1.1</s>

Next, all characters in the URL are
converted to lowercase before tokenization
using case folding. Table 4 shows the results of
tokenization, demonstrating that all elements in
the URL have been converted to lowercase and
broken down into smaller tokens. This helps
ensure consistency in text processing and
makes the model more robust against
variations in capitalization.

Table 4. Case Folding Results

Input Process Output Process
<s> http :// localhost : <s> http Al
8080 / tienda 1 / publico localhost : 8080 /
/ vaciar . jsp ? B2 =Vac tienda 1/ publico /
iar + carritoHTTP /1.1 vaciar.jsp?b2=
</s> vac iar + carr ito

http /1.1 </s>

The steaming process does not
significantly alter the text in this case because
most tokens are part of URLs or symbols.
However, words like "vaciar" and "carr" will be
processed if there are suffixes that can be
removed. Table 5 presents the final results,
showing that tokenization and stemming have
been applied, although minimal changes
occurred due to the specific characteristics of
the input text (URLs and symbols).

Table 5. Stemming Results
Input Process Output Process
<s> http :// localhost : <s> http Al
8080 / tienda 1 / publico localhost : 8080 /
/ vaciar . jsp ? b 2 =vac tienda 1/ publico/
iar + carrito http /1 .1 vaciar.jsp?b2=
</s> vac iar + carr ito
http /1.1 </s>

The stop word removal stage is omitted
since most tokens are part of URLs. The
normalization process at this stage includes
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converting all text to lowercase, removing
punctuation, and eliminating numbers.
Lowercasing ensures consistency, allowing
'HTTP' and 'http' to be treated identically.
Punctuation marks, such as periods, slashes,
and question marks, are removed to streamline
the text. Table 6 presents the results of applying
these normalization steps to the sample input.

Table 6. Normalization Results
Input Process Output Process
<s> http :// localhost : <s> http Al
8080 / tienda 1 / publico localhost : 8080 /
/ vaciar . jsp ? b 2 =vac tienda 1/ publico/
iar + carrito http /1 .1 vaciar.jsp?b2=
</s> vac iar + carr ito
http /1.1 </s>

Model Implementation

In this study, the implementation of the
Transformer model with the integration of Natural
Language Processing (NLP) for network
intrusion detection is conducted through several
key stages. The first stage is data processing,
which includes normalization, batch processing,
and splitting the data into training and testing sets
with ratios of 70/30, 80/20, and 90/10. In the NLP
processing, steps such as case folding, text
normalization, tokenization, and stemming are
performed to ensure the text is in a consistent
format. Tokenization uses the DistiBERT
Tokenizer to convert the text into tokens that the
Transformer model can process.

As shown in Figure 1, the architecture for
network intrusion detection with Transformer and
NLP integration is implemented according to
Algorithm 1. In the model training stage,
DistilBERT, initialized with default parameters, is
used to handle the Multi-Head Attention, Add &
Norm, and Feed Forward layers. The model is
trained using the Adam optimizer with a learning
rate of 2e-5 and the Cross-Entropy loss function.
Training is conducted over three epochs with a
batch size of 8. Model evaluation is performed by
measuring metrics such as accuracy, recall, F1
score, and ROC-AUC to ensure the model's
performance in detecting network intrusion
categories classified as "Normal" and
"Anomalous." Evaluation results indicate that the
integration of the Transformer model and NLP is
effective in detecting web application attacks and
significantly contributes to the improvement of
the network intrusion detection system's
accuracy. The parameters of the Transformer
model integrated with NLP are shown in Table 7.

Table 7. Parameter Model
Parameter Value
Input Shape Input_dim

NLP Pre- Case Folding,
preprocessing Normalization,
Tokenization,

Stemming
Tokenization DistiBERTTokenizer
Multi-Head Num_heads=8,
Attention dim_model=512
Add & Norm Layer Normalization
Feed Forward Dense (2048,

Activation="ReLU’
Linear Layer Dense (2586,

activation="softmax’
Dense(num_classes,
activation="softmax’
Optimizer AdamW
(learning_rate=2e-5)
Cross-Entropy Loss

Softmax Layer

Loss Function

Training Parameter Epoch=3, Batch
Size=8

Evaluation Matrix Accuracy, Recall, F1
Score, AUC

Evaluation

The implemented model is then
evaluated to test its performance. This model is
tested and compared with algorithms such as
Deep Neural Network (DNN), Random Forest
(RF), Decision Tree (DT), Support Vector
Machine (SVM), k-Nearest Neighbor (KNN),
XGBoost, and Naive Bayes (NB). The evaluation
uses equations (12), (14), (15), and (16). The
results are shown in Tables 8, 9, and 10.
Subsequently, the model's performance is tested
using the ROC curves, which are displayed in
Figures 2, 3, and 4.

Table 8. Evaluation Using 80-20 Training Split

“Algorithm A, R. _ Fy AUC
DNN 076 078 074 083
RF 083 098 082 092
DT 0.82 093 080 0.88
SVM 080 089 072 0.82
KNN 0.81 094 080 0.90
XGBoost ~ 0.83 096 082 0.93
NB 063 033 042 0.59

Trans+tNLP 0.85 0.95 0.83 0.94

Table 9. Evaluation Using 70-30 Training Split
Algorithm  A. Re F1 AUC

DNN 0.79 0.78 0.74 0.83
RF 0.83 0.98 0.82 0.88
DT 0.82 093 0.80 0.88
SVM 0.73 089 0.72 0.82
KNN 0.81 094 0.72 0.90
XGBoost 0.83 096 0.82 0.93
NB 0.64 033 042 0.59

Trans+NLP 0.85 0.95 0.83 0.94
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Table 10. Evaluation Using 90-10 Training Split

Algorithm  Ac Re F4 AUC
DNN 0.77 052 0.65 0.85
RF 0.83 0.99 0.83 0.93
DT 0.83 094 0.82 0.90
SVM 0.72 086 0.72 0.84
KNN 0.80 0.87 0.78 0.89
XGBoost 0.83 094 0.82 0.92
NB 063 0.30 0.40 0.85
Trans+NLP 085 0.95 0.84 0.94
Receiver Operating Characteristic
1.0 4 — »
g e i’nandom Forest (AUC = 0.93)
5 Decision Tree (AUC = 0.91)
= —— XGBoost (AUC = 0.93)
= Naive Bayes (AUC = 0.58)
—— SVM (AUC = 0.84)
—— KNN {AUC = 0.90)
DNN (AUC = 0.86)
o . ‘ —_— D\IStiIBERT (AuC .= 0.95)

True Positive Rate

True Positive Rate

1.0

0.8+

b
o
L

e
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L

0.2

0.8 1
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o
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0.2

False Positive Rate

Figure 2. ROC for 90-10 Model

Receiver Operating Characteristic

—— Random Forest (AUC = 0.93)
Decision Tree (AUC = 0.89)

—— XGBoost (AUC = 0.93)

= Naive Bayes (AUC = 0.59)

—— SVM (AUC = 0.83)

=—— KNN (AUC = 0.91)
DNN (AUC = 0.82)

—— Transformer + NLP (AUC = 0.95)

u T u T
0.0 0.2 0.4 0.6 0.8 10
False Positive Rate

Figure 3. ROC for 80-20 Model

Receiver Operating Characteristic

—— Random Forest (AUC = 0.93)
o Decision Tree (AUC = 0.90)
—— XGBoost (AUC = 0.93)
—— Naive Bayes (AUC = 0.59)
— SVM (AUC = 0.83)
= KNN (AUC = 0.89)

DNN (AUC = 0.83)
= Transformer + NLP (AUC = 0.95)

T T T T
0.2 0.4 0.6 0.8 1.0

False Positive Rate

Figure 4. ROC for the 70-30 Model

Statical Validation
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To test the reliability of the built model,
we conducted evaluations using the Friedman
test and t-test to compare its performance with
other models[36]. We designated the proposed
model as the control method in this experiment,
and the significance level « for the statistical tests
was set at 0.05. Generally, a smaller p-value
indicates a significant difference between
comparison methods. The results of the
Friedman test and t-test are shown in Table 11.

Table 11. Friedman Test and T-test Results

DN DT XB NB SV K R
N M N F
N

Fried 0.0 00 0.0 21 0.0 0.0
man 009 05 19 59 001 06

T- 87 53 37 40. 13. 5.2
Test 05 5 65 785 19 44

©wWoONR~OO

Parameter Sensivitas

In this section, we examine the impact of
the hyperparameter, denoted by A, on the
proposed detection model. This analysis aims to
understand how variations in A influence the
model's performance and effectiveness. The
study involves adjusting the A values and
observing changes in key performance metrics,
such as accuracy, recall, F1 score, and ROC-
AUC. The results of this hyperparameter tuning
are presented in Table 12, illustrating the
relationship between different A values and the
corresponding performance metrics. This
detailed evaluation helps in identifying the
optimal A setting for achieving the best detection
results.

Table 12. Impact of Hyperparameter A on Model

Performance
A Ac R. F4 Auc
1e-05 0.856 0.944 0.843 0.948
2e-05 0.852 0.944 0.840 0.950
3e-05 0.851 0.906 0.841 0.946
5e-05 0.849 0.952 0.838 0.946

Based on Table 12, although the AUC
value remains the same (0.95) for several
learning rate values, other metrics such as
Accuracy, Recall, and F1 Score vary. The model
with a learning rate of 2e-05 shows the highest
AUC of 0.9505, indicating slightly better
performance compared to other learning rates.
Models with learning rates of 1e-05 and 3e-05
exhibit nearly the same AUC values (around
0.9490) but with variations in Accuracy and
Recall. The ROC curve, illustrating sensitivity, is
shown in Figure 5.
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Receiver Operating Characteristic for Different Learning Rates
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Figure 5. ROC Curve for Sensitivity Analysis of
Parameters

Discussion

This study demonstrates that integrating
the Transformer model with NLP techniques
significantly enhances the performance of NIDS
for web applications. The use of the Transformer
model, with its self-attention mechanism, allows
for capturing complex dependencies in
sequential data, such as HTTP requests, which
is crucial for detecting intricate attack patterns
within dynamic and diverse web traffic. The CSIC
2010 dataset used in this study was processed
through several pre-processing steps, including
tokenization, stemming, lemmatization, and
normalization, to ensure data consistency. Text
representation techniques such as Word2Vec,
BERT, and TF-IDF were employed to enable the
Transformer model to effectively capture
contextual relationships in network log data.

The model's performance evaluation
demonstrated superior results compared to
traditional algorithms like Deep Neural Network
(DNN), Random Forest (RF), Decision Tree (DT),
Support Vector Machine (SVM), k-nearest
Neighbor (KNN), XGBoost, and Naive Bayes
(NB). The Transformer-NLP model achieved
higher accuracy, recall, F1 score, and AUC
across multiple training/testing data splits (80/20,
70/30, and 90/10), with the best AUC value of
0.9505 at a learning rate of 2e-05, demonstrating
its ability to adapt to different training scenarios.
The ROC curve further illustrated the model's
superior capability in distinguishing between
normal and anomalous fraffic, proving more
reliable than the other models tested.

Statistical validation using the Friedman
test and t-test confirmed the reliability and
practical significance of the proposed model.
Hyperparameter sensitivity analysis indicated
that variations in the A value impacted the
model's performance, with a learning rate of 2e-
05 providing the optimal results. These findings
suggest that the proposed Transformer-NLP
model is not only effective in improving detection
accuracy but also offers a robust framework for

reducing false positives, enhancing the overall
security posture of web applications in response
to increasingly sophisticated cyber threats.

Moreover, the model’s ability to detect
complex attack patterns in network traffic,
particularly text-based inputs such as SQL
injection and XSS attacks, significantly
contributes to enhanced protection of web
applications. By identifying and mitigating these
sophisticated attack vectors, the model
strengthens the security of web applications,
preventing unauthorized access and malicious
data manipulation. The reduction in false positive
rates also ensures the system’s efficiency and
reliability in real-world scenarios, minimizing
unnecessary alerts and enabling security teams
to focus on genuine threats. This improvement in
detection accuracy directly bolsters the resilience
of web applications against evolving attack
methods, helping to maintain data integrity,
confidentiality, and availability.

However, this study has certain
limitations. First, the CSIC 2010 dataset, while
useful for evaluating web application security,
may not fully capture the range of modern web
application attack techniques, potentially limiting
the model's applicability to newer or more varied
threats. Second, the computational demands of
both Transformer  models  and NLP
preprocessing may pose challenges for practical
deployment, particularly in environments with
constrained resources. Additionally, while this
study focused on optimizing performance metrics
such as accuracy and AUC, it did not extensively
address potential overfitting, which can be a
concern with complex models trained on
relatively limited datasets. Future research
should explore the use of larger, more diverse
datasets and further refine the model to balance
computational  efficiency  with  detection
capability.

CONCLUSION

This study successfully demonstrates
that integrating the Transformer model with NLP
techniques significantly enhances the
performance of NIDS for web applications. The
proposed model effectively captures contextual
relationships in network log data, allowing for
more accurate and adaptive detection of web-
based attacks. The evaluation results show that
the Transformer-NLP  model outperforms
traditional algorithms such as DNN, RF, DT,
SVM, KNN, XGBoost, and NB in terms of
accuracy, recall, F1 score, and AUC.
Additionally, the model's ability to handle the
highly dynamic and diverse nature of web traffic
represents a substantial improvement over
conventional methods, addressing a critical gap
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in current Network Intrusion Detection Systems. [4] P. Dini, A. Elhanashi, A. Begni, S.
Statistical validation through the Friedman test Saponara, Q. Zheng, and K. Gasmi,
and t-test confirms the robustness and practical “Overview on Intrusion Detection
significance of the model. With these promising Systems Design Exploiting Machine
results, the Transformer-NLP model offers a Learning for Networking Cybersecurity,”
more adaptive and intelligent solution to Appl. Sci., vol. 13, no. 13, 2023, doi:
increasingly complex and sophisticated cyber 10.3390/app13137507.
threats. [5] N. Agarwal and S. Z. Hussain, “A Closer
Despite these significant findings, there Look at Intrusion Detection System for
are several limitations to consider. First, the CSIC Web Applications,” Secur. Commun.
2010 dataset may not fully capture the breadth of Networks, vol. 2018, 2018, doi:
modern web application attacks, potentially 10.1155/2018/9601357.
limiting the model’'s generalizability to newer and [6] Y. J. Park and J. C. Park, “Web
more diverse threats. Second, the Transformer- Application Intrusion Detection System for
NLP model has high computational complexity input validation attack,” Proc. - 3rd Int.
and resource requirements, which could Conf. Converg. Hybrid Inf. Technol. ICCIT
challenge practical deployment in production 2008, vol. 2, pp. 498-504, 2008, doi:
environments. Third, the study does not 10.1109/1CCIT.2008.338.
thoroughly explore the impact of overfitting, [7] S. Sasipriya, L. R. Madhan Kumar, R.
which may be a concern given the model's Raghuram Krishnan, and K. Naveen
complexity and the relatively limited dataset. Kumar, “Intrusion Detection System in
Future research should investigate overfitting Web Applications (IDSWA),” Proc. - 5th
mitigation  strategies, such as employing Int. Conf. Intell. Comput. Control Syst.
regularization techniques or cross-validation ICICCS 2021, no. Iciccs, pp. 311-314,
methods, to ensure the model's robustness in 2021, doi:
more diverse operational settings. Lastly, this 10.1109/ICICCS51141.2021.9432086.
research focuses primarily on web application [8] M. Verkerken, L. D’hooge, T. Wauters, B.

attacks, and extending the model’s application to
other types of network attacks requires further
investigation. Future work should also explore
optimizing the model's architecture to balance
detection accuracy with computational efficiency,
making it more feasible for deployment in
resource-constrained environments
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Abstract

The increasing complexity and frequency of web application attacks demand more advanced detection
methods than traditional network intrusion detection systems (NIDS), which rely heavily on predefined
signatures and rules, limiting their effectiveness against novel threats. This study proposes a novel
approach by integrating Transformer models with Natural Language Processing (NLP) techniques to
develop an adaptive and intelligent intrusion detection framework. Leveraging the Transformer's capacity
to capture long-term dependencies and NLP's ability to process contextual information, the model
effectively addresses the dynamic and diverse nature of web application traffic. Using the CSIC 2010
dataset, this study applied comprehensive preprocessing, including tokenization, stemming, lemmatization,
and normalization, followed by text representation techniques such as Word2Vec, BERT, and TF-IDF. The
Transformer-NLP architecture significantly improved detection performance, achieving 85% accuracy, 95%
precision, 83% recall, 84% F1 score, and an AUC of 0.95. Friedman and t-test validations confirmed the
robustness and practical significance of the model. Despite these promising results, challenges related to
computational complexity, dataset scope, and generalizability to broader network attacks remain. Future
research should focus on expanding the dataset, optimizing the model, and exploring broader cybersecurity
applications. This study demonstrates a significant advancement in detecting complex web application
attacks, reducing false positives, and improving overall security, offering a viable solution to growing
cybersecurity challenges.
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INTRODUCTION

The security of web applications has
become a paramount concern in the current
digital era, especially with the rise of attacks
targeting vulnerabilities in web applications[1].As
technology evolves and internet usage grows,
web applications become more vulnerable to
attacks like SQL injection, Cross-Site Scripting
(XSS), and Denial of Service (DoS). These
attacks compromise data integrity,
confidentiality, and service availability, with
rising frequency and complexity over time [2].

Web applications are often the first point
of entry for attackers, exploiting vulnerabilities
like SQL injection and Cross-Site Scripting
(XSS) to gain unauthorized access or inject
malicious scripts. These vulnerabilities highlight
the need for robust detection mechanisms
specifically tailored to web applications.
Therefore, this study focuses on detecting

attacks targeting web applications, recognizing
this as a critical aspect of maintaining overall
network security[3]. Research on network
intrusion detection systems (NIDS) has explored
various methodologies to counteract these
threats[4]. For instance, Research [5] provides a
comprehensive overview of existing detection
systems specifically designed to monitor web
traffic, comparing the capabilities of systems like
AppSensor, PHPIDS, ModSecurity, Shadow
Daemon, and AQTRONIX WebKnight. Other
studies have focused on input validation
techniques to prevent intrusions, such as the
approach detailed in Research [6], which
emphasizes input validation against web
application attacks. Additionally, Research [7]
has developed an intrusion detection model to
mitigate cyber-attacks, data breaches, and
identity theft, aiding in effective risk
management.
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Traditional approaches to network
intrusion detection rely heavily on predefined
signatures and rules, which limits their
effectiveness in detecting new or unknown
variants of attacks[8]. This rigidity necessitates
more adaptive solutions. A popular approach to
overcoming these limitations involves the use of
machine learning (ML) and artificial intelligence
(Al) to create more intelligent and flexible
intrusion detection systems [9]. Machine
learning models, such as Random Forest and
Support  Vector Machines, have been
successfully employed to detect anomalies in
network traffic[10]. Some studies have advanced
this further by combining ensemble learning with
NLP-based methods, as indicated in Research
[11], to enhance the detection models'
effectiveness. However, even these
sophisticated methods face challenges in
handling the highly dynamic and diverse data
generated by web applications. The complexity
of web application traffic stems from frequent
updates, varying user inputs, and increasingly
sophisticated attack vectors, making it difficult
for traditional models to adapt in real time[12].
For example, studies have shown that
vulnerabilities such as SQL injection and Cross-
Site Scripting (XSS) are among the most
common attack types, with SQL injection
accounting for approximately 65% of web
application attacks in 2022, according to
OWASP reports[13]. The evolving nature of
these vulnerabilities, along with their high
frequency, underscores the critical need for
more adaptive detection systems capable of
handling the sheer volume and variety of data
produced by modern web applications.

For instance, research [14] utilizing
traditional ML models demonstrated moderate
success in detecting known intrusions, but
performance degraded significantly when
applied to unknown or =zero-day attacks.
Moreover, approaches based on signature
detection or anomaly detection often suffer from
high false positive rates, making them
impractical for real-world applications. To
address these challenges, this study proposes a
novel approach that integrates advanced
Transformer models with NLP techniques to
better capture the complex patterns and
contextual information inherent in web
application data[15]. While NLP techniques have
been widely adopted, the deep integration of
NLP with Transformer architectures for web
application intrusion detection is a relatively
unexplored area, offering a more nuanced
detection of web attacks. This combination
allows for the detection of complex[16], evolving

web threats that are often missed by traditional
machine-learning models.

Recent advancements in deep learning,
particularly the development of the Transformer
model by Vaswani et al., offer a promising
solution[17]. The Transformer's ability to capture
long-range dependencies in sequential data and
process this information efficiently through an
attention-based architecture provides a robust
framework for addressing the complexities of
web application data. The application of
Transformer models in network intrusion
detection presents new opportunities for
developing more adaptive and sophisticated
systems capable of identifying a wide range of
web attacks[18]. Research has shown that
Transformers are particularly effective in
analyzing patterns and anomalies within network
data, leading to improved detection rates of
complex attacks that are often missed by
conventional methods[19].

Unlike previous models that focus on
static or homogeneous data sets, the proposed
research utilizes both Transformer models and
NLP techniques to handle the diverse and ever-
evolving nature of web application data. This
approach differs significantly from existing
studies, which often rely on traditional machine
learning models or shallow integration of NLP
techniques. Our research leverages the
Transformer's ability to handle intricate patterns
within the data, providing a significant
advancement over existing methods. By
combining the strengths of NLP in text
representation and the deep learning capabilities
of Transformers, this study introduces a unique
framework that significantly enhances detection
performance, particularly for sophisticated web
attacks. While earlier studies [11][20][21]
employed NLP for enhancing feature extraction
in intrusion detection, this research integrates
these methods more deeply within a
Transformer-based architecture, representing a
novel approach to the field.

The novelty of this study lies in its dual
integration of NLP techniques and Transformer
models for web application intrusion detection,
which has not been fully explored in prior
research. This combination not only provides a
more nuanced approach to understanding the
data but also significantly enhances the model's
ability to detect sophisticated web attacks. This
research contributes to the field by presenting a
novel framework that leverages advanced NLP
and deep learning techniques to build more
resilient intrusion detection systems, potentially
reducing false positives and improving overall
security[22]. The findings from this study are
expected to offer valuable insights and practical
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implications for future research in cybersecurity,
particularly in applying NLP and deep learning to
enhance network security.

METHOD

This study aims to develop and analyze
a network intrusion detection model based on
Transformer methods and Natural Language
Processing (NLP) techniques to enhance the
security of web applications.

Dataset

The CSIC 2010 dataset, developed by
the Spanish Research National Council, contains
61,065 records with 17 attributes, including both
normal and malicious web traffic such as SQL
injection, Cross-Site Scripting (XSS), and Path
Traversal attacks. This dataset's diversity is
crucial for training models to recognize both
attack patterns and normal behaviors in web
traffic, ensuring a robust evaluation of the
model's  ability to  handle real-world
scenarios[17]. The dataset's size is sufficient for
training deep learning models like Transformers,
which require large and diverse datasets to
capture complex relationships and generalize
well without overfitting. NLP techniques are
essential for analyzing the textual nature of web-
based attacks. Many attacks, such as SQL
injection and XSS, exploit text-based inputs
within HTTP requests, making them difficult to
detect using traditional methods. NLP allows for
deeper analysis of textual data, such as URL
parameters and HTTP headers, enabling the
model to identify subtle anomalies. The
Transformer architecture excels at capturing
long-range dependencies, making it adaptable to
both known and evolving attack patterns, which
is vital for detecting emerging threats in web
applications.
Algorithm Selection: Transformer
Architecture

In this study, we selected the
Transformer architecture due to its ability to
effectively process sequential data and capture
long-range dependencies[23], which are critical
for analyzing web application traffic. Traditional
machine learning models, such as Random
Forest and Support Vector Machines (SVM),
often struggle with the dynamic and unstructured
nature of web-based attacks, particularly when
analyzing text-based HTTP requests that can be
manipulated through attacks like SQL injection or
Cross-Site Scripting (XSS)[24]. These
conventional algorithms rely heavily on
predefined features, making them less effective
in detecting new and evolving attack patterns.

The Transformer model addresses these
limitations through a self-attention mechanism
that highlights key parts of an input sequence,
like HTTP headers and URL parameters. This
feature enables it to capture extensive
dependencies and complex relationships within
data, enhancing its ability to identify intricate
patterns beyond the reach of traditional
models[25][26].

Moreover, Transformers offer significant
computational advantages over recurrent models
like LSTMs and GRUs, especially in large-scale
datasets[27]. Their ability to process data in
parallel allows for more efficient training on large-
scale datasets, such as the CSIC 2010 dataset,
without sacrificing accuracy. This makes
Transformers not only faster but also more
scalable for real-world applications that involve
large and diverse data.

In addition, the integration of NLP techniques
with the Transformer model enhances its ability
to extract meaningful features from web traffic
data[28]. Techniques such as Word2Vec, BERT,
and TF-IDF enable the model to better
understand textual data and context[29],
facilitating more accurate detection of web
application attacks that exploit text-based inputs.

Network Intrusion Detection

Network Intrusion Detection Systems
(NIDS) are crucial for identifying and mitigating
security threats to web applications. Traditional
NIDS relies on signature-based and anomaly-
based methods. Signature-based systems are
adequate for known threats but struggle to detect
new attacks, while anomaly-based systems can
identify unknown attacks but often have high
false favorable rates[30]. Advances in machine
learning (ML) and deep learning (DL) have
enhanced NIDS capabilities, with convolutional
neural networks (CNN) and recurrent neural
networks (RNN) demonstrating improved
accuracy[31]. However, these models often fail to
capture network logs' temporal and contextual
dependencies, which is essential for detecting
sophisticated web application attacks.
Transformer models and Natural Language
Processing (NLP) techniques have been
introduced to address this. Transformers excel in
capturing long-term dependencies  and
contextual relationships in sequential data[18],
while NLP enables effective preprocessing and
representation of network logs[11]. This study
develops a more robust NIDS for detecting web
application attacks by combining Transformer
models and NLP, aiming to reduce false positives
and improve detection accuracy.

Transformer
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The Transformer is an architectural
model that has revolutionized the landscape of
natural language processing (NLP) and various
other applications. As introduced in "Attention
is All You Need," the Transformer relies on the
self-attention mechanism to capture
relationships between elements in sequential
data[17]. The self-attention mechanism allows
the model to efficiently consider the entire input
context without processing the data
sequentially, unlike traditional approaches such
as RNNs and LSTM[32]. The core formula in
self-attention is shown in equation (1):

T
Attention(Q, K, V) = softmax (% W (1)

The Transformer model consists of
multiple encoders and decoders, with each
encoder layer comprising a self-attention
mechanism and a feed-forward neural
network[33]. The encoder generates contextual
representations of the input, which are then used
by the decoder to produce the output. This
approach enables the Transformer to capture
long-term dependencies and complex
relationships within the data[34].

Transformers have demonstrated their
superiority in various NLP tasks, including
machine franslation, text classification, and
language modeling, outperforming previous
approaches[17]. Their application in network
intrusion detection leverages Transformers and
NLP techniques to preprocess network logs and
detect attack patterns with high efficiency and
improved accuracy. This study will implement the
Transformer model to enhance the detection
capabilities of web application attacks, utilizing
the power of self-attention to capture complex
relationships in network data.

Natural Language Processing

Natural Language Processing (NLP) is a
branch of artificial intelligence that enables
computers to understand and generate human-
like text. NLP encompasses sentiment analysis,
machine translation, and network log analysis
applications. Fundamental NLP techniques
include tokenization (breaking text into smaller
units), stemming, and lemmatization.

Recent advancements in NLP, such as
BERT, use Transformer architecture to capture
the bidirectional context in text, significantly
improving the performance of NLP tasks. These
models have been successfully applied in various
domains, including cybersecurity, to process and
analyze network logs for anomaly detection. This
research leverages NLP techniques to process
network logs, converting them into vector
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representations, and employs Transformer
models to detect web application attacks with
greater accuracy. Recent advancements in NLP,
such as BERT, utilize transformer architecture to
capture bidirectional context in text, thereby
enhancing the performance of NLP tasks. These
models have been successfully applied across
various domains, including cybersecurity, to
process and analyze network logs for anomaly
detection. This study leverages NLP techniques
to process network logs, converting them into
vector representations, and employs transformer
models to more accurately detect web application
attacks.

integration of Transformer models with NLP

This study proposes the integration of
Transformer models with NLP techniques to
detect attacks on web applications through a
Network NIDS. The proposed model in this
research is illustrated in Figure 1.

Dataset CSIC

w
NLP Process

Case Folding
Tokenizing

Steaming

Mormalizatio

Attention

e Add & Noerm
* Feed Forward

Prediction and
modeling

Figure 1. Intrusion Detection Architecture

Based on Figure 1, the steps for
intrusion detection are further detailed in
Algorithm 1. The initial stage involves initializing
parameters for the Transformer and the
DistilBERT tokenizer. The NLP preprocessing
phase includes case folding, tokenization,
stemming, and normalization to ensure that the
text data is consistent and formatted
adequately for analysis. The DistiiBERT
tokenizer then converts the preprocessed text
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into appropriate tokens. The following
equations are used in the process: Equation (5)
for converting logs, including URLs, into
lowercase (case folding). Equation (6) for
tokenization. Equation (7) for stemming.
Equation (8) for normalization

lower (T) = map(Ax:x - lowercase(z) (5)

Tokend = Tokenize(T, delimiter) (6)
Stem = StemmingAlgoritm(T) (7)
text — normalized text (8)

Next, the tokenized data is converted
into tensors, enabling processing by the
Transformer model. The training phase of the
Transformer model involves several critical
steps, including Multi-Head Attention to capture
various aspects of relationships between
words, Add & Norm for normalization and
residual addition, and Feed Forward layers for
further data transformation. After training, the
model's performance is evaluated using metrics
such as accuracy, recall, F1 score, and AUC to
assess its effectiveness in detecting intrusions.

oUtPUL esiguar = input + Sublayer(input)(9)
OULPUL gy = ZHEIL y 4 g (10)

Algorithm 1: Transformer NLP Integration
Input: Input: Dataset D={(xi,yi)}
Output: Final model intrusion detection

1. Initialization:

e Parameters for the Transformer
and DistiIBERT tokenizer are
initialized.

2. NLP Preprocessing:
Case Folding
Tokenization
Steaming
Normalization
3. Tokenization
e The DistilBERT Tokenizer is used
to convert text into appropriate
tokens:
4. Conversion to Tensors
e The tokenized data is converted
into tensors that the Transformer
model can process
5. Train Transformer
e The Transformer model is
trained with the processed data
a. Multi-Head Attention: use
equation (1)

b. Add & Norm: Normalization
and residual addition. Use
equations (9) and (10)
c. Feed Forward. Use
equation (11)
6. Model Evaluation
e The model has evaluated the
use of equations (12), (13, (14),
(15), (16).
7. Final Model
e The final model is returned for
intrusion detection

Evaluation

The next step in this research is to evaluate
the performance of the developed intrusion
detection model. The objective of this
performance testing is to determine the extent
to which the model is suitable for practical use.
Several evaluation parameters are utilized,
including Accuracy (Ac), Recall (Re), Precision
(Pr), F1 Score (F1), and Area Under the Curve
(AUC)[21][35]. These parameters provide a
comprehensive assessment of the model's
effectiveness and reliability in classification.
The formulas for each parameter are given in
equations (12), (13), (14), (15), and (16)[18].
Table 1 illustrates the prediction of target
labels. The next step involves reporting the
model's performance using the Receiver
Operating Characteristic (ROC) curve to
assess the intrusion detection model.

TP+TN

Accuracy = TP+FP+TN+PN (1 2)
Precision = — (13)
TP+TF
Recall = —= (14)
TP+TN
F1 Score = 2x Pre.ci.sionxrecall (1 5)
precision+recall
AUC = [ TPR(FPR)d (FPR) (16)
Table1. Confusion Matrix
True Normal True
Anomalous
Predict TP FP
Normal
Predict TN TN
Anomalous

Statistical Validation

In this study, statistical validation is
performed using the Friedman Test and the
Paired T-test. The Friedman Test, a non-
parametric test, is used to compare the
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performance of multiple classification models
on the same dataset[36]. This test examines the
null hypothesis that there is no significant
difference in the performance of these models.
If the Friedman Test results indicate a
significant difference, further analysis is
conducted using the Paired T-test to identify
which pairs of models have significantly
different performances[37]. The combination of
these two tests provides comprehensive
validation, ensuring that the developed model is
not only statistically superior but also has
practical significance in its application[34].

RESULT AND DISCUSSION

The proposed Transformer-NLP method
demonstrates that the Transformer model excels
in capturing contextual relationships in network
logs, enhancing its ability to detect web
application attacks. This success can be
attributed to the Transformer's self-attention
mechanism, which enables the model to identify
intricate attack patterns by focusing on relevant
sections of the input data, making it highly
effective in distinguishing between normal and
anomalous traffic.

Data Processing
At this stage, data cleaning was
performed, where three records with missing
data were removed, reducing the dataset from
61,065 to 61,062 records. The following process
involved reducing the number of variables from
17 to 2, which were relevant to the context of the
research. Table 1 shows the dataset after data
preprocessing. Table 2 defines the target or label
for classification, where 0 represents normal, and
1 represents anomalous.
Table 2. Pre-processing Result Dataset
URL Label
1 <s> http A0
localhost :
8080 / tienda 1 /
publico
/ vaciar . jsp ? b 2
=vac
iar + carr ito http /
1.1</s>
2 http://localhost:80 0
80/
?0penServer
HTTP/1.1
610 http://localhost:80 1
62  80/tienda1/miemb
ros.Inc HTTP/1.1

Text Representation Formation
In this stage, processing is conducted
using NLP techniques, including tokenizing,

case folding, stemming, and stop word
normalization. First, tokenizing: The results of
tokenization demonstrate how URLs are broken
down into smaller parts that the transformer
model can process. This process involves
adding unique tokens, handling special
characters and symbols, and sub-word
tokenization to address words not present in the
model's overall vocabulary. Table 3 provides a
clear overview of how raw data is transformed
into a format suitable for NLP modelling.
Table 3. Tokenization Results
Input Process Output Process
http://localhost:8080/ <s> http Al
tienda1 localhost : 8080 /
/publico/vaciar.jsp? tienda 1 / publico /
B2=Vaciar+carrito vaciar .jsp?B2=
HTTP/1.1 Vac iar + carr ito
HTTP/1.1</s>

Next, all characters in the URL are
converted to lowercase before tokenization
using case folding. Table 4 shows the results of
tokenization, demonstrating that all elements in
the URL have been converted to lowercase and
broken down into smaller tokens. This helps
ensure consistency in text processing and
makes the model more robust against
variations in capitalization.

Table 4. Case Folding Results

Input Process Output Process
<s> http :// localhost : <s> http Al
8080 / tienda 1 / publico localhost : 8080 /
[ vaciar . jsp ? B2 =Vac tienda 1/ publico /
iar + carrito HTTP /1.1 vaciar.jsp? b2 =
</s> vac iar + carr ito

http /1.1 </s>

The steaming process does not
significantly alter the text in this case because
most tokens are part of URLs or symbols.
However, words like "vaciar" and "carr" will be
processed if there are suffixes that can be
removed. Table 5 presents the final results,
showing that tokenization and stemming have
been applied, although minimal changes
occurred due to the specific characteristics of
the input text (URLs and symbols).

Table 5. Stemming Results

Input Process Output Process

<s> http :// localhost : <s> http Al
8080 / tienda 1 / publico localhost : 8080 /
/ vaciar . jsp ? b 2 =vac tienda 1/ publico /
iar + carrito http /1.1 vaciar.jsp?b 2=
</s> vac iar + carr ito
http /1.1 </s>
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The stop word removal stage is omitted
since most tokens are part of URLs. The
normalization process at this stage includes
converting all text to lowercase, removing
punctuation, and eliminating numbers.
Lowercasing ensures consistency, allowing
'HTTP' and 'hitp' to be treated identically.
Punctuation marks, such as periods, slashes,
and question marks, are removed to streamline
the text. Table 6 presents the results of applying
these normalization steps to the sample input.

Table 6. Normalization Results
Input Process Output Process
<s> http :// localhost : <s> http Al
8080 / tienda 1 / publico localhost : 8080 /
/ vaciar . jsp ? b 2 =vac tienda 1/ publico/
jiar + carrito http /1 .1 vaciar.jsp?b2=
</s> vac iar + carr ito
http /1.1 </s>

Model Implementation

In this study, the implementation of the
Transformer model with the integration of Natural
Language Processing (NLP) for network
intrusion detection is conducted through several
key stages. The first stage is data processing,
which includes normalization, batch processing,
and splitting the data into training and testing sets
with ratios of 70/30, 80/20, and 90/10. In the NLP
processing, steps such as case folding, text
normalization, tokenization, and stemming are
performed to ensure the text is in a consistent
format. Tokenization uses the DistiBERT
Tokenizer to convert the text into tokens that the
Transformer model can process.

As shown in Figure 1, the architecture for
network intrusion detection with Transformer and
NLP integration is implemented according to
Algorithm 1. In the model training stage,
DistilBERT, initialized with default parameters, is
used to handle the Multi-Head Attention, Add &
Norm, and Feed Forward layers. The model is
trained using the Adam optimizer with a learning
rate of 2e-5 and the Cross-Entropy loss function.
Training is conducted over three epochs with a
batch size of 8. Model evaluation is performed by
measuring metrics such as accuracy, recall, F1
score, and ROC-AUC to ensure the model's
performance in detecting network intrusion
categories classified as "Normal" and
"Anomalous." Evaluation results indicate that the
integration of the Transformer model and NLP is
effective in detecting web application attacks and
significantly contributes to the improvement of
the network intrusion detection system's
accuracy. The parameters of the Transformer
model integrated with NLP are shown in Table 7.

Table 7. Parameter Model

Parameter Value
Input Shape Input_dim
NLP Pre- Case Folding,

Normalization,
Tokenization,

preprocessing

Stemming
Tokenization DistiiBERTTokenizer
Multi-Head Num_heads=8,
Attention dim_model=512
Add & Norm Layer Normalization
Feed Forward Dense (2048,

Activation="ReLU’
Linear Layer Dense (2586,

activation="softmax’
Dense(num_classes,
activation="softmax’
Optimizer AdamW
(learning_rate=2e-5)
Cross-Entropy Loss

Softmax Layer

Loss Function

Training Parameter Epoch=3, Batch
Size=8

Evaluation Matrix Accuracy, Recall, F1
Score, AUC

Evaluation

The implemented model is then
evaluated to test its performance. Compared to
traditional algorithms such as DNN, Random
Forest, and SVM, the Transformer-NLP model
showed marked improvements in accuracy and
AUC. Previous studies using conventional
methods often struggled to maintain high
detection rates across varied datasets, while the
Transformer model's adaptive architecture
proved effective in handling diverse attack types,
as evidenced by its consistently higher AUC
scores across multiple data splits. The evaluation
uses equations (12), (14), (15), and (16). The
results are shown in Tables 8, 9, and 10.
Subsequently, the model's performance is tested
using the ROC curves, which are displayed in
Figures 2, 3, and 4.

Table 8. Evaluation Using 80-20 Training Split

“Algorithm A, R. _ Fy AUC
DNN 076 078 074 0.83
RF 083 098 082 092
DT 082 093 080 0.88
SVM 0.80 0.89 072 0.82
KNN 081 094 080 0.90
XGBoost ~ 0.83 096 082 0.93
NB 063 033 042 059

Trans+NLP 0.85 0.95 0.83 0.94
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Table 9. Evaluation Using 70-30 Training Split
Algorithm  Ac Re F4 AUC

comparison methods. The results of the
Friedman test and t-test are shown in Table 11.

DNN 079 078 074 083 Receiver Operating Characteristic
RF 0.83 0.98 0.82 0.88 ] r=s gy
DT 0.82 0.93 0.80 0.88
SVM 0.73 0.89 0.72 0.82
KNN 0.81 0.94 0.72 0.90
XGBoost 0.83 096 0.82 0.93 £
NB 0.64 0.33 042 0.59 T Decsion s (0 < 099
Trans+NLP 0.85 0.95 0.83 0.94 - T NatvaBayes G 050
= SVM (AUC = 0.83)
0.21 —— KNN (AUC = 0.91)
Table 10. Evaluation Using 90-10 Training Split e e 099
ﬂgorithm AC Re F1 AUC ) 02 04 06 08 1.0
DNN 0.77 052 0.65 0.85 False Positve Rate
RF 0.83 0.99 0.83 0.93
DT 083 094 0.82 0.90 Figure 3. ROC for 80-20 Model
SVM 0.72 0.86 0.72 0.84 .
KNN 0.80 0.87 0.78 0.89 recee Opereng Charedere e
XGBoost 0.83 094 0.82 0.92 ' ! =
NB 0.63 0.30 040 0.85
Trans+NLP 0.85 0.95 0.84 0.94 .
Receiver Operating Characteristic % o4 /’_ 523;:;&32@”5;?30’
1 — p . e
’,' g —— KNN (AUC = 0.89)
0s ] old DNN (AUC = 0.83)
’,/ oo ‘ ‘ —_— Transflurmer+ NLP (‘AUC=0.95)
oo Figure 4. ROC for the 70-30 Model
8 o4 "= Decsion e e o Parameter Sensivitas
| T lee sayes lauc =036) In this section, we examine the impact of the
o2l — KN (AUC = 0.90) hyperparameter, denoted by A, on the proposed
— Dtlbtar e 055) detecton model. This analysis aims to
Yy o2 os os o8 10 understand how variations in A influence the

False Positive Rate

model's performance and effectiveness. The
study involves adjusting the A values and
observing changes in key performance metrics,

Figure 2. ROC for 90-10 Model

Statical Validation

To test the reliability of the built model,
we conducted evaluations using the Friedman
test and t-test to compare its performance with
other models[36]. We designated the proposed
model as the control method in this experiment,
and the significance level «a for the statistical tests
was set at 0.05. Generally, a smaller p-value

such as accuracy, recall, F1 score, and ROC-
AUC. The results of this hyperparameter tuning
are presented in Table 12, illustrating the
relationship between different A values and the
corresponding  performance metrics. This
detailed evaluation helps in identifying the
optimal A setting for achieving the best detection
results.

indicates a significant difference between

Table 11. Friedman Test and T-test Results

DNN DT XB NB SVM KNN RF
Friedman 0.0009 0.005 0.019 2.159 0.0001 0.006 0.04
T-Test 8.705 535 3.765 40.785 13.19 5244 299

.Table 12. Impact of Hyperparameter A on Model Performance
A Ac Rc F1 Auc
1e-05 0.856 0.944 0.843 0.948
2e-05 0.852 0.944 0.840 0.950
3e-05 0.851 0.906 0.841 0.946
5e-05 0.849 0.952 0.838 0.946
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Based on Table 12, although the AUC
value remains the same (0.95) for several
learning rate values, other metrics such as
Accuracy, Recall, and F1 Score vary. The model
with a learning rate of 2e-05 shows the highest
AUC of 0.9505, indicating slightly better
performance compared to other learning rates.
Models with learning rates of 1e-05 and 3e-05
exhibit nearly the same AUC values (around
0.9490) but with variations in Accuracy and
Recall. The ROC curve, illustrating sensitivity, is
shown in Figure 5.

Receiver Operating Characteristic for Different Learning Rates

104

o

®
!
A

N

o
o
L

\
AY

True Positive Rate
Ay

e
»
L
hY

021 e —— LR = 0.00001 (AUC = 0.95)
- s LR = 0.00002 (AUC = 0.95)

,’ = LR = 0.00003 (AUC = 0.95)
s =—— LR = 0.00005 (AUC = 0.95)
0.0

0.0 0.2 0.4 0.6 0.8 10
False Positive Rate

Figure 5. ROC Curve for Sensitivity Analysis of
Parameters

Discussion

This study demonstrates that integrating
the Transformer model with NLP techniques
significantly enhances the performance of NIDS
for web applications. The use of the Transformer
model, with its self-attention mechanism, allows
for capturing complex dependencies in
sequential data, such as HTTP requests, which
is crucial for detecting intricate attack patterns
within dynamic and diverse web traffic. The CSIC
2010 dataset used in this study was processed
through several pre-processing steps, including
tokenization, stemming, lemmatization, and
normalization, to ensure data consistency. Text
representation techniques such as Word2Vec,
BERT, and TF-IDF were employed to enable the
Transformer model to effectively capture
contextual relationships in network log data.

The model's performance evaluation
demonstrated superior results compared to
traditional algorithms like Deep Neural Network
(DNN), Random Forest (RF), Decision Tree (DT),
Support Vector Machine (SVM), k-nearest
Neighbor (KNN), XGBoost, and Naive Bayes
(NB). The Transformer-NLP model achieved
higher accuracy (up to 85%), recall (95%), F1
score (83%), and AUC (0.95) across
training/testing splits of 80/20, 70/30, and 90/10.
This performance is especially significant when
compared to traditional models, which showed

lower AUC values, indicating that the
Transformer-NLP approach provides a more
robust framework for intrusion detection across
various scenarios, with the best AUC value of
0.9505 at a learning rate of 2e-05, demonstrating
its ability to adapt to different training scenarios.
The ROC curve further illustrated the model's
superior capability in distinguishing between
normal and anomalous fraffic, proving more
reliable than the other models tested.

Statistical validation using the Friedman
test and t-test confirmed the reliability and
practical significance of the proposed model.
Hyperparameter sensitivity analysis indicated
that variations in the A value impacted the
model's performance, with a learning rate of 2e-
05 providing the optimal results. These findings
suggest that the proposed Transformer-NLP
model is not only effective in improving detection
accuracy but also offers a robust framework for
reducing false positives, enhancing the overall
security posture of web applications in response
to increasingly sophisticated cyber threats.

Additionally, the model effectively
detects complex attack patterns, especially in
text-based inputs like SQL injection and XSS,
enhancing web application security,
and preventing  unauthorized access and
malicious data manipulation. The Transformer-
NLP model's unique integration of NLP for
preprocessing and the self-attention mechanism
significantly reduces false positive rates. This
reduction enhances both efficiency and reliability
in real-world scenarios, as it minimizes
unnecessary alerts and focuses security
resources on genuine threats. By improving
precision and recall, this model presents a more
reliable solution for continuous, real-time web
application monitoring, minimizing unnecessary
alerts and enabling security teams to focus on
genuine threats. This improvement in detection
accuracy directly bolsters the resilience of web
applications against evolving attack methods,
helping to maintain data integrity, confidentiality,
and availability.

However, this study has certain
limitations. First, the CSIC 2010 dataset, while
useful for evaluating web application security,
may not fully capture the range of modern web
application attack techniques, potentially limiting
the model's applicability to newer or more varied
threats. Second, the computational demands of
both Transformer models and NLP
preprocessing may pose challenges for practical
deployment, particularly in environments with
constrained resources. Additionally, while this
study focused on optimizing performance metrics
such as accuracy and AUC, it did not extensively
address potential overfitting, which can be a
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concern with complex models trained on
relatively limited datasets. Future research
should explore the use of larger, more diverse
datasets and further refine the model to balance

(4]

doi:

10.1109/ICMCECS47690.2020.240871.
P. Dini, A. Elhanashi, A. Begni, S.
Saponara, Q. Zheng, and K. Gasmi,

computational  efficiency  with  detection “Overview on Intrusion Detection
capability. Systems Design Exploiting Machine

Learning for Networking Cybersecurity,”
CONCLUSION Appl. Sci., vol. 13, no. 13, 2023, doi:

This study demonstrates that integrating
the Transformer model with NLP techniques
significantly improves NIDS performance for web
applications by capturing complex contextual
relationships in network log data. The
Transformer-NLP model outperformed traditional
algorithms, including DNN, RF, DT, SVM, KNN,
XGBoost, and NB, across key metrics (accuracy,
recall, F1 score, and AUC), addressing a crucial
gap in current NIDS methods. Statistical
validation using the Friedman and t-tests further
supports the model's robustness and practical
effectiveness, especially in handling the dynamic
nature of web traffic.

However, limitations remain. The CSIC
2010 dataset may not fully reflect modern web
application threats, which could affect
generalizability. Additionally, the model’s high
computational demands pose challenges for
real-world deployment. This study also did not
deeply explore overfitting, which could impact
performance given the dataset size. Future work
should examine strategies such as regularization
and cross-validation to enhance model
robustness, along with architectural
optimizations to improve computational efficiency
for practical deployment in constrained
environments.

REFERENCES

[1] A. A. Bouramdane, “Cyberattacks in
Smart Grids: Challenges and Solving the

[5]

[6]

[7]

(8]

9]

[10]

10.3390/app13137507.

N. Agarwal and S. Z. Hussain, “A Closer
Look at Intrusion Detection System for
Web Applications,” Secur. Commun.
Networks, vol. 2018, 2018, doi:
10.1155/2018/9601357.

Y. J. Park and J. C. Park, “Web
Application Intrusion Detection System for
input validation attack,” Proc. - 3rd Int.
Conf. Converg. Hybrid Inf. Technol. ICCIT
2008, vol. 2, pp. 498-504, 2008, doi:
10.1109/ICCIT.2008.338.

S. Sasipriya, L. R. Madhan Kumar, R.
Raghuram Krishnan, and K. Naveen
Kumar, “Intrusion Detection System in
Web Applications (IDSWA),” Proc. - 5th
Int. Conf. Intell. Comput. Control Syst.
ICICCS 2021, no. Iciccs, pp. 311-314,
2021, doi:
10.1109/ICICCS51141.2021.9432086.
M. Verkerken, L. D’hooge, T. Wauters, B.
Volckaert, and F. De Turck, “Towards
Model Generalization for Intrusion
Detection: Unsupervised Machine
Learning Techniques,” J. Netw. Syst.
Manag., vol. 30, no. 1, pp. 1-25, 2022,
doi: 10.1007/s10922-021-09615-7.

L. Ashiku and C. Dagli, “Network Intrusion
Detection System using Deep Learning,”
Procedia Comput. Sci., vol. 185, no. June,
pp. 239-247, 2021, doi:
10.1016/j.procs.2021.05.025.

R. Sudiyarno, A. Setyanto, and E. T.

Multi-Criteria Decision-Making for Luthfi, “Peningkatan Performa
Cybersecurity Options, Including Ones Pendeteksian Anomali Menggunakan
That Incorporate Atrtificial Intelligence, Ensemble Learning dan  Feature
Using an Analytical Hierarchy Process,” J. Selection Anomaly Detection
Cybersecurity Priv., vol. 3, no. 4, pp. 662— Performance Improvement Using
705, 2023, doi: 10.3390/jcp3040031. Ensemble Learning and Feature

[2] J. A. Dharma and Rino, “Network Attack
Detection Using Intrusion Detection
System Utilizing Snort Based on
Telegram,” bit-Tech, vol. 6, no. 2, pp.

[11]

Selection,” Citec J., vol. 7, no. 1, pp. 1-9,
2020.

S. Das, M. Ashrafuzzaman, F. T.
Sheldon, and S. Shiva, “Network Intrusion

118-126, 2023, doi: Detection using Natural Language
10.32877/bt.v6i2.943. Processing and Ensemble Machine
[3] O. J. Falana, I. O. Ebo, C. O. Tinubu, O. Learning,” 2020 I|IEEE Symp. Ser.

A. Adejimi, and A. Ntuk, “Detection of
Cross-Site  Scripting  Attacks  using
Dynamic Analysis and Fuzzy Inference
System,” 2020 Int. Conf. Math. Comput.
Eng. Comput. Sci. ICMCECS 2020, 2020,

[12]

Comput. Intell. SSCI 2020, no. MI, pp.
829-835, 2020, doi:
10.1109/SSCl147803.2020.9308268.

R. Sujatha, A. Teja, P. Naveen, and J. M.
Chatterjee, “Web Application for Traffic

Jurnal Nasional Pendidikan Teknik Informatika : JANAPATI | 10



e

vy
,ar.:;-erf b
RAJANAPATI

=z

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

<

Monitoring and Guidance,” vol. 10, no. 4,
pp. 1-14, 2020, doi:
10.33168/JSMS.2020.0403.

J. R. Tadhani, V. Vekariya, V. Sorathiya,
S. Alshathri, and W. El Shafai, “Securing
web applications against XSS and SQLi
attacks using a novel deep learning
approach,” Sci. Rep., pp. 1-17, 2024, doi:
10.1038/s41598-023-48845-4.

T. Sowmya and M. A. E. A
“Measurement : Sensors A
comprehensive review of Al based
intrusion  detection system,” Meas.

Sensors, vol. 28, no. May, p. 100827,
2023, doi:
10.1016/j.measen.2023.100827.

J. Campino, “Unleashing the
transformers: NLP models detect Al
writing in education,” J. Comput. Educ.,
no. 0123456789, 2024, doi:
10.1007/s40692-024-00325-y.

N. Patwardhan, S. Marrone, and C.
Sansone, “Transformers in the Real
World: A Survey on NLP Applications,”
2023.

Z. Long, H. Yan, G. Shen, X. Zhang, H.
He, and L. Cheng, “A Transformer-based
network intrusion detection approach for
cloud security,” J. Cloud Comput., vol. 13,
no. 1, 2024, doi: 10.1186/s13677-023-
00574-9.

Y. Liu and L. Wu, “Intrusion Detection
Model Based on Improved Transformer,”
Appl. Sci., vol. 13, no. 10, 2023, doi:
10.3390/app13106251.

J. Kim, H. Kang, and P. Kang, “Time-
series anomaly detection with stacked
Transformer representations and 1D
convolutional network,” Eng. Appl. Artif.
Intell., vol. 120, no. November 2022, p.
105964, 2023, doi:
10.1016/j.engappai.2023.105964.

N. Montes, G. Betarte, R. Martinez, and
A. Pardo, “Web Application Attacks
Detection Using Deep Learning,” Lect.
Notes Comput. Sci. (including Subser.
Lect. Notes Artif. Intell. Lect. Notes
Bioinformatics), vol. 12702 LNCS, pp.
227-236, 2021, doi: 10.1007/978-3-030-
93420-0_22.

A. D. Y. SURYADI, “Pengembangan
Intrusion  Detection System (IDS)
Berbasis Machine Learning,” vol. 13, no.
3, pp. 189-195, 2022, [Online]. Available:
https://repository.mercubuana.ac.id/6348
8/.

A. Nurdin, B. Anggo Seno Aji, A.
Bustamin, and Z. Abidin, “Perbandingan
Kinerja Word Embedding Word2Vec,

ISSN 2089-8673 (Print) | ISSN 2548-4265 (Online)

(23]

[24]

[25]

[26]

[27]

(28]

[29]

[30]

[31]

[32]

[33]

Volume XX, Issue XX, Month 20XX

Glove, Dan Fasttext Pada Klasifikasi
Teks,” J. Tekno Kompak, vol. 14, no. 2, p.
74, 2020, doi: 10.33365/jtk.v14i2.732.

S. R. Choi and M. Lee, “Transformer
Architecture and Attention Mechanisms in
Genome Data Analysis: A
Comprehensive Review,” Biology
(Basel)., vol. 12, no. 7, 2023, doi:
10.3390/biology12071033.

H. Salih Abdullah and A. Mohsin
Abdulazeez, “Detection of SQL Injection
Attacks Based on Supervised Machine
Learning Algorithms: A Review,” Int. J.
Informatics, Inf. Syst. Comput. Eng., vol.
5, no. 2, pp. 152-165, 2024, doi:
10.34010/injiiscom.v5i2.12731.

H. Wang and W. Li, “DDosTC: A
transformer-based network attack
detection hybrid mechanism in SDN,”
Sensors, vol. 21, no. 15, 2021, doi:
10.3390/s21155047.

Z. Gao, Y. Shi, and S. Li, “Self-attention
and long-range relationship capture
network for underwater object detection,”
J. King Saud Univ. - Comput. Inf. Sci., vol.
36, no. 2, p. 101971, 2024, doi:
10.1016/j.jksuci.2024.101971.

H. Kheddar, “Transformers and Large
Language Models for Efficient Intrusion
Detection Systems: A Comprehensive
Survey,” pp. 1-34.

H. Zhang and M. O. Shafiq, “Survey of
transformers and towards ensemble
learning using transformers for natural
language processing,” J. Big Data, 2024,
doi: 10.1186/s40537-023-00842-0.

D. E. Cahyani and |. Patasik,
“Performance comparison of TF-IDF and
Word2Vec models for emotion text
classification,” vol. 10, no. 5, pp. 2780-
2788, 2021, doi:
10.11591/eei.v10i5.3157.

G. Zachos, |. Essop, G. Mantas, K.
Porfyrakis, J. C. Ribeiro, and J.
Rodriguez, “An Anomaly-Based Intrusion
Detection System for Internet of Medical
Things Networks,” Electronics, no. June,
pp. 1-25, 2021.

A. Aldallal, “Toward Efficient Intrusion
Detection System Using Hybrid Deep
Learning Approach,” Sysmmetry, 2022.
A. Chandra, L. Tinnermann, T. Lofstedt,
and R. Gratz, “Transformer-based deep
learning for predicting protein properties
in the life sciences,” Elife, vol. 12, pp. 1—
25, 2023, doi: 10.7554/eLife.82819.

T. Lin, Y. Wang, X. Liu, and X. Qiu, “A
survey of transformers,” Al Open, vol. 3,
no. October, pp. 111-132, 2022, doi:

Jurnal Nasional Pendidikan Teknik Informatika : JANAPATI | 11



;,_:'}.‘\ o
A

=z

[34]

[35]

o~
09

10.1016/j.aiopen.2022.10.001.

R. Cao, J. Wang, M. Mao, G. Liu, and C.
Jiang, “Feature-wise attention based
boosting ensemble method for fraud
detection,” Eng. Appl. Artif. Intell., vol.
126, no. PC, p. 106975, 2023, doi:
10.1016/j.engappai.2023.106975.

T. S. Lestari, |. Ismaniah, and W. Priatna,
“Particle  Swarm  Optimization  for
Optimizing Public Service Satisfaction
Level Classification,” J. Nas. Pendidik.
Tek. Inform., vol. 13, no. 1, pp. 147-155,
2024, doi:

ISSN 2089-8673 (Print) | ISSN 2548-4265 (Online)

[36]

[37]

Volume XX, Issue XX, Month 20XX

10.23887/janapati.v13i1.69612.
J.Liuand Y. Xu, “T-Friedman Test: A New
Statistical Test for Multiple Comparison
with an Adjustable Conservativeness
Measure,” Int. J. Comput. Intell. Syst., vol.
15, no. 1, pp. 1-19, 2022, doi:
10.1007/s44196-022-00083-8.

W. Priatna, H. Dwi Purnomo, A. Iriani, I.
Sembiring, and T. Wellem, “Optimizing
Multilayer Perceptron with Cost-Sensitive
Learning for Addressing Class Imbalance
in Credit Card Fraud Detection,” Resti,
vol. 8, no. 4, pp. 19-25, 2024.

Jurnal Nasional Pendidikan Teknik Informatika : JANAPATI | 12



12/8/25, 4:24 PM Email Universitas Bhayangkara Jakarta Raya - [JANAPATI] Acceptance of Your Manuscript for Publication in JANAPATI

Universitas

Bhayangkara Wowon Priatna, S.T., M.Ti <wowon.priatna@dsn.ubharajaya.ac.id>
Jakarta Raya

[JANAPATI] Acceptance of Your Manuscript for Publication in JANAPATI

2 pesan

Gede Saindra Santyadiputra <ejournal@undiksha.ac.id> 7 November 2024 pukul 19.29
Kepada: Wowon Priatna <wowon.priatna@dsn.ubharajaya.ac.id>, Irwan Sembiring <irwan@uksw.edu>, Adi Setiawan
<adi.setiawan@uksw.edu>, lwan lwan Setyawan <iwan@uksw.edu>

Dear Wowon Priatna, Irwan Sembiring, Adi Setiawan, lwan lwan Setyawan:

Congratulations! It is with great pleasure that we inform you that your manuscript titled "Network Intrusion Detection Using
Transformer Models and Natural Language Processing for Enhanced Web Application Attack Detection" has been
accepted for publication in the Jurnal Nasional Pendidikan Teknik Informatika : JANAPATI.

Your contribution is a valuable addition to our journal, and we are excited to share your findings with our readership.
Before your article can be published in JANAPATI Volume 13, Number 3, 2024, it will undergo a final editing process to
ensure it meets our publication standards.

Publication Fee

As part of the publication process, there is a required publication fee detailed on our website here. Please arrange for the
payment to be transferred to the following account details no later than November 10, 2024 23:00:00,

* Bank Name: Bank Rakyat Indonesia (BRI) - BRIVA
¢ Virtual Account Number: 103

¢ Account Holder: Wowon Priatna

¢ Amount Due: IDR 2,000,000

Payment Confirmation

After completing the payment, kindly confirm your payment by filling out the form available at the following link: Payment
Confirmation Form.

Should you have any questions or require further assistance, please do not hesitate to contact us. We look forward to
your prompt action to facilitate the smooth publication of your article.

Thank you for choosing JANAPATI as the platform to publish your research. We are committed to disseminating high-
quality research and are delighted to include your work in our journal.

Warm regards,
JANAPATI Editorial Team

Universitas Pendidikan Ganesha

Jurnal Nasional Pendidikan Teknik Informatika: JANAPATI

Terekreditasi SINTA 2

Wowon Priatna, S.T., M.Ti <wowon.priatha@dsn.ubharajaya.ac.id> 8 November 2024 pukul 14.27
https://mail.google.com/mail/u/1/?ik=f3ee902412&view=pt&search=all&permthid=thread-f:1815066793958532870&simpl=msg-f:181506679395853287...  1/2


https://ejournal.undiksha.ac.id/index.php/janapati/about#fees
http://bit.ly/janapaticonfirmation
http://bit.ly/janapaticonfirmation
http://ejournal.undiksha.ac.id/index.php/janapati

12/8/25, 4:24 PM Email Universitas Bhayangkara Jakarta Raya - [JANAPATI] Acceptance of Your Manuscript for Publication in JANAPATI
Kepada: Gede Saindra Santyadiputra <ejournal@undiksha.ac.id>

Dear Gede Saindra Santyadiputra and JANAPATI Editorial Team,

Thank you very much for the acceptance of our manuscript, "Network Intrusion Detection Using Transformer Models and
Natural Language Processing for Enhanced Web Application Attack Detection." We are honored to have our work
included in the upcoming JANAPATI Volume 13, Number 3, 2024.

Regarding the publication fee payment, | would like to request confirmation of the complete BRIVA details, including the
full BRIVA virtual account number, as it appears the BRIVA number provided is incomplete. Could you kindly provide the
correct BRIVA details so that we can proceed with the payment promptly?

Thank you once again for your guidance and assistance throughout this process. We look forward to contributing to
JANAPATI’s readership with this publication.

Warm regards,
Wowon Priatna

[Kutipan teks disembunyikan]

https://mail.google.com/mail/u/1/?ik=f3ee902412&view=pt&search=all&permthid=thread-f:1815066793958532870&simpl=msg-f:181506679395853287...  2/2



12/8/25, 4:26 PM Email Universitas Bhayangkara Jakarta Raya - [JANAPATI] Acceptance of Your Manuscript for Publication in JANAPATI

Universitas

Bhayangkara Wowon Priatna, S.T., M.Ti <wowon.priatna@dsn.ubharajaya.ac.id>
Jakarta Raya

[JANAPATI] Acceptance of Your Manuscript for Publication in JANAPATI

2 pesan

Gede Saindra Santyadiputra <ejournal@undiksha.ac.id> 9 November 2024 pukul 10.32
Kepada: Wowon Priatna <wowon.priatna@dsn.ubharajaya.ac.id>, Irwan Sembiring <irwan@uksw.edu>, Adi Setiawan
<adi.setiawan@uksw.edu>, lwan lwan Setyawan <iwan@uksw.edu>

Dear Wowon Priatna, Irwan Sembiring, Adi Setiawan, lwan lwan Setyawan:

Congratulations! It is with great pleasure that we inform you that your manuscript titled "Network Intrusion Detection Using
Transformer Models and Natural Language Processing for Enhanced Web Application Attack Detection" has been
accepted for publication in the Jurnal Nasional Pendidikan Teknik Informatika : JANAPATI.

Your contribution is a valuable addition to our journal, and we are excited to share your findings with our readership.
Before your article can be published in JANAPATI Volume 13, Number 3, 2024, it will undergo a final editing process to
ensure it meets our publication standards.

Publication Fee

As part of the publication process, there is a required publication fee detailed on our website here. Please arrange for the
payment to be transferred to the following account details no later than [Month Date, Year hh:mm:ss]:

* Bank Name: Bank Rakyat Indonesia (BRI) - BRIVA
¢ Virtual Account Number: 7237682462

¢ Account Holder: 103 Wowon Priatna

¢ Amount Due: IDR 2,000,000

Payment Confirmation

After completing the payment, kindly confirm your payment by filling out the form available at the following link: Payment
Confirmation Form.

Should you have any questions or require further assistance, please do not hesitate to contact us. We look forward to
your prompt action to facilitate the smooth publication of your article.

Thank you for choosing JANAPATI as the platform to publish your research. We are committed to disseminating high-
quality research and are delighted to include your work in our journal.

Warm regards,
JANAPATI Editorial Team

Universitas Pendidikan Ganesha

Jurnal Nasional Pendidikan Teknik Informatika: JANAPATI

Terekreditasi SINTA 2

Gede Saindra Santyadiputra <ejournal@undiksha.ac.id> 9 November 2024 pukul 10.37
https://mail.google.com/mail/u/1/?ik=f3ee902412&view=pt&search=all&permthid=thread-f:1815214196275671899&simpl=msg-f:181521419627567189...  1/2


https://ejournal.undiksha.ac.id/index.php/janapati/about#fees
http://bit.ly/janapaticonfirmation
http://bit.ly/janapaticonfirmation
http://ejournal.undiksha.ac.id/index.php/janapati

12/8/25, 4:26 PM Email Universitas Bhayangkara Jakarta Raya - [JANAPATI] Acceptance of Your Manuscript for Publication in JANAPATI

Kepada: Wowon Priatna <wowon.priatha@dsn.ubharajaya.ac.id>, Irwan Sembiring <irwan@uksw.edu>, Adi Setiawan
<adi.setiawan@uksw.edu>, lwan lwan Setyawan <iwan@uksw.edu>

Dear Wowon Priatna, Irwan Sembiring, Adi Setiawan, lwan lwan Setyawan:

Congratulations! It is with great pleasure that we inform you that your manuscript titled "Network Intrusion Detection Using
Transformer Models and Natural Language Processing for Enhanced Web Application Attack Detection" has been
accepted for publication in the Jurnal Nasional Pendidikan Teknik Informatika : JANAPATI.

Your contribution is a valuable addition to our journal, and we are excited to share your findings with our readership.
Before your article can be published in JANAPATI Volume 13, Number 3, 2024, it will undergo a final editing process to
ensure it meets our publication standards.

Publication Fee

As part of the publication process, there is a required publication fee detailed on our website here. Please arrange for the
payment to be transferred to the following account details no later than November 10, 2024 23:00:00]:

[Kutipan teks disembunyikan]

https://mail.google.com/mail/u/1/?ik=f3ee902412&view=pt&search=all&permthid=thread-f:1815214196275671899&simpl=msg-f:181521419627567189...  2/2


https://ejournal.undiksha.ac.id/index.php/janapati/about#fees

BUKTI PLAGIASI melampirkan:

1. Plagiasi Saat Submit
2. Plagiasi saat revisi 3 atau accepted



Zﬂ turnitin Page 1 of 14 - Cover Page

WS Similarity Check

submit artikel janapati

E CHECK 2 -- No Repository 035

Document Details

Submission ID

trn:oid:::3117:537840105

Submission Date

Dec 8, 2025, 11:34 AM GMT+7

Download Date

Dec 8, 2025, 11:49 AM GMT+7

File Name

submit artikel janapati.docx

File Size

487.4 KB

Z"j turnltln Page 1 of 14 - Cover Page

Submission ID trn:oid:::3117:537840105

10 Pages

4,810 Words

28,621 Characters

Submission ID trn:oid:::3117:537840105



zﬂ turnitin Page 2 of 14 - Integrity Overview

10% Overall Similarity

The combined total of all matches, including overlapping sources, for each database.

Exclusions

» 51 Excluded Matches

Match Groups

. 9 Not Cited or Quoted 5%

Matches with neither in-text citation nor quotation marks

%9 16 Missing Quotations 5%

Matches that are still very similar to source material

“@

7 turnitin

0 Missing Citation 0%
Matches that have quotation marks, but no in-text citation

0 Cited and Quoted 0%
Matches with in-text citation present, but no quotation marks

Page 2 of 14 - Integrity Overview

Top Sources

8%
4%
7%

@ Internet sources
RE Publications

2 Submitted works (Student Papers)

Submission ID trn:oid:::3117:537840105

Submission ID trn:oid:::3117:537840105



zﬂ turnitin Page 3 of 14 - Integrity Overview

Match Groups
. 9 Not Cited or Quoted 5%
Matches with neither in-text citation nor quotation marks

89 16 Missing Quotations 5%
Matches that are still very similar to source material

0 Missing Citation 0%
Matches that have quotation marks, but no in-text citation

“

0 Cited and Quoted 0%
Matches with in-text citation present, but no quotation marks

Top Sources

Top Sources

8% @ Internetsources
4%  ME Publications
7% 2 Submitted works (Student Papers)

The sources with the highest number of matches within the submission. Overlapping sources will not be displayed.

o Student papers

Universitas Dian Nuswantoro on 2024-08-24 4%
Internet

repository.ubharajaya.ac.id 3%
Publication

Thangaprakash Sengodan, Sanjay Misra, M Murugappan. "Advances in Electrical ... <1%
Student papers

University Of Tasmania on 2025-09-28 <1%
o Internet

www.hindawi.com <1%
° Student papers

University of Technology, Sydney on 2025-11-09 <1%
Student papers

Universitas Pendidikan Ganesha on 2025-04-16 <1%
° Internet

arxiv.org <1%
° Internet

backoffice.biblio.ugent.be <1%
o Internet

fastercapital.com <1%

Page 3 of 14 - Integrity Overview

7 turnitin

Submission ID trn:oid:::3117:537840105

Submission ID trn:oid:::3117:537840105


http://repository.ubharajaya.ac.id/35768/1/halaman%20artikel_merged.pdf
https://doi.org/10.1201/9781003515470
https://www.hindawi.com/journals/scn/2018/9601357/
https://arxiv.org/html/2510.23313v1
https://backoffice.biblio.ugent.be/download/01HDDYSJCS3SZEHY6AZAFVAD1Q/01HDDYVCS7R25YF2QP3PMYP8MX
https://fastercapital.com/keyword/patient-readmission-rates.html

zﬂ turnitin Page 4 of 14 - Integrity Overview

Student papers

AUT University on 2024-05-19

Publication

Kshiteesh Mani, Ajitha K.B. Shenoy. "Machine learning models in web application...

Student papers

Universitas Budi Luhur on 2024-09-03

° Publication

Sukhpreet Kaur, Amanpreet Kaur, Manish Kumar. "Recent Advances in Computati...

o Student papers

Arts, Sciences & Technology University In Lebanon on 2024-01-31

z"j turnltln Page 4 of 14 - Integrity Overview

<1%

<1%

<1%

<1%

<1%

Submission ID trn:oid:::3117:537840105

Submission ID trn:oid:::3117:537840105


https://doi.org/10.1016/j.icte.2025.09.001
https://doi.org/10.1201/9781003662839

Submission ID trn:oid:::3117:537840105

ISSN 2089-8673 (Print) | ISSN 2548-4265 (Online)
Volume XX, Issue XX, Month 20XX

'-.I turniti ] Page 5 0 - Integrity Submission
00 o
==L AN
' JANAPAT)
f://? LANAEAT]

Network Intrusion Detection Using Transformer Models and Natural
Language Processing for Enhanced Web Application Attack
Detection

Wowon Priatna’, Irwan Sembiring?, Adi Setiawan?, Iwan Setyawan*, Joni Warta®,

Tyastuti Sri Lestari®
58|Informatika, Universitas Bhayangkara Jakarta Raya
234Doktor llmu Komputer, Universitas Kristen Satya Wacana

email: wowon.priatna@dsn.ubharajaya.ac.id’, irwan@uksw.edu?, adi.setiawan@uksw.edu3, iwvan@uksw.edu?,
joniwarta@dsn.ubharajaya.ac.id’, tyas@ubharajaya.ac.id®

Abstract

The increasing frequency and complexity of web application attacks necessitate more advanced detection
methods. This research explores integrating Transformer models and Natural Language Processing (NLP)
techniques to enhance network intrusion detection systems (NIDS). Traditional NIDS often rely on
predefined signatures and rules, limiting their effectiveness against new attacks. By leveraging the
Transformer's ability to capture long-term dependencies and the contextual richness of NLP, this study
aims to develop a more adaptive and intelligent intrusion detection framework. Utilizing the CSIC 2010
dataset, comprehensive preprocessing steps such as tokenization, stemming, lemmatization, and
normalization were applied. Techniques like Word2Vec, BERT, and TF-IDF were used for text
representation, followed by the application of the Transformer architecture. Performance evaluation using
accuracy, precision, recall, F1 score, and AUC demonstrated the superiority of the Transformer-NLP model
over traditional machine learning methods. Statistical validation through Friedman and T-tests confirmed
the model's robustness and practical significance. Despite promising results, limitations include the
dataset's scope, computational complexity, and the need for further research to generalize the model to
other types of network attacks. This study indicates significant improvements in detecting complex web
application attacks, reducing false positives, and enhancing overall security, making it a viable solution for
addressing increasingly sophisticated cybersecurity threats.

" Keywords: NLP, Intrusion Detection, Transformer, Web Application Attack, Machine Learning
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INTRODUCTION prevent intrusions into the web network.

The security of web applications has
become a paramount concern in the current
digital era, especially with the rise of attacks
targeting vulnerabilities in web applications[1].
As technology advances and the number of
internet users increases, web applications are
increasingly susceptible to attacks such as SQL
injection, Cross-Site Scripting (XSS), and Denial
of Service (DoS) attacks. Previous research
indicates that attacks on web applications
continue to escalate in frequency and
complexity, threatening data and web services'
integrity, confidentiality, and availability[2].

Research [3] provides a comprehensive
overview of existing detection systems
specifically designed to monitor web traffic by

- e o Qomparing their features with five existing

('TJ turnitin

etection systems: AppSensor, PHPIDS,
ModSecurity, Shadow Daemon, and AQTRONIX
WebKnight. Research [4] focuses on input
validation against web application attacks to

Meanwhile, research [5] develops an intrusion
system model to lavoid lcyber-attacks, data
breaches, and identity theft, which can aid in risk
management. Traditional approaches to network
intrusion detection often rely on predefined
signatures and rules, making them less effective
in detecting new or unknown variants of
attacks[6]. One increasingly popular solution is
the application of machine learning and artificial
intelligence to detect intrusions more adaptively
and intelligently [7]. Machine learning-based
models, such as Random Forest and Support
Vector Machines, have been employed to detect
anomalies in network traffic [8]. Some studies
utilize machine learning and deep learning for
network intrusion detection, including[9]. which
combines ensemble learning with NLP-based
methods ~ fo enhance detection models.
However, these approaches have limitations in
handling highly dynamic and diverse data in web
applications.
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The Transformer, introduced by
Vaswani in the context of natural language
processing, has demonstrated exceptional
performance across various NLP tasks due to its
ability to capture long-range dependencies in
sequential data and process them efficiently with
an attention-based architecture[10]. The
application of Transformer models in network
intrusion detection opens new opportunities to
develop more adaptive and sophisticated
systems for identifying web attacks[11]. Recent
studies indicate that Transformers can be used
to analyze patterns and anomalies in network
data with promising results, enhancing the
detection of attacks that are difficult to identify
using conventional methods[12].

The use of Natural Language
Processing (NLP) in the context of intrusion
detection also offers an innovative approach to
handling complex text data in network
logs[13][14]. NLP techniques enable more
prosperous and contextual feature extraction
from log data, enhancing the model's ability o
recognize attack patterns. Research indicates
that NLP techniques and text-processing
algorithms can enrich intrusion detection models
with more accurate and meaningful data
representations[9]. enhancing the model's ability
to recognize attack patterns! Research indicates
that NLP techniques and text-processing
algorithms can enrich intrusion detection models
with more accurate and meaningful data
representations[15]. This study aims to combine
the Transformer model with NLP techniques for
web application intrusion detection, which is
expected to provide a more effective solution in
addressing increasingly sophisticated
cybersecurity threats. This integration
represents a novel approach to building intrusion
detection systems by leveraging Transformer
models with NLP advancements.

METHOD

This study aims to develop and analyze
a network intrusion detection model based on
Transformer methods and Natural Language
Processing (NLP) techniques to enhance the
security of web applications. The design of this
research is illustrated in Figure 1.

Dataset

The CSIC 2010 dataset, developed by
the Spanish Research National Council (Consejo
Superior de Investigaciones Cientificas - CSIC),
is designed for web application intrusion
detection and network security research. On
Kaggle, this dataset comprises 61,065 records
and 17 variables/attributes [10].

Dataset CSIC
Data Preprocessing

Start
v
v
2
ex ation

Transformer Architecture

I'

v
Model Training

Evaluation

I‘I’ I

Statistical Validation
Anomaly Detection
Results Analysis

Conclusion

®‘ I' I‘ I‘

Figure 1. Research Design

Network Intrusion Detection

Network Intrusion Detection Systems
(NIDS) are crucial for identifying and mitigating
security threats to web applications. Traditional
NIDS relies on signature-based and anomaly-
based methods. Signature-based systems are
adequate for known threats but struggle to detect
new attacks, while anomaly-based systems can
identify unknown attacks but often have high
false favorable rates[16]. Advances in machine
learning (ML) and deep learning (DL) have
enhanced NIDS capabilities, with convolutional
neural networks (CNN) and recurrent neural
networks (RNN) demonstrating improved
accuracy[17]. However, these models often fail to
capture network logs' temporal and contextual
dependencies, which is essential for detecting
sophisticated web application attacks.
Transformer models and Natural Language
Processing (NLP) techniques have been
introduced to address this. Transformers excel in
capturing long-term dependencies  and
contextual relationships in sequential data[18],
while NLP enables effective preprocessing and
representation of network logs[9]. This study
develops a more robust NIDS for detecting web
application attacks by combining Transformer
models and NLP, aiming to reduce false positives
and improve detection accuracy.

Transformer

The Transformer is an architectural
model that has revolutionized the landscape of
natural language processing (NLP) and various
other applications. As introduced in "Attention
is All You Need," the Transformer relies on the
self-attention mechanism to capture
relationships between elements in sequential
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data[10]. The self-attention mechanism allows
the model to efficiently consider the entire input
context without processing the data
sequentially, unlike traditional approaches such
as RNNs and LSTM[18]. The core formula in
self-attention is shown in equation (1):

T
Attention(Q, K, V) = softmax (% )\ (1)

The Transformer model consists of
multiple encoders and decoders, with each
encoder layer comprising a self-attention
mechanism and a feed-forward neural
network[19]. The encoder generates contextual
representations of the input, which are then used
by the decoder to produce the output. This
approach enables the Transformer to capture
long-term dependencies and complex
relationships within the data[20].

Transformers have demonstrated their
superiority in various NLP tasks, including
machine translation, text classification, and
language modeling, outperforming previous
approaches[10]. Their application in network
intrusion detection leverages Transformers and
NLP techniques to preprocess network logs and
detect attack patterns with high efficiency and
improved accuracy. This study will implement the
Transformer model to enhance the detection
capabilities of web application attacks, utilizing
the power of self-attention to capture complex
relationships in network data.

Natural Language Processing

Natural Language Processing (NLP) is a
branch of artificial intelligence that enables
computers to understand and generate human-
like text. NLP encompasses sentiment analysis,
machine translation, and network log analysis
applications. Fundamental NLP techniques
include tokenization (breaking text into smaller
units), stemming, and lemmatization.

Recent advancements in NLP, such as
BERT, use Transformer architecture to capture
the bidirectional context in text, significantly
improving the performance of NLP tasks. These
models have been successfully applied in various
domains, including cybersecurity, to process and
analyze network logs for anomaly detection. This
research leverages NLP techniques to process
network logs, converting them into vector
representations, and employs Transformer
models to detect web application attacks with
greater accuracy.Kemajuan terbaru dalam NLP,
seperti  BERT, menggunakan  arsitektur
transformer untuk menangkap konteks dari
kedua arah dalam teks, meningkatkan kinerja
tugas-tugas NLP. Model-model ini telah berhasil

Volume XX, Issue XX, Month 20XX

diterapkan dalam berbagai domain, termasuk
keamanan siber, untuk memproses dan
menganalisis log jaringan guna deteksi anomali.
Penelitian ini memanfaatkan teknik NLP untuk
memproses log jaringan, mengonversinya
menjadi representasi vektor, dan menggunakan
model transformer untuk mendeteksi serangan
aplikasi web dengan lebih akurat.

integration of Transformer models with NLP

This study proposes the integration of
Transformer models with NLP techniques to
detect attacks on web applications through a
Network NIDS. The proposed model in this
research is illustrated in Figure 2.

Figure 2. Arsitektur Instrusion Detection

Based on Figure 2, the steps for
intrusion detection are further detailed in
Algorithm 1. The initial stage involves initializing
parameters for the Transformer and the
DistiBERT tokenizer. The NLP preprocessing
phase includes case folding, tokenization,
stemming, and normalization to ensure that the
text data is consistent and formatted
adequately for analysis. The DistiiBERT
tokenizer then converts the preprocessed text
into appropriate tokens. The following
equations are used in the process: Equation (5)
for converting logs, including URLs, into
lowercase (case folding). Equation (6) for
tokenization. Equation (7) for stemming.
Equation (8) for normalization

lower (T) = map(Ax:x - lowercase(x) (5)

Tokend = Tokenize(T, delimiter) (6)
Stem = StemmingAlgoritm(T) (7)
text — normalized text (8)

Next, the tokenized data is converted
into tensors, enabling processing by the
Transformer model. The training phase of the
Transformer model involves several critical
steps, including Multi-Head Attention to capture
various aspects of relationships between
words, Add & Norm for normalization and
residual addition, and Feed Forward layers for
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further data transformation. After training, the
model's performance is evaluated using metrics
such as accuracy, recall, F1 score, and AUC to
assess its effectiveness in detecting intrusions.

oUtPUt pesiquar = input + Sublayer (input)(9)

OULPUL gy = ZHEIBEL y 4 g (10)

Algorithm 1: Transformer NLP Integration

Input: Input: Dataset D={(xi,yi)}
Output: Final model intrusion detection

1. Initialization:

e Parameters for the Transformer
and DistiBERT tokenizer are
initialized.

2. NLP Preprocessing:
e Case Folding
e  Tokenization
e  Steaming
. Normalization
3. Tokenization

e The DistiiBERT Tokenizer is used
to convert text into appropriate
tokens:

4. Conversion to Tensors
e The tokenized data is converted
into tensors that the Transformer
model can process
5. Train Transformer

e The Transformer model is

trained with the processed data

a. Multi-Head Attention: use
equation (1)

b. Add & Norm: Normalization
and residual addition. Use
equations (9) and (10)

c. Feed Forward. Use
equation (11)

6. Model Evaluation

e The model has evaluated the
use of equations (12), (13, (14),
(15), (16).

7. Final Model

e The final model is returned for

intrusion detection

(Pr), F1 Score (F1), and Area Under the Curve
(AUC)[21]. These parameters provide a
comprehensive assessment of the model's
effectiveness and reliability in classification.
The formulas for each parameter are given in
equations (12), (13), (14), (15), and (16)[11].
Table 1 illustrates the prediction of target
labels. The next step involves reporting the
model's performance using the Receiver
Operating Characteristic (ROC) curve to
assess the intrusion detection model.

TP+TN
Accuracy = m (1 2)
Precision = L (13)
TP+TF
Recall = L (14)
TP+TN
F1 Score = 2 xPre'ci'sionxrecall (15)
precision+recall
AUC = [/ TPR(FPR)d (FPR) (16)
Table1. Confusion Matrix
True Normal True
Anomalous
Predict TP FP
Normal
Predict TN TN
Anomalous

Evaluation

The next step in this research is to evaluate
the performance of the developed intrusion
detection model. The objective of this
performance testing is to determine the extent
to which the model is suitable for practical use.
Several evaluation parameters are utilized,
including Accuracy (Ac), Recall (Re), Precision

Statistical Validation

In this study, statistical validation is
performed using the Friedman Test and the
Paired T-test. The Friedman Test, a non-
parametric test, is used to compare the
performance of multiple classification models
on the same dataset[22]. This test examines the
null hypothesis that there is no significant
difference in the performance of these models.
If the Friedman Test results indicate a
significant difference, further analysis is
conducted using the Paired T-test to identify
which pairs of models have significantly
different performances. The combination of
these two tests provides comprehensive
validation, ensuring that the developed model is
not only statistically superior but also has
practical significance in its application[20].

RESULT AND DISCUSSION

The application of the proposed
Transformer-NLP method demonstrates that the
Transformer  model  effectively  captures
contextual relationships in network logs to detect
web application attacks through intrusion
detection.
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Data Processing
At this stage, data cleaning was
performed, where three records with missing
data were removed, reducing the dataset from
61,065 to 61,062 records. The following process
involved reducing the number of variables from
17 to 2, which were relevant to the context of the
research. Table 1 shows the dataset after data
preprocessing. Table 3 defines the target or label
for classification, where 0 represents normal, and
1 represents anomalous.
Table 3. Pre-processing Result Dataset
URL Label
1 <s> http d 0
localhost :
8080 / tienda 1 /
publico
/ vaciar . jsp ? b 2
=vac
iar + carr ito http /
1.1</s>
2 http://localhost:80 0
80/
?0penServer
HTTP/1.1
610 http://localhost:80 1
62  80/tiendal/miemb
ros.Inc HTTP/1.1

Pembentukan Representasi Teks
In this stage, processing is conducted
using NLP techniques, including tokenizing,
case folding, stemming, and stop word
normalization. First, tokenizing: The results of
tokenization demonstrate how URLs are broken
down into smaller parts that the transformer
model can process. This process involves
adding unique tokens, handling special
characters and symbols, and sub-word
tokenization to address words not present in the
model's overall vocabulary. Table 4 provides a
clear overview of how raw data is transformed
into a format suitable for NLP modelling.
Table 4. Tokenization Results
Input Proses

http://localhost:8080/ <s> http A

tienda1 localhost : 8080 /

/publico/vaciar.jsp? tienda 1 / publico /

B2=Vaciar+carrito vaciar . jsp?B 2=

HTTP/1.1 Vac iar + carr ito

HTTP /1.1 </s>

Next, all characters in the URL are
converted to lowercase before tokenization
using case folding. Table 5 shows the results of
tokenization, demonstrating that all elements in
the URL have been converted to lowercase and
broken down into smaller tokens. This helps

ensure consistency in text processing and
makes the model more robust against
variations in capitalization.
Table 5. Case Folding Results
Input Proses Output Proses
<s> http :// localhost : <s> http Al
8080 / tienda 1 / publico localhost : 8080 /
/ vaciar . jsp ? B2 =Vac tienda 1/ publico /
iar + carrito HTTP /1.1 vaciar.jsp?b 2=
</s> vac iar + carr ito
http /1.1 </s>

The steaming process does not
significantly alter the text in this case because
most tokens are part of URLs or symbols.
However, words like "vaciar" and "carr" will be
processed if there are suffixes that can be
removed. Table 6 presents the final results,
showing that tokenization and stemming have
been applied, although minimal changes
occurred due to the specific characteristics of
the input text (URLs and symbols).

Table 6. Stemming Results
Input Proses Output Proses
<s> http :// localhost : <s> http Al
8080 / tienda 1 / publico localhost : 8080 /
[ vaciar . jsp ? b 2 =vac tienda 1/ publico/
iar + carr ito http /1 . 1 vaciar.jsp?b2=
</s> vac iar + carr ito
http /1.1 </s>

The Stop Word stage is not performed
because most tokens are part of URLs.
Normalization at this stage involves processing
the text, including converting it to lowercase,
removing punctuation, and removing numbers.
Converting to Lowercase: All letters are
converted to lowercase to ensure consistency, so
"HTTP" land "http" are treated the same.
Removing Punctuation: All punctuation marks,
such as periods, slashes, and question marks,
are removed from the text.

Table 7. Normalization Results
Input Proses Output Proses
<s> http :// localhost : <s> http Al
8080 / tienda 1 / publico localhost : 8080 /
/ vaciar . jsp ? b 2 = vac tienda 1/ publico/
iar + carr ito http /1 . 1 vaciar.jsp?b2=
</s> vac iar + carr ito
http /1.1 </s>

Model Implementation

In this study, the implementation of the
Transformer model with the integration of Natural
Language Processing (NLP) for network
intrusion detection is conducted through several
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key stages. The first stage is data processing,
which includes normalization, batch processing,
and splitting the data into training and testing sets
with ratios of 70/30, 80/20, and 90/10. In the NLP
processing, steps such as case folding, text
normalization, tokenization, and stemming are
performed to ensure the text is in a consistent
format. Tokenization uses the DistiBERT
Tokenizer to convert the text into tokens that the
Transformer model can process.

As shown in Figure 2, the architecture for
network intrusion detection with Transformer and
NLP integration is implemented according to
Algorithm 1. In the model training stage,
DistilBERT, initialized with default parameters, is
used to handle the Multi-Head Attention, Add &
Norm, and Feed Forward layers. The model is
trained using the Adam optimizer with a learning
rate of 2e-5 and the Cross-Entropy loss function.
Training is conducted over three epochs with a
batch size of 8. Model evaluation is performed by
measuring metrics such as accuracy, recall, F1
score, and ROC-AUC to ensure the model's
performance in detecting network intrusion
categories  classified as "Normal" and
"Anomalous." Evaluation results indicate that the
integration of the Transformer model and NLP is
effective in detecting web application attacks and
significantly contributes to the improvement of
the network intrusion detection system's
accuracy. The parameters of the Transformer
model integrated with NLP are shown in Table 8.

Table 8. Parameter Model

Parameter Value
Input Shape Input_dim
NLP Pre- Case Folding,

Normalization,
Tokenization,

preprocessing

Evaluation

The implemented model is then
evaluated to test its performance. This model is
tested and compared with algorithms such as
Deep Neural Network (DNN), Random Forest
(RF), Decision Tree (DT), Support Vector
Machine (SVM), k-Nearest Neighbor (KNN),
XGBoost, and Naive Bayes (NB). The evaluation
uses equations (12), (14), (15), and (16). The
results are shown in Tables 9, 10, and 11.
Subsequently, the model's performance is tested
using the ROC curves, which are displayed in
Figures 3, 4, and 5.

Table 9. Evaluation Using 80-20 Training Split

“Algorithm _ A.  R. _ F4 AUC
DNN 076 078 074 083
RF 083 098 082 0.92
DT 082 093 080 0.88
SVM 080 089 072 0.82
KNN 081 094 080 0.0
XGBoost ~ 0.83 096 082 093
NB 063 033 042 059

Trans+tNLP 0.85 0.95 0.83 0.94

Table 10. Evaluation Using 70-30 Training Split
Algorithm A Re F4 AUC

DNN 0.79 0.78 0.74 0.83
RF 0.83 098 0.82 0.88
DT 0.82 093 0.80 0.88
SVM 0.73 089 0.72 0.82
KNN 0.81 094 0.72 0.90
XGBoost 0.83 096 0.82 0.93
NB 0.64 033 0.42 0.59

Trans+NLP 0.85 0.95 0.83 0.94

Stemming
Tokenization DistiiBERT Tokenizer
Multi-Head Num_heads=8,
Attention dim_model=512
Add & Norm Layer Normalization

Feed Forward
Linear Layer
Softmax Layer
Optimizer

Loss Function
Training Parameter

Evaluation Matrix

Dense (2048,
Activation="ReLU’
Dense (256,
activation="softmax’
Dense(num_classes,
activation="softmax’
AdamW
(learning_rate=2e-5)
Cross-Entropy Loss

Epoch=3, Batch
Size=8

Accuracy, Recall, F1
Score, AUC

Table 11. Evaluation Using 90-10 Training Split
Algorithm  A. Re Fi AUC

DNN 0.77 052 0.65 0.85
RF 0.83 099 0.83 0.93
DT 0.83 094 0.82 0.90
SVM 0.72 086 0.72 0.84
KNN 0.80 0.87 0.78 0.89
XGBoost 0.83 094 0.82 0.92
NB 0.63 0.30 0.40 0.85

Trans+NLP 0.85 0.95 0.84 0.94
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Figure 5. ROC Untuk Model 70-30

Statical Validation

To test the reliability of the built model,
we conducted evaluations using the Friedman
test and t-test to compare its performance with
other models[22]. We designated the proposed
model as the control method in this experiment,
and the significance level a for the statistical tests
was set at 0.05. Generally, a smaller p-value
indicates a significant difference between
comparison methods. The results of the
Friedman test and t-test are shown in Table 12.
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Table 12. Friedman Test and T-test Results
DN DT XB NB SV K R

N M N F

N

Fried 0.0 00 00 21 00 0.0
man 009 05 19 59 001 06

T- 87 53 37 40. 13. 5.2
Test 05 5 65 785 19 44

©woNA~OO

Parameter Sensivitas

In this section, we examine the impact of
the hyperparameter, denoted by A, on the
proposed detection model. This analysis aims to
understand how variations in A influence the
model's performance and effectiveness. The
study involves adjusting the A values and
observing changes in key performance metrics,
such as accuracy, recall, F1 score, and ROC-
AUC. The results of this hyperparameter tuning
are presented in Table 13, illustrating the
relationship between different A values and the
corresponding performance metrics. This
detailed evaluation helps in identifying the
optimal A setting for achieving the best detection
results.

Table 13. Impact of Hyperparameter A on Model
Performance
A Ac R F1 Auc
1e-05 0.856 0.944 0.843 0.948
2e-05 0.852 0.944 0.840 0.950
3e-05 0.851 0.906 0.841 0.946
5e-05 0.849 0.952 0.838 0.946

Based on Table 13, although the AUC
value remains the same (0.95) for several
learning rate values, other metrics such as
Accuracy, Recall, and F1 Score vary. The model
with a learning rate of 2e-05 shows the highest
AUC of 0.9505, indicating slightly better
performance compared to other learning rates.
Models with learning rates of 1e-05 and 3e-05
exhibit nearly the same AUC values (around
0.9490) but with variations in Accuracy and
Recall. The ROC curve, illustrating sensitivity, is
shown in Figure 6.
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Figure 6. ROC Curve for Sensitivity Analysis of
Parameters

Result dan Analysis

This study demonstrates that integrating
the Transformer model with NLP techniques
significantly enhances the performance of NIDS
for web applications. Initially, the CSIC 2010
dataset used in this study was processed through
various pre-processing steps such as
tokenization, stemming, lemmatization, and
normalization to ensure data consistency. Text
representation was carried out using techniques
like Word2Vec, BERT, and TF-IDF, enabling the
Transformer model to capture contextual
relationships in network log data.

The model's performance evaluation
showed superior results compared to traditional
algorithms like Deep Neural Network (DNN),
Random Forest (RF), Decision Tree (DT),
Support Vector Machine (SVM), k-nearest
Neighbor (KNN), XGBoost, and Naive Bayes
(NB). The testing was conducted with fraining
and testing data splits 0f 80/20; 70/30, and'90/10
ratios. The Transformer-NLP model achieved
higher accuracy, recall, F1 score, and AUC, with
the best AUC value of 0.9505 at a learning rate
of 2e-05. The ROC curve also demonstrated the
superior performance of this model in detecting
network intrusions compared to other models.

Statistical  validation through the
Friedman test and t-test confirmed the reliability
and practical significance of the proposed model.
Hyperparameter sensitivity analysis showed that
variations in the A value affected the model's
performance, with a learning rate of 2e-05
providing the best results. Overall, the proposed
Transformer-NLP model not only significantly
reduces false positives but also enhances the
overall security of web applications, making it a

Volume XX, Issue XX, Month 20XX

more adaptive @ndlintelligent solutions inithe'face
of increasingly sophisticated cyber threats.

CONCLUSION

This study successfully demonstrates
that integrating the Transformer model with NLP
techniques can significantly enhance the
performance of NIDS for web applications. The
proposed model effectively captures contextual
relationships in network log data, enabling more
accurate and adaptive detection of web
application attacks. Evaluation results show that
the Transformer-NLP model achieves higher
accuracy, recall, F1 score, and AUC compared to
traditional algorithms such as DNN, RF, DT,
SVM, KNN, XGBoost, and NB. Statistical
validation through the Friedman test and t-test
confirms the robustness and practical
significance of this model. With these promising
results, the Transformer-NLP model can be
considered a more adaptive and intelligent
solution in facing increasingly complex and
sophisticated cyber threats.

Despite the significant findings, there are
several limitations to consider. First, the use of
the relatively limited CSIC 2010 dataset may not
reflect the broader and more recent variations in
web application attacks. Second, while the
Transformer-NLP ~ model shows  superior
performance, its computational complexity and
high resource requirements could pose
challenges for practical implementation in
production environments. Third, the study does
not examine the potential impact of overfitting
that might occur due to the use of a model with
complex parameters on a limited dataset. Lastly,
this research focuses on web application attacks,
so generalizing to other types of network attacks
requires further investigation. Therefore, while
the model shows great potential, its practical
application requires further consideration
regarding scale, performance, and
generalization.
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Abstract

The increasing complexity and frequency of web application attacks demand more advanced detection
methods than traditional network intrusion detection systems (NIDS), which rely heavily on predefined
signatures and rules, limiting their effectiveness against novel threats. This study proposes a novel
approach by integrating Transformer models with Natural Language Processing (NLP) techniques to
develop an adaptive and intelligent intrusion detection framework. Leveraging the Transformer's capacity
to capture long-term dependencies and NLP's ability to process contextual information, the model
effectively addresses the dynamic and diverse nature of web application traffic. Using the CSIC 2010
dataset, this study applied comprehensive preprocessing, including tokenization, stemming, lemmatization,
and normalization, followed by text representation techniques such as Word2Vec, BERT, and TF-IDF. The
Transformer-NLP architecture significantly improved detection performance, achieving 85% accuracy, 95%
precision, 83% recall, 84% F1 score, and an AUC of 0.95. Friedman and t-test validations confirmed the
robustness and practical significance of the model. Despite these promising results, challenges related to
computational complexity, dataset scope, and generalizability to broader network attacks remain. Future
research should focus on expanding the dataset, optimizing the model, and exploring broader cybersecurity
applications. This study demonstrates a significant advancement in detecting complex web application
attacks, reducing false positives, and improving overall security, offering a viable solution to growing
cybersecurity challenges.
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INTRODUCTION specifically tailored to web applications.

g'r—.| turnitin

The security of web applications has
become a paramount concern in the current
digital era, especially with the rise of attacks
targeting vulnerabilities in web applications[1].
As technology advances and the number of
internet users increases, web applications are
increasingly susceptible to various types of
attacks, such as SQL injection, Cross-Site
Scripting (XSS), and Denial of Service (DoS)
attacks. These attacks threaten the integrity,
confidentiality, and availability of data and web
services, and their frequency and complexity
continue to escalate[2].

Web applications are often the first point
of entry for attackers, exploiting vulnerabilities
like SQL injection and Cross-Site Scripting
(XSS) to gain unauthorized access or inject
malicious scripts. These vulnerabilities highlight
the need for robust detection mechanisms

Therefore, this study focuses on detecting
attacks targeting web applications, recognizing
this as a critical aspect of maintaining overall
network security[3]. Research on network
intrusion detection systems (NIDS) has explored
various methodologies to counteract these
threats[4]. For instance, Research [5] provides a
comprehensive overview of existing detection
systems specifically designed to monitor web
traffic, comparing the capabilities of systems like
AppSensor, PHPIDS, ModSecurity, Shadow
Daemon, and AQTRONIX WebKnight. Other
studies have focused on input validation
techniques to prevent intrusions, such as the
approach detailed in Research [6], which
emphasizes input validation against web
application attacks. Additionally, Research [7]
has developed an intrusion detection model to
mitigate cyber-attacks, data breaches, and
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identity theft, aiding in effective risk
management.

Traditional approaches to network
intrusion detection rely heavily on predefined
signatures and rules, which limits their
effectiveness in detecting new or unknown
variants of attacks[8]. This rigidity necessitates
more adaptive solutions. A popular approach to
overcoming these limitations involves the use of
machine learning (ML) and artificial intelligence
(Al) to create more intelligent and flexible
intrusion detection systems [9]. Machine
learning models, such as Random Forest and
Support  Vector Machines, have been
successfully employed to detect anomalies in
network traffic[10]. Some studies have advanced
this further by combining ensemble learning with
NLP-based methods, as indicated in Research
[11], to enhance the detection models'
effectiveness. However, even these
sophisticated methods face challenges in
handling the highly dynamic and diverse data
generated by web applications. The complexity
of web application traffic stems from frequent
updates, varying user inputs, and increasingly
sophisticated attack vectors, making it difficult
for traditional models to adapt in real time[12].
For example, studies have shown that
vulnerabilities such as SQL injection and Cross-
Site Scripting (XSS) are among the most
common attack types, with SQL injection
accounting for approximately 65% of web
application attacks in 2022, according to
OWASP reports[13]. The evolving nature of
these vulnerabilities, along with their high
frequency, underscores the critical need for
more adaptive detection systems capable of
handling the sheer volume and variety of data
produced by modern web applications.

For instance, research [14] utilizing
traditional ML models demonstrated moderate
success in detecting known intrusions, but
performance degraded significantly when
applied to unknown or zero-day attacks.
Moreover, approaches based on signature
detection or anomaly detection often suffer from
high false positive rates, making them
impractical for real-world applications. To
address these challenges, this study proposes a
novel approach that integrates advanced
Transformer models with NLP techniques to
better capture the complex patterns and
contextual information inherent in web
application data[15]. While NLP techniques have
been widely adopted, the deep integration of
NLP with Transformer architectures for web
application intrusion detection is a relatively
unexplored area, offering a more nuanced
detection of web attacks. This combination

allows for the detection of complex[16], evolving
web threats that are often missed by traditional
machine-learning models.

Recent advancements in deep learning,
particularly the development of the Transformer
model by Vaswani et al., offer a promising
solution[17]. The Transformer's ability to capture
long-range dependencies in sequential data and
process this information efficiently through an
attention-based architecture provides a robust
framework for addressing the complexities of
web application data. The application of
Transformer models in network intrusion
detection presents new opportunities for
developing more adaptive and sophisticated
systems capable of identifying a wide range of
web attacks[18]. Research has shown that
Transformers are particularly effective in
analyzing patterns and anomalies within network
data, leading to improved detection rates of
complex attacks that are often missed by
conventional methods[19].

Unlike previous models that focus on
static or homogeneous data sets, the proposed
research utilizes both Transformer models and
NLP techniques to handle the diverse and ever-
evolving nature of web application data. This
approach differs significantly from existing
studies, which often rely on traditional machine
learning models or shallow integration of NLP
techniques. Our research leverages the
Transformer's ability to handle intricate patterns
within the data, providing a significant
advancement over existing methods. By
combining the strengths of NLP in text
representation and the deep learning capabilities
of Transformers, this study introduces a unique
framework that significantly enhances detection
performance, particularly for sophisticated web
attacks. While earlier studies [11][20][21]
employed NLP for enhancing feature extraction
in intrusion detection, this research integrates
these methods more deeply within a
Transformer-based architecture, representing a
novel approach to the field.

The novelty of this study lies in its dual
integration of NLP techniques and Transformer
models for web application intrusion detection,
which has not been fully explored in prior
research. This combination not only provides a
more nuanced approach to understanding the
data but also significantly enhances the model's
ability to detect sophisticated web attacks. This
research contributes to the field by presenting a
novel framework that leverages advanced NLP
and deep learning techniques to build more
resilient intrusion detection systems, potentially
reducing false positives and improving overall
security[22]. The findings from this study are

Jurnal Nasional Pendidikan Teknik Informatika : JANAPATI | 2

Z"j turn|t|n Page 6 of 16 - Integrity Submission

Submission ID  trn:oid:::3117:537908231



Submission ID  trn:oid:::3117:537908231

ISSN 2089-8673 (Print) | ISSN 2548-4265 (Online)
Volume XX, Issue XX, Month 20XX

'-.Iturniti ] Page 7 o - Integrity Submission
¢ ?J‘ < @
/,-’:;{f;‘:i f‘f A%
: LA NAPATI
:5,} ANAPATI

expected to offer valuable insights and practical
implications for future research in cybersecurity,
particularly in applying NLP and deep learning to
enhance network security.

METHOD

This study aims to develop and analyze
a network intrusion detection model based on
Transformer methods and Natural Language
Processing (NLP) techniques to enhance the
security of web applications.

Dataset

The CSIC 2010 dataset, developed by
the Spanish Research National Council, contains
61,065 records with 17 attributes, including both
normal and malicious web traffic such as SQL
injection, Cross-Site Scripting (XSS), and Path
Traversal attacks. This dataset's diversity is
crucial for training models to recognize both
attack patterns and normal behaviors in web
traffic, ensuring a robust evaluation of the
model's  ability to  handle real-world
scenarios[17]. The dataset's size is sufficient for
training deep learning models like Transformers,
which require large and diverse datasets to
capture complex relationships and generalize
well without overfitting. NLP techniques are
essential for analyzing the textual nature of web-
based attacks. Many attacks, such as SQL
injection and XSS, exploit text-based inputs
within HTTP requests, making them difficult to
detect using traditional methods. NLP allows for
deeper analysis of textual data, such as URL
parameters and HTTP headers, enabling the
model to identify subtle anomalies. The
Transformer architecture excels at capturing
long-range dependencies, making it adaptable to
both known and evolving attack patterns, which
is vital for detecting emerging threats in web
applications.
Algorithm Selection: Transformer
Architecture

In this study, we selected the
Transformer architecture due to its ability to
effectively process sequential data and capture
long-range dependencies[23], which are critical
for analyzing web application traffic. Traditional
machine learning models, such as Random
Forest and Support Vector Machines (SVM),
often struggle with the dynamic and unstructured
nature of web-based attacks, particularly when
analyzing text-based HTTP requests that can be
manipulated through attacks like SQL injection or
Cross-Site Scripting (XSS)[24]. These
conventional algorithms rely heavily on
predefined features, making them less effective
in detecting new and evolving attack patterns.

The Transformer model overcomes
these limitations by leveraging a self-attention
mechanism, allowing it to focus on the most
relevant parts of an input sequence, such as
HTTP headers, URL parameters, and textual
fields[25]. This attention mechanism enables the
model to capture long-range dependencies and
intricate relationships in the data, making it
particularly effective for identifying complex
patterns that traditional methods might miss[26].

Moreover, Transformers offer significant
computational advantages over recurrent models
like LSTMs and GRUs, especially in large-scale
datasets[27]. Their ability to process data in
parallel allows for more efficient training on large-
scale datasets, such as the CSIC 2010 dataset,
without sacrificing accuracy. This makes
Transformers not only faster but also more
scalable for real-world applications that involve
large and diverse data.

In addition, the integration of NLP techniques
with the Transformer model enhances its ability
to extract meaningful features from web traffic
data[28]. Techniques such as Word2Vec, BERT,
and TF-IDF enable the model to better
understand textual data and context[29],
facilitating more accurate detection of web
application attacks that exploit text-based inputs.

Network Intrusion Detection

Network Intrusion Detection Systems
(NIDS) are crucial for identifying and mitigating
security threats to web applications. Traditional
NIDS relies on signature-based and anomaly-
based methods. Signature-based systems are
adequate for known threats but struggle to detect
new attacks, while anomaly-based systems can
identify unknown attacks but often have high
false favorable rates[30]. Advances in machine
learning (ML) and deep learning (DL) have
enhanced NIDS capabilities, with convolutional
neural networks (CNN) and recurrent neural
networks (RNN) demonstrating improved
accuracy[31]. However, these models often fail to
capture network logs' temporal and contextual
dependencies, which is essential for detecting
sophisticated web application attacks.
Transformer models and Natural Language
Processing (NLP) techniques have been
introduced to address this. Transformers excel in
capturing long-term dependencies  and
contextual relationships in sequential data[18],
while NLP enables effective preprocessing and
representation of network logs[11]. This study
develops a more robust NIDS for detecting web
application attacks by combining Transformer
models and NLP, aiming to reduce false positives
and improve detection accuracy.
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model that has revolutionized the landscape of
natural language processing (NLP) and various
other applications. As introduced in "Attention
is All You Need," the Transformer relies on the
self-attention mechanism to capture
relationships between elements in sequential
data[17]. The self-attention mechanism allows
the model to efficiently consider the entire input
context  without processing the data
sequentially, unlike traditional approaches such
as RNNs and LSTM[32]. The core formula in
self-attention is shown in equation (1):

. - sof kT 1
Attention(Q, K, V) = softmax (\/ﬁ WV (1)

The Transformer model consists of
multiple encoders and decoders, with each
encoder layer comprising a self-attention
mechanism and a feed-forward neural
network[33]. The encoder generates contextual
representations of the input, which are then used
by the decoder to produce the output. This
approach enables the Transformer to capture
long-term dependencies and complex
relationships within the data[34].

Transformers have demonstrated their
superiority in various NLP tasks, including
machine translation, text classification, and
language modeling, outperforming previous
approaches[17]. Their application in network
intrusion detection leverages Transformers and
NLP techniques to preprocess network logs and
detect attack patterns with high efficiency and
improved accuracy. This study will implement the
Transformer model to enhance the detection
capabilities of web application attacks, utilizing
the power of self-attention to capture complex
relationships in network data.

Natural Language Processing

Natural Language Processing (NLP) is a
branch of artificial intelligence that enables
computers to understand and generate human-
like text. NLP encompasses sentiment analysis,
machine translation, and network log analysis
applications. Fundamental NLP techniques
include tokenization (breaking text into smaller
units), stemming, and lemmatization.

Recent advancements in NLP, such as
BERT, use Transformer architecture to capture
the bidirectional context in text, significantly
improving the performance of NLP tasks. These
models have been successfully applied in various
domains, including cybersecurity, to process and
analyze network logs for anomaly detection. This
research leverages NLP techniques to process

models to detect web application attacks with
greater accuracy. Recent advancements in NLP,
such as BERT, utilize transformer architecture to
capture bidirectional context in text, thereby
enhancing the performance of NLP tasks. These
models have been successfully applied across
various domains, including cybersecurity, to
process and analyze network logs for anomaly
detection. This study leverages NLP techniques
to process network logs, converting them into
vector representations, and employs transformer
models to more accurately detect web application
attacks.

integration of Transformer models with NLP

This study proposes the integration of
Transformer models with NLP techniques to
detect attacks on web applications through a
Network NIDS. The proposed model in this
research is illustrated in Figure 1.

Dataset CSIC

Case Folding
Tokenizing
Steaming
Normalizatio

Prediction and
modeling

Figure 1. Arsitektur Instrusion Detection

Based on Figure 1, the steps for
intrusion detection are further detailed in
Algorithm 1. The initial stage involves initializing
parameters for the Transformer and the
DistiBERT tokenizer. The NLP preprocessing
phase includes case folding, tokenization,
stemming, and normalization to ensure that the
text data is consistent and formatted
adequately for analysis. The DistiiBERT
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tokenizer then converts the preprocessed text
into appropriate tokens. The following
equations are used in the process: Equation (5)
for converting logs, including URLs, into
lowercase (case folding). Equation (6) for
tokenization. Equation (7) for stemming.
Equation (8) for normalization

lower (T) = map(Az:x — lowercase(x) (5)

Tokend = Tokenize (T, delimiter) (6)
Stem = StemmingAlgoritm(T) (7)
text — normalized text (8)

Next, the tokenized data is converted
into tensors, enabling processing by the
Transformer model. The training phase of the
Transformer model involves several critical
steps, including Multi-Head Attention to capture
various aspects of relationships between
words, Add & Norm for normalization and
residual addition, and Feed Forward layers for
further data transformation. After training, the
model's performance is evaluated using metrics
such as accuracy, recall, F1 score, and AUC to
assess its effectiveness in detecting intrusions.

oUtPUt resiguar = input + Sublayer (input)(9)
outpulyorm = w-y +B (10)

Algorithm 1: Transformer NLP Integration
Input: Input: Dataset D={(xi,yi)}
Output: Final model intrusion detection

1. Initialization:

e Parameters for the Transformer
and DistiIBERT tokenizer are
initialized.

2. NLP Preprocessing:
e Case Folding
e  Tokenization
e  Steaming
. Normalization
3. Tokenization

e The DistiiBERT Tokenizer is used
to convert text into appropriate
tokens:

4. Conversion to Tensors
e The tokenized data is converted
into tensors that the Transformer
model can process
5. Train Transformer

e The Transformer model is

trained with the processed data

a. Multi-Head Attention: use
equation (1)
b. Add & Norm: Normalization
and residual addition. Use
equations (9) and (10)
c. Feed Forward. Use
equation (11)
6. Model Evaluation
e The model has evaluated the
use of equations (12), (13, (14),
(15), (16).
7. Final Model
e The final model is returned for
intrusion detection

Evaluation

The next step in this research is to evaluate
the performance of the developed intrusion
detection model. The objective of this
performance testing is to determine the extent
to which the model is suitable for practical use.
Several evaluation parameters are utilized,
including Accuracy (Ac), Recall (Re), Precision
(Pr), F1 Score (F1), and Area Under the Curve
(AUC)[21][35]. These parameters provide a
comprehensive assessment of the model's
effectiveness and reliability in classification.
The formulas for each parameter are given in
equations (12), (13), (14), (15), and (16)[18].
Table 1 illustrates the prediction of target
labels. The next step involves reporting the
model's performance using the Receiver
Operating Characteristic (ROC) curve to
assess the intrusion detection model.

TP+TN

Accuracy = TP+FP+TN+PN (12)
Precision = —— (13)
TP+TF
Recall = L (14)
TP+TN
F1 Score = 2 xPre'ci'sionxrecall (15)
precision+rec
AUC = [ TPR(FPR)d (FPR) (16)
Table1. Confusion Matrix
True Normal True
Anomalous
Predict TP FP
Normal
Predict TN TN
Anomalous

Statistical Validation
In this study, statistical validation is
performed using the Friedman Test and the
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Paired T-test. The Friedman Test, a non-
parametric test, is used to compare the
performance of multiple classification models
on the same dataset[36]. This test examines the
null hypothesis that there is no significant
difference in the performance of these models.
If the Friedman Test results indicate a
significant difference, further analysis is
conducted using the Paired T-test to identify
which pairs of models have significantly
different performances[37]. The combination of
these two tests provides comprehensive
validation, ensuring that the developed model is
not only statistically superior but also has
practical significance in its application[34].

RESULT AND DISCUSSION

The application of the proposed
Transformer-NLP method demonstrates that the
Transformer model  effectively  captures
contextual relationships in network logs to detect
web application attacks through intrusion
detection.

Data Processing
At this stage, data cleaning was
performed, where three records with missing
data were removed, reducing the dataset from
61,065 to 61,062 records. The following process
involved reducing the number of variables from
17 to 2, which were relevant to the context of the
research. Table 1 shows the dataset after data
preprocessing. Table 2 defines the target or label
for classification, where 0 represents normal, and
1 represents anomalous.
Table 2. Pre-processing Result Dataset
URL Label
1 <s> http d 0
localhost :
8080 / tienda 1 /
publico
/ vaciar . jsp ? b 2
=vac
iar + carr ito http /
1.1</s>
2 http://localhost:80 0
80/
?0penServer
HTTP/1.1
610 http://localhost:80 1
62  80/tiendal/miemb
ros.Inc HTTP/1.1

Text Representation Formation

In this stage, processing is conducted
using NLP techniques, including tokenizing,
case folding, stemming, and stop word
normalization. First, tokenizing: The results of
tokenization demonstrate how URLs are broken

down into smaller parts that the transformer
model can process. This process involves
adding unique tokens, handling special
characters and symbols, and sub-word
tokenization to address words not present in the
model's overall vocabulary. Table 3 provides a
clear overview of how raw data is transformed
into a format suitable for NLP modelling.
Table 3. Tokenization Results
Input Process Output Process
http://localhost:8080/ <s> http Al
tienda1 localhost : 8080 /
/publico/vaciar.jsp? tienda 1 / publico /
B2=Vaciar+carrito vaciar . jsp?B 2=
HTTP/1.1 Vac iar + carr ito
HTTP/1.1</s>

Next, all characters in the URL are
converted to lowercase before tokenization
using case folding. Table 4 shows the results of
tokenization, demonstrating that all elements in
the URL have been converted to lowercase and
broken down into smaller tokens. This helps
ensure consistency in text processing and
makes the model more robust against
variations in capitalization.

Table 4. Case Folding Results

Input Process Output Process

<s> http :// localhost : <s> http A

8080 / tienda 1 / publico localhost : 8080 /

/ vaciar . jsp ? B2 =Vac tienda 1 / publico /

iar + carrito HTTP /1.1 vaciar.jsp?b 2=

</s> vac iar + carr ito
http /1.1 </s>

The steaming process does not
significantly alter the text in this case because
most tokens are part of URLs or symbols.
However, words like "vaciar" and "carr" will be
processed if there are suffixes that can be
removed. Table 5 presents the final results,
showing that tokenization and stemming have
been applied, although minimal changes
occurred due to the specific characteristics of
the input text (URLs and symbols).

Table 5. Stemming Results
Input Process Output Process
<s> http :// localhost : <s> http Al
8080 / tienda 1 / publico localhost : 8080 /
/ vaciar . jsp ? b 2 = vac tienda 1/ publico/
iar + carrito http /1 . 1 vaciar.jsp?b2=
</s> vac iar + carr ito
http /1.1 </s>

The stop word removal stage is omitted
since most tokens are part of URLs. The
normalization process at this stage includes
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Punctuation marks, such as periods, slashes,
and question marks, are removed to streamline
the text. Table 6 presents the results of applying
these normalization steps to the sample input.

Table 6. Normalization Results
Input Process Output Process
<s> http :/ localhost : <s> http Al
8080 / tienda 1 / publico localhost : 8080 /
/ vaciar . jsp ? b 2 = vac tienda 1/ publico/
iar + carrito http /1 . 1 vaciar.jsp?b2=
</s> vac iar + carr ito
http/ 1.1 </s>

Model Implementation

In this study, the implementation of the
Transformer model with the integration of Natural
Language Processing (NLP) for network
intrusion detection is conducted through several
key stages. The first stage is data processing,
which includes normalization, batch processing,
and splitting the data into training and testing sets
with ratios of 70/30, 80/20, and 90/10. In the NLP
processing, steps such as case folding, text
normalization, tokenization, and stemming are
performed to ensure the text is in a consistent
format. Tokenization uses the DistiBERT
Tokenizer to convert the text into tokens that the
Transformer model can process.

As shown in Figure 1, the architecture for
network intrusion detection with Transformer and
NLP integration is implemented according to
Algorithm 1. In the model training stage,
DistilBERT, initialized with default parameters, is
used to handle the Multi-Head Attention, Add &
Norm, and Feed Forward layers. The model is
trained using the Adam optimizer with a learning
rate of 2e-5 and the Cross-Entropy loss function.
Training is conducted over three epochs with a
batch size of 8. Model evaluation is performed by
measuring metrics such as accuracy, recall, F1
score, and ROC-AUC to ensure the model's
performance in detecting network intrusion
categories classified as "Normal" and
"Anomalous." Evaluation results indicate that the
integration of the Transformer model and NLP is
effective in detecting web application attacks and
significantly contributes to the improvement of
the network intrusion detection system's
accuracy. The parameters of the Transformer
model integrated with NLP are shown in Table 7.

Table 7. Parameter Model
Parameter Value
Input Shape Input_dim

Tokenization DistiBERT Tokenizer

Multi-Head Num_heads=8,

Attention dim_model=512

Add & Norm Layer Normalization

Feed Forward Dense (2048,
Activation="ReLU’

Linear Layer Dense (256,

activation="softmax’
Dense(num_classes,
activation="softmax’
AdamW
(learning_rate=2e-5)
Cross-Entropy Loss

Softmax Layer
Optimizer

Loss Function

Training Parameter Epoch=3, Batch
Size=8

Evaluation Matrix Accuracy, Recall, F1
Score, AUC

Evaluation

The implemented model is then
evaluated to test its performance. This model is
tested and compared with algorithms such as
Deep Neural Network (DNN), Random Forest
(RF), Decision Tree (DT), Support Vector
Machine (SVM), k-Nearest Neighbor (KNN),
XGBoost, and Naive Bayes (NB). The evaluation
uses equations (12), (14), (15), and (16). The
results are shown in Tables 8, 9, and 10.
Subsequently, the model's performance is tested
using the ROC curves, which are displayed in
Figures 2, 3, and 4.

Table 8. Evaluation Using 80-20 Training Split

“Algorithm _ A.  R. __ Fq AUC
DNN 076 078 074 083
RF 083 098 082 0.92
DT 082 093 080 0.88
SVM 080 089 072 0.82
KNN 081 094 080 0.90
XGBoost ~ 0.83 0.96 082 093
NB 063 033 042 059

Trans+tNLP 0.85 0.95 0.83 0.94

Table 9. Evaluation Using 70-30 Training Split
Algorithm  A. Re Fi AUC

DNN 0.79 0.78 0.74 0.83
RF 0.83 098 0.82 0.88
DT 0.82 093 0.80 0.88
SVM 0.73 089 0.72 0.82
KNN 0.81 094 0.72 0.90
XGBoost 0.83 096 0.82 0.93
NB 0.64 033 0.42 0.59

Trans+NLP 0.85 0.95 0.83 0.94
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Table 10. Evaluation Using 90-10 Training Split
Algorithm A Re F4 AUC

DNN 0.77 052 065 0.85
RF 0.83 099 0.83 0.93
DT 0.83 094 0.82 0.90
SVM 0.72 086 0.72 0.84
KNN 0.80 0.87 0.78 0.89
XGBoost 0.83 094 0.82 0.92
NB 0.63 0.30 040 0.85

Trans+NLP 085 0.95 0.84 0.94

Receiver Operating Characteristic

A Random Forest (AUC = 0.93)
Decision Tree (AUC = 0.91)
— XGBoost (AUC = 0.93)
—— Naive Bayes (AUC = 0.58)
—— SVM (AUC = 0.84)
= KNN (AUC = 0.90)
DNN (AUC = 0.86)
= DistilBERT (AUC = 0.95)

True Positive Rate

0.0 0.2 0.4 0.6 0.8 10
False Positive Rate

Figure 2. ROC for 90-10 Model
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Figure 3. ROC for 80-20 Model
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Figure 4. ROC for the 70-30 Model

Statical Validation
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To test the reliability of the built model,
we conducted evaluations using the Friedman
test and t-test to compare its performance with
other models[36]. We designated the proposed
model as the control method in this experiment,
and the significance level a for the statistical tests
was set at 0.05. Generally, a smaller p-value
indicates a significant difference between
comparison methods. The results of the
Friedman test and t-test are shown in Table 11.

Table 11. Friedman Test and T-test Results

DN DT XB NB SV K R
N M N F
N

Fried 0.0 00 00 21 0.0 0.0
man 009 05 19 59 001 06

T- 87 53 37 40. 13. 5.2
Test 05 5 65 785 19 44

woNhA~OO

Parameter Sensivitas

In this section, we examine the impact of
the hyperparameter, denoted by A, on the
proposed detection model. This analysis aims to
understand how variations in A influence the
model's performance and effectiveness. The
study involves adjusting the A values and
observing changes in key performance metrics,
such as accuracy, recall, F1 score, and ROC-
AUC. The results of this hyperparameter tuning
are presented in Table 12, illustrating the
relationship between different A values and the
corresponding performance metrics. This
detailed evaluation helps in identifying the
optimal A setting for achieving the best detection
results.

Table 12. Impact of Hyperparameter A on Model

Performance
A Ac Rc F1 AUC
1e-05 0.856 0.944 0.843 0.948

2e-05 0.852 0.944 0.840 0.950
3e-05 0.851 0.906 0.841 0.946
5e-05 0.849 0.952 0.838 0.946

Based on Table 12, although the AUC
value remains the same (0.95) for several
learning rate values, other metrics such as
Accuracy, Recall, and F1 Score vary. The model
with a learning rate of 2e-05 shows the highest
AUC of 0.9505, indicating slightly better
performance compared to other learning rates.
Models with learning rates of 1e-05 and 3e-05
exhibit nearly the same AUC values (around
0.9490) but with variations in Accuracy and
Recall. The ROC curve, illustrating sensitivity, is
shown in Figure 5.
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Receiver Operating Characteristic for Different Learning Rates
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Figure 5. ROC Curve for Sensitivity Analysis of
Parameters

Discussion

This study demonstrates that integrating
the Transformer model with NLP techniques
significantly enhances the performance of NIDS
for web applications. The use of the Transformer
model, with its self-attention mechanism, allows
for capturing complex dependencies in
sequential data, such as HTTP requests, which
is crucial for detecting intricate attack patterns
within dynamic and diverse web traffic. The CSIC
2010 dataset used in this study was processed
through several pre-processing steps, including
tokenization, stemming, lemmatization, and
normalization, to ensure data consistency. Text
representation techniques such as Word2Vec,
BERT, and TF-IDF were employed to enable the
Transformer model to effectively capture
contextual relationships in network log data.

The model's performance evaluation
demonstrated superior results compared to
traditional algorithms like Deep Neural Network
(DNN), Random Forest (RF), Decision Tree (DT),
Support Vector Machine (SVM), k-nearest
Neighbor (KNN), XGBoost, and Naive Bayes
(NB). The Transformer-NLP model achieved
higher accuracy, recall, F1 score, and AUC
across multiple training/testing data splits (80/20,
70/30, and 90/10), with the best AUC value of
0.9505 at a learning rate of 2e-05, demonstrating
its ability to adapt to different training scenarios.
The ROC curve further illustrated the model's
superior capability in distinguishing between
normal and anomalous traffic, proving more
reliable than the other models tested.

Statistical validation using the Friedman
test and t-test confirmed the reliability and
practical significance of the proposed model.
Hyperparameter sensitivity analysis indicated
that variations in the A value impacted the
model's performance, with a learning rate of 2e-
05 providing the optimal results. These findings
suggest that the proposed Transformer-NLP
model is not only effective in improving detection
accuracy but also offers a robust framework for
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reducing false positives, enhancing the overall
security posture of web applications in response
to increasingly sophisticated cyber threats.

Moreover, the model’s ability to detect
complex attack patterns in network traffic,
particularly text-based inputs such as SQL
injection and XSS attacks, significantly
contributes to enhanced protection of web
applications. By identifying and mitigating these
sophisticated attack vectors, the model
strengthens the security of web applications,
preventing unauthorized access and malicious
data manipulation. The reduction in false positive
rates also ensures the system’s efficiency and
reliability in real-world scenarios, minimizing
unnecessary alerts and enabling security teams
to focus on genuine threats. This improvement in
detection accuracy directly bolsters the resilience
of web applications against evolving attack
methods, helping to maintain data integrity,
confidentiality, and availability.

However, this study has certain
limitations. First, the CSIC 2010 dataset, while
useful for evaluating web application security,
may not fully capture the range of modern web
application attack techniques, potentially limiting
the model's applicability to newer or more varied
threats. Second, the computational demands of
both Transformer models and NLP
preprocessing may pose challenges for practical
deployment, particularly in environments with
constrained resources. Additionally, while this
study focused on optimizing performance metrics
such as accuracy and AUC, it did not extensively
address potential overfitting, which can be a
concern with complex models trained on
relatively limited datasets. Future research
should explore the use of larger, more diverse
datasets and further refine the model to balance
computational  efficiency  with  detection
capability.

CONCLUSION

This study successfully demonstrates
that integrating the Transformer model with NLP
techniques significantly enhances the
performance of NIDS for web applications. The
proposed model effectively captures contextual
relationships in network log data, allowing for
more accurate and adaptive detection of web-
based attacks. The evaluation results show that
the Transformer-NLP  model outperforms
traditional algorithms such as DNN, RF, DT,
SVM, KNN, XGBoost, and NB in terms of
accuracy, recall, F1 score, and AUC.
Additionally, the model's ability to handle the
highly dynamic and diverse nature of web traffic
represents a substantial improvement over
conventional methods, addressing a critical gap
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in current Network Intrusion Detection Systems.
Statistical validation through the Friedman test
and t-test confirms the robustness and practical
significance of the model. With these promising
results, the Transformer-NLP model offers a
more adaptive and intelligent solution to
increasingly complex and sophisticated cyber
threats.

Despite these significant findings, there
are several limitations to consider. First, the CSIC
2010 dataset may not fully capture the breadth of
modern web application attacks, potentially
limiting the model’s generalizability to newer and
more diverse threats. Second, the Transformer-
NLP model has high computational complexity
and resource requirements, which could
challenge practical deployment in production
environments. Third, the study does not
thoroughly explore the impact of overfitting,
which may be a concern given the model's
complexity and the relatively limited dataset.
Future research should investigate overfitting
mitigation  strategies, such as employing
regularization techniques or cross-validation
methods, to ensure the model's robustness in
more diverse operational settings. Lastly, this
research focuses primarily on web application
attacks, and extending the model’s application to
other types of network attacks requires further
investigation. Future work should also explore
optimizing the model’s architecture to balance
detection accuracy with computational efficiency,
making it more feasible for deployment in
resource-constrained environments
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