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ABSTRAK

Abid Muchlisien. 202010225123. 2024. Deteksi Serangan DHCP Starvation
Menggunakan Deep Packet Inspection Berdasarkan DSCP Dan Mac Address
Pada Jaringan SMK Vinama 2 Kota Bekasi. Fakultas IImu Komputer.
Universitas Bhayangkara Jakarta Raya Bekasi.

Pada zaman yang modern dan serba maju ini layanan internet sudah menjadi
kebutuhan yang sangat penting terhadap kehidupan manusia. Layanan jaringan
internet dapat bekerja berdasarkan infrastruktur jaringan komputer baik secara lokal
ataupun global. Salah satu layanan penting didalam jaringan adalah DHCP Server.
Jaringan yang diterapkan di SMK Vinama 2 Kota Bekasi tidak menerapkan firewall
yang melindungi layanan DHCP Server sehingga pernah terjadinya salah satu
serangan DDoS yaitu DHCP Starvation yang menyebabkan CPU Load pada router
server menjadi full dan habisnya ketersediaan IP Address di DHCP Server,
sehingga perlu diterapkannya model keamanan jaringan yang dapat melindungi
layanan DHCP Server. Tujuan diterapkannya model keamanan jaringan tersebut
yaitu konfigurasi Access Control List dan penerapan Deep Packet Inspection pada
firewall sehingga dapat meningkatkan keamanan di layanan DHCP Server. Untuk
menerapkan firewall tersebut peneliti menggunakan salah satu metodologi
pengembangan jaringan yaitu NDLC (Network Development Life Cycle) yang
terdiri dari tahapan — tahapan yaitu analisis, desain, simulasi, implementasi,
monitoring dan manajemen. Hasil penerapan firewall dengan Deep Packet
Inspection yaitu firewall yang telah diterapkan DPI mampu membuang packet data
DHCP Discover yang berasal dari serangan DHCP Starvation serta menurunkan
Load CPU dari 13% ke kondisi normal nya yaitu 2% dalam waktu 16 menit, paket
data yang masuk saat serangan mampu diturunkan dari kondisi maksimum yaitu
14Mbps hingga ke kondisi normal yaitu 0,5Mbps dalam waktu 10 menit dan
ketersediaan IP Address di DHCP Server tetap utuh dan tidak habis. Sehingga dari
hasil penerapan model keaamanan inspeksi data secara mendalam dan akses kontrol
yang diterapkan pada firewall berhasil meningkatkan keamanan di layanan DHCP
Server.

Kata Kunci : NDLC, Firewall, Deep Packet Inspection, DHCP Starvation, DSCP
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ABSTRACT

Abid Muchlisien. 202010225123. 2024. Detection of DHCP Starvation Attacks
Using Deep Packet Inspection Based on DSCP and MAC Address on the Vinama
2 Vocational School Network. Faculty of Computer Science. Bhayangkara
University Jakarta Raya.

In this modern and advanced era, internet services have become a very important
need for human life. Internet network services can work based on computer network
infrastructure both locally and globally. One of the important services in the
network is the DHCP Server. The network implemented at Vinama 2 Vocational
School, Bekasi City, does not implement a firewall that protects the DHCP Server
service, so one of the DDoS attacks, namely DHCP Starvation, occurred which
caused the CPU load on the router server to become full and the availability of IP
addresses on the DHCP Server ran out, so it is necessary to implement a security
model network that can protect the DHCP Server service. The aim of implementing
this network security model is configuring the Access Control List and
implementing Deep Packet Inspection on the firewall so that it can improve security
in the DHCP Server service. To implement the firewall, researchers used a network
development methodology, namely NDLC (Network Development Life Cycle) which
consists of stages, namely analysis, design, simulation, implementation, monitoring
and management. The result of implementing a firewall with Deep Packet
Inspection is that the firewall that has been implemented by DPI is able to remove
DHCP Discover data packets originating from DHCP Starvation attacks and
reduce CPU Load from 13% to its normal condition of 2% within 16 minutes, data
packets that came in during the attack able to be reduced from maximum conditions,
namely 14Mbps, to normal conditions, namely 0.5Mbps, within 10 minutes and the
availability of IP addresses on the DHCP Server remains intact and does not run
out. So the results of implementing the security model of in-depth data inspection
and access control applied to the firewall have succeeded in increasing security in
the DHCP Server service.

Keywords: NDLC, Firewall, Deep Packet Inspection, DHCP Starvation, DSCP
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