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Abstract

Ths growing utiiization of credit cards in woridwids financial ransactions has provided substantial ease for both consumers
and enzerprises. Nevertheless, credit card fraud Is a signjficant obstacle as it has the potential to reswi in huge financial
damages. The destection of credit card fraud ic a top priority, but the mam difficulty is in the class imbaiance, where the
number of fraudulent transactions i far lower than the mwmber of non-fraudulent wansactions. This disparity lsads 10
maching learning aigorithoms frequently disregarding frauduiens transactions, resuiting in subpar performance. The primary
objective of this sudy is to enhance the performance of Muitilayer Perceprron (MLF) i dealing with imbaianced classes by
employing cost-sensitive learning sirategiss. The credit card dataset used n our research is obtatned from Kmh Aspartof
the methodology, the daraset mdngocs preprocessing, where Random Undersampiing (RUS) and synthstic minority
oversampling tscinigues (SMOTE) ave emploved to sample the data. Ths performance of purs MLP modeis Is then compared
i that of optimized MLP modils. To evaiuats the modei’s performance, e emplay metrics ithe az accwracy, recas, FI score,

and Area Under the Curve (AUC). Ths findings indicate thar the cost-sensitive learning-optimized MLP outperforms the
baseline MLP and other approachss significantly. The model aciieved an Area Under the Curve (AUC) ¢f 0.95 and a recall
ramw qde The Wmd model’s snpmwpcmmc uﬁumn confirmed By sutistical vaiidarion using Frisdman and
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Perceptron (MLP) for addressing

methadology. and key findings.

Novelty: The manuscript provides a detail

problem in machine learning applications
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Figures and Tables: Tables and figures ars

further increased its resolution

References: good

Acknowledgment: Manuscripts shoul
‘acknowiedgments section (see template)

Thank you for submitting your manuscript titled "Optimizing Multilayer Perceptron for  2024-07-13 04:38
Addressing Class Imbalance in Credit Card Fraud Detection” to the RESTL journal. Tam  AM
it aligns well with the journal's facus on

Computer Science Applications. The manuscript focuses on optimizing Multilayer

ss imbalanea in credit

Hawever, [ would like ta provide some assessment of this manuscripts:

Title and Abstract: The title is clear and accurately reflects the content of the paper

The abstract is well-organized and provides a clear overview of the study's chjectives,

perfarmance using cost-sensitive learning techniques to handle class imbalance in
credit card fraud detection. This approach offers a navel way to address a comman
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Based on this evaluation, I recommend this Manuscript far peer review, with
suggestions for impravement:

- Extended Discussion: Expand on the practical implications and potentia| limitations
of using cost-sensitive learning in MLP for fraud detection.

‘These improvements will stengthen the manuszriot and incresse its patential impact
in the field. Re-upload revised articles in this Pre-Review Discussion. Manuscripts that do.
not undergo a revision in two months will be rejecred

Ronal Watrianthos
Hangling Editor, Journal RESTI
renal.watrianthes@gmail.com
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d fraud detection " Dear Editors,

We have made several improvements to our Manuscript as per your
quidance:

“Figure 2: The image has been replaced with ane of higher resolution.
“Discussion Section: We have added a discussion section in line with your
suggestions.

-Introduction: We have incorporated several citations in the introduction
related to cost-sensitive learning for addressing class imbalance

We appreciate your attention to our submission and hope that these
revisions will meet the standards required for publication in your esteemed

lled methodology for enhancing MLP

in finance.

Writing Quality: The manuscript is generally well-written, though there are  few journal, RESTL
grammstical errors and swiward phrasings that should be addressed for improved

Thank you for your consideration.
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Abstract

The growing utiliation of credit cards in global financial transactions has provided substantial convenience for both
consumers and enterprises. However, credi card fraud poses a significant challenge due to its potential to cause substantial
losses. Detecting credit card fraud is a top priority, dut the main diffculty is in the class imbalance, where fraudulent

are far fower than non-fraudulent ones. This imbalarce often leads to machine learning algorithms frequently
disregarding fraudulent transactions, resulting in subpar performance. The primary objective of this stud is to enhance the
performance of MLPs in handling imbalanced classes by employing cost-sensitive learning strategies. The credit card dataset
used in this research is obtained from Kaggle. As part of the methodology, the dataset undergoes preprocessing, where RUS
md SMOTE. ave annlied ta seomniz the dataThe nerformence of nure MIP madels is then comnared ta that of antimized MI.P
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Abstract

The growing utilization of credit cards in global financial ions has provided ience for both
consumers and enterprises. However, credit card fraud poses a significant challenge due to its potential to cause substantial
losses. Detecting credit card fraud is a top priority, but the main difficulty is in the class imbalance, where fraudulent
transactions are far fewer than non-fraudulent ones. This imbalance often leads to machine learning algorithms frequently
ng fraudulent resulting in subpar p The primary objectie of tis sty i t enance the
performance of MLPs in handling imb, by employing learning strategies. The credit card dataset
Kned i this research.is obtaned ﬁom Kaxele.As pertof e merhodolog} the dataset undergoes preprocessing, where RUS
@ SOIE ars aoplied o sanpl he data. Theperformanceofpure MLP modl i o conpared o that ofopinizad MLP
models. To evaluate e modsl' performance, we use marics such as accuracy, recal, I score, and AUC The fndngs
indicate that the cost. d MLP. the baseline MLP and other approaches significantly. The
optimized model zrhmedanAbC f 0.95 and a recall rate of 0.6. The superior performance of the proposed model i further
validated by statstical tests including the Friedman and T-tess. This study's model demonstrates superior accuracy (0.996)
compared to prior research, highiighting the effectiveness of the itive strategy.
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Dear Editors,

I'have completed the requested revisions based on the provided feedback
Specifically, the introduction has been restructured to include a general
description leading the reader into the research topic, related research
relevant to the proposed study, main research references used as a basis
for developing the new approach, a detailed description of the research
problem, proposed solutions to the problem, differences between the main
references and the proposed research, the novelty of this research,
contributions from the research, and the structure of the paper.
Additionally, I have added confusion matrix figures in Figures 3, 4, 5, and 6
as requested to enhance the understanding of the model's performance.

Please find the revised manuscript. I look forward to your feedback.
Best regards,
Wowon Priatna
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" .addtess class -ambalange 1, CCFD'. Qe ptogch effective method for optimizing MLP to address class
%n\'ol\'m the use of’ cost-sensitive learning (CSL), which imbalance and offering a befter solution compared to
introduces  different  penalties or costs for previous approaches. This study presents a novel
Received: xx-xx-xxxx | Accepted: xx-xx-xxxx | Published Online: xx-xx-xxxx
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approach that integrates CSL with MLP, providing a Dataset Sample Fraud  Ratio

comprehensive analysis of its performance. The main Cradit Card 1 %34307 49% 0.0017 Ll

contributions of this h include the develop %;S;':‘g::; Iggé‘:ﬁ ig&zﬁ g?;ii \\J

of a novel method for optimizing MLP to handle class — =

imbalance and providing a comprehensive analysis of 2.2 Preprocessing

the ;_:erforman_ce of MLP opnmxze_d wm_‘ CSL This stage ensures that the data is clean and ready for

techmques.‘ Lhe 5“",’5.’ 180 D‘.’feﬁ. prachical ,gmddmes modeling. The preprocessing steps begin with remc;ving

for St ial peactitionecs 40 mplemm_uug MOTE  records with missing values. In this research, out of a

?Cmﬂt? fraud detection models and significantly total of 284,807 records, no records were found to be

iniproving thie scourecy OFCCED. ing after d ing data. The next step is to

The structure of this paper is as follows: Section 2 sepafa;:a e oabares und labels 2 consisting of 28

reviews related research, Section 3 presents the main features and 1 class label. The !arg;t label O represents

references used, Section 4 describes the problem, non-fraud, and the value 1 represeats fraud, The final

Section 3 proposes the solution, Section 6 discusses the step is da'ta normalization to ensure that ti:e feature

dilferences be}'\\ree? t!}e s geferences:and @s types support MLP modeling. Data normalization is

researchy Section ) hughlights Teyaayeltyof tiis éeriormed using Z-score standardization, as shown in

research, and Section 8 outlines the contributions from Equation (1)[9] :

this research. Finally, Section 9 concludes with the . :

structure of this paper. K= T“ [¢)) DIAN ADE KURNIA

2. Research Methods 2.3 Data Sampling The research method is explained quite well, but there are some

2 missing details. such as the justification of the selection of certam
This research addresses class imbalance in credit card 2.3.1 Random Under Sampling (RUS) parameters in the MLP and CSL models. Provide further
transaction data by optimizing MLP through weight. o el Justification for the selection of parameters, such 2s leaming rate,
RUS is a simple technique used to address class Bxuber o seuronsy and acitvahon isctious aied

2L Dy imbal in d by reducing the size of the

This research uses a credit card transaction dataset from majority class[16]. This method randomly selects a

Kaggle in September 2013[14]. The dataset contains 31 subset of data from the majority class to reduce its

variables, with the target classes being fraud, number, making it equivalent to the minority class.

comprising 492 records, and non-fraud, comprising RUS helps balance class distribution and can potentially

284.315 records. This dataset has an imbalanced class improve the performance of machine learning models

distribution, with only 0.172% being the positive fraud by focusing more on the minority class[17].

class. Figure 1 shows the distribution between the fraud

and non-fraud classes. 2.3.2 Synthetic Minority Oversampling Technig o
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performance differences. The combination of these
two tests provides comprehensive validation,
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ensuring that the developed model is statistically
superior and has practical significance in its
application[23].

3. Results and Discussions
3.1 Model Implementation

The fraud detection model for credit card transactions
optimizes the weights of the MLP during the loss
function stage using cost-sensitive learning and binary
classification. The steps of the MLP are modified as
shown in Algorithm 1. The modified MLP with CCL
starts by calculating the cost-sensitive loss before
initializing the weights. By calculating the costs, the
model becomes more cautious in its predictions to avoid
the q of isclassificati thereby
enhancing the performance of the MLP.

This neural network model consists of multiple layers,
such as a Dense layer activated by RelU. a
BatchNormalization layer, and a Dropout layer to
mitigate overfitting. For binary classification, the
output layer employs a sigmoid activation function. The
model is compiled with the Adam optimizer, set to a
learning rate 0f 0.001, and uses the binary_crossentropy
loss function along with accuracy as the metric. Key
p include a 1 ing rate of 0.001, a dropout
rate of 0.5, and 32 neurons in the hidden layer. This
model is applied to the three datasets detailed in Table
1.

3.2 Evaluation

The perft of the impl ted model was
evaluated and compared with several other
configurations, including the baseline MLP algorithm,

AT D wvith  CAFNTE  and AT D itk DITC Thin

MLP Bazelme
MLP+Cost
Sensitive
MLP+SMOTE
MLP +RUS

0598
0996

0.998
0.846

o1
0%

04
08

0.181
0.363

047
017

oo
g
5 9(G

0.82 DIAN ADE KURNIA

The discussion of results i more desenptive without in-depth
analysis of the causes of performance differences between models
optimizad with CSL and other modals. Parform a more in-depth
analysis of the factors that may cauze performance differences
‘between models. Also discuss the pozsibility of bias or other factors
| that may affect the results.

Figure 2. ROC Curve for Measuring Model Performance
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Figure 3. Confusion Matrix for Baseline Model [+]
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The proposed model has been implemented and tested
for its performance in CCFD using an imbal d

may requ;re greater con:putational resources to handle
the weighted loss function and more complex gradient

dataset. This model is compared with the baseline MLP
algorithm, MLP optimized with SMOTE, and MLP
optimized with Random Under Sampling (RUS). Model
evaluation is conducted using metrics such as accuracy

opt tion. Therefore, further research is
necessary to address these challenges and ensure that
the proposed model can be effectively implemented on
a large scale in real-world environments.

(Aq), recall (Re), F1 score, and AUC. The evaluation , gy {.’mh:;‘;m s {‘,‘;}gﬁ“{m)w vt
3 results show that the MLP op d with cost- ive > . provide 2 clear enough view of the implications of the research and
_ learning outperforms the baseline MLP and other Thisr h fully impl d and tested the the next steps of the research. Need to reconfirm whether the
» methods in terms of AUC and recall, achieving an AUC  performance of a model for CCFD using an imbalanced approach used is CSL as an MLP optimizer, not SMOTE or RUS?
2 of 0.95 and a recall of 0.6. This study utilizes a credit dataset. The proposed model was compared with the
X card transaction dataset from Kaggle. consisting of baseline MLP, MLP optimized with SMOTE. and MLP
¢ 284.807 records with 31 variables. Of these records, optimized with Random sampling (RUS). The
492 are fraudulent transactions, and 284,315 are non- evaluation showed that MLP with cost-sensitive
- fraudulent transactions, resulting in a highly learning performed better regarding AUC (0.95) and
7 imbalanced dataset with only 0.172% fraud cases. recall (0.6) than other methods. The Friedman and T-
. Additional datasets are used to further test the model's test testing confirmed that the model optimized with
' reliability, including an e-commerce transaction dataset cost-sensitive learning statistically outperformed the
4 and a credit card transaction dataset from January to  baseline MLP. Additionally, this model was compared
April 2022. Details of these datasets are shown in Table with other studies using similar datasets, showing that
- 1. despite a slightly lower AUC, the higher accuracy
7 (0.996) confirmed the effectiveness of this approach.
a This is an open access article under the CC BY-4.0 license 6
Jurnal RESTI (Rekayasa Sistem dan Teknologi Informasi) Vol. 8 No. 1 (2024)
Overall, cost-sensitive learning successfully enhanced 3-7, 2020, doi: 10.1109/18CV49265.2020.9204185. =
oo ok AFAAT D i A o mendit aned Geand  [14] “Credit Card Fraud Detection™ kaggls, 2018 IZ.]
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1. Introduction Under Sampling (RUS), have been widely adopted to
balance the data distribution[7]. SMOTE generates
synthetic samples for the minority class to enhance its
representation, though it may lead to overfitting in
certain scenarios[5]. Additionally, ensemble methods
like Random Forest, XGBoost, AdaBoost, and Easy
Ensemble have also been proposed as -effective
strategies to improve classification performance. These
methods work by combining multiple models to better
detect minority classes, but they come with increased
computational complexity and the need for extensive
hyperparameter tuning, which can be challenging and
may impact the model's overall effectiveness if not
properly managed[8]. Recent studies [9] have also
fraudulent transactions due to the dominance of non- ex'p}]]oréd hybri'd tecAhgiques,'SL;c};\Ias corr;(binir()}gA%MOTE
fraudulent transactions in the training data[6]. wit encrative versarial Networks ( S)’< o

. 4 further enhance the effectiveness of resampling
Consequently, the resulting models perform poorly in strategies. Hybrid SMOTE-GAN techniques have

%etef:tmg ral: l?ut crlt]l]cal frgud transa]c tlor:js[7]. .. shown promising results in addressing class imbalance
arious techniques have been employed to mutigate by generating more realistic fraud samples while

]c;lass imll?alancehiq credit ca}rld frg‘;\ji[ O(iit]SCti%nr{(C%FD)' reducing the risks associated with overfitting. However,
esampling techniques, such as and Random  hese techniques still face challenges such as the

The increased use of credit cards in global financial
transactions has provided significant convenience for
consumers and  businesses[1]. However, this
development also presents a major challenge in the form
of credit card fraud[2]. Such fraud can cause substantial
financial losses for financial institutions and consumers,
making credit card fraud detection (CCFD) a top
priority to minimize these losses[3].

Class imbalance in classification data is a significant
challenge in CCFD[4]. In the context of CCFD,
fraudulent transactions are considerably fewer
compared to non-fraudulent ones[5]. This imbalance
often leads to machine learning models ignoring

Received: xx-xx-xxxx | Accepted: xx-xx-xxxx | Published Online: xx-xx-xxxx
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complexity of training GAN models and the potential
for introducing noise through SMOTE, which can
reduce the overall effectiveness of the approach.

One approach involves the use of cost-sensitive
learning (CSL), which introduces different penalties or
costs for misclassification errors depending on the
importance of the class[10]. Studies have shown that
CSL improves performance in handling class imbalance
in various domains, including medical data[l11].
Additionally, CSL can manage high-dimensional data
and address class imbalance by adaptively adjusting the
loss function, thus bridging the distribution between
classes[10].

Multilayer Perceptron (MLP) is a type of neural
network commonly used in various classification tasks,
including fraud detection[12]. Although MLP can
model non-linear relationships in data, it has several
weaknesses in handling class imbalance issues[13].
These weaknesses include overfitting to the majority
class, underfitting to the minority class, and the need for
complex hyperparameter tuning to achieve optimal
performance[14].To address these issues, this research
aims to optimize MLP to handle class imbalance by
utilizing CSL techniques and advanced weighting
methods.

Compared to these approaches, the proposed method
leverages the non-linear modeling capabilities of MLP
and enhances it with CSL. CSL specifically adjusts the
loss function by assigning higher penalties to
misclassification errors in the minority class, thereby
improving the model’s sensitivity to fraudulent
transactions without the risk of overfitting. This
integration offers a more balanced and accurate
detection mechanism for credit card fraud in highly
imbalanced datasets.

The novelty of this research lies in developing a more
effective method for optimizing MLP to address class
imbalance and offering a better solution compared to
previous approaches. This study presents a novel
approach that integrates CSL with MLP, providing a
comprehensive analysis of its performance. The main
contributions of this research include the development
of a novel method for optimizing MLP to handle class
imbalance and providing a comprehensive analysis of
the performance of MLP optimized with CSL
techniques. This study also offers practical guidelines
for financial practitioners in implementing more
accurate fraud detection models and significantly
improving the accuracy of CCFD.

2. Research Methods

This research addresses class imbalance in credit card
transaction data by optimizing MLP through weight
adjustments using Cost-Sensitive Learning (CSL).

2.1 Dataset

This research uses a credit card transaction dataset from
Kaggle in September 2013[15]. The dataset contains 31
variables, with the target classes being fraud,
comprising 492 records, and non-fraud, comprising

284,315 records. This imbalance leads to a significant
challenge in training effective models for fraud
detection. Figure 1 shows the distribution between the
fraud and non-fraud classes.

Class Distribution

BIIT:
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a9z
Non-Fraud Fraud
Class

Figure 1. Visualization Data

In addition to using the credit card fraud dataset, this
research employs another dataset to test the reliability
of the proposed MLP model optimized with cost-
sensitive learning weighting. This additional dataset
includes e-commerce transactions containing fraud and
credit card transaction data from January to April
2022[16]. Table 1 provides information on the credit
card dataset from September 2013 and the e-commerce
fraud transactions dataset.

Table 1. Dataset Information

Dataset Sample Fraud Ratio

Credit Card 1 284807 492 0.0017

E-Commerce 23634 1222 0.0545

Credit Card 2 1048575 140473 0.1547
2.2 Preprocessing

This stage ensures that the data is clean and ready for
modeling. The preprocessing steps begin with removing
records with missing values. In this research, out of a
total of 284,807 records, no records were found to be
missing after detecting missing data. The next step is to
separate the features and labels, consisting of 28
features and 1 class label. The target label O represents
non-fraud, and the value 1 represents fraud. The final
step is data normalization to ensure that the feature
types support MLP modeling. Data normalization is
performed using Z-score standardization, as shown in
Equation (1)[11].

Xaa = XJ@

(O]
2.3 Data Sampling
2.3.1 Random Under Sampling (RUS)

RUS is a simple technique used to address class
imbalance in datasets by reducing the size of the
majority class[17]. This method randomly selects a
subset of data from the majority class to reduce its
number, making it equivalent to the minority class.
RUS helps balance class distribution and can potentially

This is an open access article under the CC BY-4.0 license



Author,

Author

Jurnal RESTI (Rekayasa Sistem dan Teknologi Informasi) Vol. 8 No. 1 (2024)

improve the performance of machine learning models
by focusing more on the minority class[18].

2.3.2 Synthetic Minority Oversampling Technique

SMOTE  (Synthetic ~ Minority =~ Over-sampling
Technique) is a sophisticated method used to handle
class imbalance in machine learning datasets[19].
Instead of simply copying existing samples, SMOTE
generates new synthetic samples for the minority class
by interpolating between current minority samples [20].
This approach boosts the representation of the minority
class, making machine learning models better at
identifying patterns specific to that class.

2.4 Multilayer Perceptron

An MLP is a type of artificial neural network that
consists of at least three layers of nodes: the input layer,
one or more hidden layers, and the output layer. This
layered configuration allows the MLP to perform
information processing tasks with higher complexity, as
each additional layer can capture more features and
patterns in the processed data[21]. This process ensures
that the input data is sequentially processed through
each layer until 1t reaches the final output layer. Wi
these characteristics, the MLP can be applied in various
fields, including pattern recognition, classification, and
prediction[22]. The stages of MLP are [23]:

1. [Initialization of Weights (w) and Biases (b):
Randomly initialize weights and biases using
Equation (1).

2. Forward Propagation: Input data is forwarded
to the hidden layer and output using Equations
(2) and (3).

3. Loss Function Calculation: Use binary cross-
entropy for binary classification using
Equation (4).

4. Backpropagation: Calculate the gradient of the
loss function concerning weights and biases
using Equations (5) and (6).

5. Weight and Bias Update (Gradient Descent):
Update weights and biases using Equations (7)
and (8).

6. Model Evaluation: Evaluate the model using
Equations (11), (12), (13), (14), and (15).

7. Fine-tuning and Hyperparameter
Optimization: Improve the model by adjusting
the learning rate, hidden layers, number of
neurons, and activation functions.

w®dan b® ?)

i J
Where i is the layer index, i is the neuron index for the
input, and j is the neuron index in the next layer.

72 = WO, ql-1) 4+ p® ©)

a® = f(z®) “

L= —1ym (yilog(¥i)+ (1 —yi)log(1 —YD))(5)
m i=1

Where L represents the total loss value, m represents the
number of data samples in the dataset, yi is the actual
target value for the i and Yi is the predicted probability
value for the i-th data point generated by the model.

o =xci—y ©)
B0 = iy 1D fa)| ™
WO = W —odh, ®)
b := b® —ocdly ©)

Where 01 is the gradient of the loss function,
|(W”1) Tt ‘the weight matrix connecting layer

[+1. f(2") is the derivative of the activation function.
2.5 Cost-Sensitive Learning

This is an approach in machine learning that considers
the costs of different misclassification errors. Cost-
sensitive learning (CSL) has two approaches in binary
classification to maximize weights: the Weighted Loss
Function and the Weighted Cross-Entropy Loss. The
Weighted Loss Function is used in this research, with
the formula provided in Equation (10).

1
L(costy = ~—3n € (vi log(Y0)+(1 - yDlog (1 -¥0) (10)

Where Leost is the cost-sensitive loss function, m is the
number of samples, and Cya is the cost associated with
yi, where C,; is more significant for the minority class.

2.6 Propose Method

To enhance the performance of the MLP model, the
weakness of MLP in handling class imbalance is
addressed during the Loss Function Calculation stage
by optimizing it with cost-sensitive learning through the
implementation of a weighted loss function. The
weighted loss function assigns different costs for errors
in the majority and minority classes based on the
consequences of each error, thereby reducing errors,
and improving the model's performance. The proposed
method is outlined in Algorithm 1.

Algorithm 1: Optimization of MLP Using CSL

Input:

. Training dataset: D={(xi, yi)}
. Cost for misclassification errors
. K: Number of training iterations

Output:
Final Model G(X)

1. Cost Structure Determination
o Set the cost Co for errors in the majority and C1 for errors
in the minority class based on the respective
consequences of the error.

2. Initialization and Forward Propagation
e Use Equation (2) to initialize weight W and bias b in
the MLP

e For each batch of data (X)y): perform forward
propagation by calculating the output a’ at each layer

This is an open access article under the CC BY-4.0 license
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! using the appropriate activation functions with
Equations (3) and (4).

3. Calculate the Cost-Sensitive Loss Function: Compute
the loss function using the cost-sensitive learning
formula (10).

4. Backpropagation and Weight Update:

e Calculate the gradients of the cost-sensitive loss
function using Equations (6) and (7).

e Update weight W and biases b using the gradient
descent optimization method with Equations (8) and
©)

5. Evaluation and Fine-Tuning.

. Evaluate the model using Equations (11), (12), (13),
(14), and (15).

. Perform fine-tuning on hyperparameters and class
costs to improve model performance.

6. Final Model G(X)

2.6 Model Configuration

The MLP model in this study was configured to
balance complexity with performance. A learning rate
of 0.001 was selected as it optimally balances
convergence speed with model stability, avoiding
premature  convergence and excessively slow
training[24]. The hidden layer was set to 32 neurons,
based on cross-validation experiments that indicated
this number effectively captures data complexity
without leading to overfitting[25]. The Rectified Linear
Unit (ReLU) activation function was employed for its
effectiveness in addressing the vanishing gradient
problem and its ability to accelerate convergence in
complex neural network training tasks[24].

To further enhance the model’s performance in
detecting fraudulent transactions, particularly within
the context of class imbalance, CSL was implemented.
This approach involved adjusting the classification
error costs by assigning higher weights to the minority
class (fraud)[26]. This adjustment ensures that
misclassification errors for fraud transactions are
penalized more heavily during training, thereby
improving the model’s sensitivity to these critical cases.
The specific weights were determined through an
analysis of class distribution and the potential financial
impact of misclassification, ensuring that the model
remains focused on minimizing false negatives in the
fraud class. Additionally, the loss function was
modified to a weighted cross-entropy function,
integrating class weights directly into the error
calculation[27]. This modification was chosen because
it effectively increases the model's focus on the
minority class during training, thus enhancing the
model's ability to correctly classify rare fraudulent
transactions.

2.7 Performance Evaluation

The subsequent phase of this research involves
assessing the effectiveness of the CCFD model. This
performance testing aims to determine the model's
suitability for practical use. Several evaluation
parameters are used, including Accuracy (A.), Recall
(Re), Precision (Pr), F1 Score (F1), and Area Under
the Curve (AUC)[5]. These parameters provide a

comprehensive assessment of the effectiveness and
reliability of the classification model. The formulas
for each parameter are provided in Equations (11),
(12), (13), (14), and (15[28].

TP+TN

|Accuracy = TPLFPATNLPN (10)|
Precision = i (1n
Recall = S - (12)
FiscoreZ Pt
AUC = fo TPR(FPR)d (FPR) (14

2.8 Statistical Validation

In this research, statistical validation is
performed using the Friedman Test and the Paired T-
test. The Friedman non-parametric test compares the
performance of several classification models on the
same dataset[29]. This test examines the null
hypothesis that there are no significant differences in
the performance of these models. If the Friedman Test
results indicate substantial differences, further
analysis is conducted using the Paired T-test to
identify which pairs of models have significant
performance differences. The combination of these
two tests provides comprehensive validation,
ensuring that the developed model is statistically
superior and has practical significance in its
application[30].

3. Results and Discussions
3.1 Model Implementation

The fraud detection model for credit card transactions
was designed to optimize the weights of the MLP using
CSL during the loss function stage. This approach
modifies the standard MLP by incorporating a cost-
sensitive loss function, which ensures that the model is
more cautious in its predictions to minimize the
consequences of misclassification, particularly for the
minority class. The model is composed of multiple
layers, including a Dense layer activated by ReLU, a
BatchNormalization layer, and a Dropout layer to
prevent overfitting. For binary classification, the output
layer employs a sigmoid activation function. The model
is compiled with the Adam optimizer, set to a learning
rate of 0.001, and uses the binary crossentropy loss
function, with accuracy as the evaluation metric. This
configuration was applied to the datasets described in
Table 1.

3.2 Evaluation

The performance of the implemented model was
evaluated and compared with several other
configurations, including the baseline MLP algorithm,
MLP with SMOTE, and MLP with RUS. This
evaluation utilized key metrics such as Accuracy (Ac),
Recall (Re), F1-Score (F1), and Area Under the Curve
(AUC), as shown in Table 2. The results indicate that
the CSL-optimized MLP significantly outperforms the
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baseline model in terms of recall and AUC,
demonstrating its effectiveness in prioritizing the
detection of fraudulent transactions. Specifically, the
CSL-optimized MLP achieved a recall of 0.6 and an
AUC of 0.99, which is substantially higher than the
baseline MLP's recall of 0.1 and AUC of 0.55.
Subsequently, the model's performance was further
analyzed using ROC curves, presented in Figure 2,
providing a visual representation of the discriminatory
power of each model. The ROC curve for the CSL
model shows a steeper rise, indicating better
classification performance for the minority class
(fraudulent transactions). For a more detailed analysis,
confusion matrices were constructed for each model,
offering insights into their predictive capabilities,
particularly in distinguishing between fraud and non-
fraud cases. The confusion matrices for the Baseline,
Cost-Sensitive, SMOTE, and Undersampling models
are displayed in Figures 3, 4, 5, and 6, respectively.
These matrices highlight the number of true positives,
true negatives, false positives, and false negatives for
each model, providing a clear visual understanding of
their classification performance.
Among the four models, the Cost-Sensitive model
shown in Figure 4 provides the best balance between
detecting fraud cases (true positives) and minimizing
false positives, thus being considered the most effective
model for fraud detection. The higher recall of 0.6
observed in the CSL model indicates its superior ability
to capture fraudulent transactions, compared to the
lower recall values of the baseline and SMOTE-
enhanced models. Furthermore, the lower false positive
rate in the CSL model underscores its robustness in
practical scenarios, where minimizing false alarms is
critical to maintaining trust in the detection system.
However, it is important to note that the performance
gains observed in the CSL-optimized model may be
influenced by the specific weighting strategy employed
during training. The higher penalties assigned to
misclassification errors in the minority class could lead
to a trade-off between precision and recall, as evidenced
by the moderate F1-Score of 0.363. This suggests that
while the CSL model is highly effective in increasing
sensitivity to fraud, it may also introduce a higher
number of false positives, requiring further fine-tuning
to achieve optimal performance.

Table 2. Result Evaluation of Model

Algorithm Ao Re F, AUC
MLP Baseline 0.998 0.1 0.181 0.55
MLP+Cost 0.996 0.6 0.363 0.99
Sensitive

MLP+SMOTE 0.998 04 047 0.699
MLP + RUS 0.846 0.8 0.17 0.82
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Non-Fraud

Fraud

Receiver Operating Characteristic
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Figure 2. ROC Curve for Measuring Model Performance
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Figure 4. Confusion Matrix for Cost-Sensitive Learning
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Figure 6. Confusion Matrix for Under Sampling Model
3.3 Statistical Validation

To evaluate the reliability of the developed model, we
will employ statistical tests, specifically the Friedman
test and the T-test, to assess its performance relative to
other models. The proposed model will serve as the
control method in this experiment, with the significance
level () set at 0.0016 for the statistical tests. Typically,
smaller p-values signify significant differences among
the comparison methods. The results of the Friedman
test and T-test for the baseline MLP model, which has
not been optimized with cost-sensitive learning, are
shown in Table 3.

Table 3, Statistical Test Results

MLP MLP+SMOTE =~ MLP+RUS
Baseline
Friedman  6.333 6.333 6.333
T-Test 4.181 -1.775 -0.207

3.4 Analysis of Performance Differences

The differences in performance between the CSL-
optimized MLP and other models, such as the baseline
MLP, MLP with SMOTE, and MLP with RUS, can be
attributed to several key factors. Firstly, the impact of
the cost-sensitive learning approach on model
performance is significant. By assigning higher
penalties to misclassification errors in the minority class
(fraud), the CSL model inherently prioritizes the
detection of fraudulent transactions. This leads to
higher recall values compared to the baseline MLP,
which tends to underperform in detecting fraud due to
the overwhelming dominance of non-fraudulent
transactions. The weighted loss function used in CSL
plays a crucial role in this improvement by forcing the
model to focus more on the minority class during
training, thus enhancing the model's sensitivity to fraud.
Secondly, the use of SMOTE and RUS techniques for
handling class imbalance introduces different effects on
model performance. SMOTE, which generates
synthetic samples for the minority class, typically
increases recall but can sometimes introduce noise,
leading to potential overfitting. Conversely, RUS
reduces the size of the majority class, which can
improve model performance by balancing the dataset
but might also result in the loss of valuable information,
thus affecting the model’s ability to generalize well.
The CSL model, by directly addressing the class
imbalance through weighted penalties rather than data
modification, avoids these pitfalls, resulting in a more
robust and reliable performance.

Lastly, the complexity of the CSL model compared to
the baseline MLP could also contribute to the observed
performance differences. The additional computational
overhead required to calculate and apply cost-sensitive
weights may lead to better optimization of the model
parameters, thus enhancing its ability to detect
fraudulent transactions more effectively. However, this
increased complexity could also mean that the model is
more prone to overfitting, particularly if not carefully
fine-tuned, as indicated by the moderate F1-Score
observed in some instances. Overall, while the CSL-
optimized MLP demonstrates superior performance in
detecting  fraudulent transactions, these gains
necessitate careful consideration of potential trade-offs,
such as the balance between recall and precision, and
the risk of overfitting, which must be managed through
further refinement of the model.

3.5 Potential Bias and External Factors

The CSL-optimized MLP, while effective in detecting
fraudulent transactions, is susceptible to overfitting due
to its focus on the minority class. The weighted
penalties applied during training might cause the model
to become overly specialized in the patterns found in the
training data, potentially reducing its ability to
generalize to new, unseen datasets. This risk is
particularly significant in highly imbalanced datasets,
where the model may overemphasize certain features
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unique to fraudulent transactions within the training set.
Additionally, the use of SMOTE and RUS for data
preprocessing can introduce biases—SMOTE may
generate synthetic samples that do not accurately
represent real-world transactions, while RUS might
lead to the loss of valuable information from the
majority class, affecting the model’s overall robustness.

External factors, such as evolving fraud tactics and
variations in transaction data across different regions or
industries, further challenge the model's long-term
effectiveness. A model trained on historical data might
underperform as fraud patterns change over time.
Therefore, continuous model updates and recalibration
are essential to maintaining its relevance and accuracy.
Regular validation and the incorporation of new data are
critical strategies to ensure that the model remains
effective in real-world applications, where the
dynamics of fraudulent behavior and data
characteristics can shift rapidly.

3.6 Comparison with Other Research

To validate the success of this research, we compare it
with other studies that use the same credit card dataset
and address class imbalance. In this study [5] tackled
class imbalance by testing the credit card dataset using
feature extraction and data sampling, resulting in an
AUC of 0.97 and the highest accuracy of 0.97. In
contrast, this study's optimization of MLP with cost-
sensitive learning achieved an AUC of 0.99 and an
accuracy of 0.998.

3.7 Testing on Different Datasets

Additional tests were conducted using different datasets

to further evaluate the modified MLP model's

performance with cost-sensitive learning. The test

datasets include e-commerce and credit card

transactions containing fraud, as described in Table 1.
Table 4. Testing on Different Datasets

Dataset MLP MLP+ MLP+ MLP+
Baseline  SMOTE RUS Cos
E- Ac 0.94 0.78 0.57 0.80
Commerce
Re 0 0.56 0.64 0.60
F1 0 0.21 0.13 0.24
AUC 0 0.67 0.60 0.77
Ac 0.98 0.99 0.96 1.00
Credit Re 0.90 0.97 1.00 1.00
Card 2
F1 0.95 1.00 0.86 1.00
AUC 095 0.9 0.98 1.00

Based on Table 4, the results show that the MLP
optimized using CCL outperforms the baseline MLP
algorithm, MLP + SMOTE, and MLP + RUS. For
Dataset 1, the optimized MLP excels in recall and AUC
compared to all other algorithms. For Dataset 2, all
algorithms achieved a perfect 1.0 or 100% score. The
ROC performance results demonstrate that the MLP
optimized with Cost-Sensitive Learning achieved the

best performance among all tested algorithms, as shown
in Figures 7 and 8.

Receiver Operating Characteristic

. B

False Positve Hate

Figure 7. ROC Dataset E-Commerce

Receiver Operating Characteristic

\,

]
False Positive Rate

Figure 8. ROC Dataset Credit Card 2
3.8 Discussions

The proposed model has been successfully
implemented and tested for its performance in CCFD
using a highly imbalanced dataset. The results indicate
that the MLP optimized with CSL outperforms the
baseline MLP and other methods, such as MLP with
SMOTE and MLP with RUS, particularly in terms of
AUC and recall metrics. Specifically, the CSL-
optimized model achieved an AUC of 0.95 and a recall
of 0.6, demonstrating its effectiveness in prioritizing the
detection of fraudulent transactions. These findings
were validated using statistical tests, including the
Friedman test and T-test, which confirmed significant
performance improvements over the baseline model.
This study utilizes a real-world credit card transaction
dataset from Kaggle, with 284,807 records, of which
only 492 are fraudulent, representing just 0.172% of the
data. The CSL approach was implemented by
modifying the loss function to apply higher penalties for
misclassifications in the minority class. This ensures
that the model becomes more sensitive to detecting
fraud, an essential aspect when working with highly
imbalanced datasets. The implementation of CSL
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involves several key stages, including initializing
weights and biases, forward propagation, cost-based
loss calculation, and backpropagation with gradient
descent optimization.
When compared to other studies that have used similar
datasets and approaches, this model demonstrates
superior accuracy (0.996) and AUC (0.99). The results
underscore the practical value of Cost-Sensitive
Learning in enhancing the performance of MLPs for
fraud detection in financial transactions. The
implications for the financial industry are significant, as
a more sensitive model can substantially reduce
financial losses due to fraud and increase customer trust
in payment systems. However, the approach is not
without limitations. The need for careful parameter
tuning to avoid overfitting, as well as the potential
increase in computational resource requirements due to
the complexity of the weighted loss function, are critical
factors that must be managed. Future research should
focus on refining these aspects to ensure that the
proposed model can be effectively scaled and applied in
real-world environments, where the dynamics of fraud
and transaction data are continually evolving.

4. Conclusions

This research successfully implemented and tested the
performance of a model for CCFD using a highly
imbalanced dataset. The proposed model, which
utilized CSL as the optimization approach for MLP,
was compared with the baseline MLP, MLP optimized
with SMOTE, and MLP optimized with RUS. The
evaluation demonstrated that the MLP with CSL
significantly outperformed other methods, particularly
in terms of AUC and recall, achieving an AUC of 0.99
and a recall of 0.6. The Friedman and T-test further
validated that the performance improvements achieved
with CSL were statistically significant.
Compared to other studies using similar datasets, this
model showed a slight reduction in AUC but achieved
higher accuracy (0.996), confirming the effectiveness
of the CSL approach. This result suggests that CSL is a
more reliable strategy for improving MLP performance
in detecting credit card fraud within imbalanced
datasets. The practical implications of this research are
substantial for the financial industry, as the enhanced
sensitivity of the model can lead to reduced financial
losses and increased trust in payment systems.
However, the research also identified several
limitations, such as the use of static weights for the
minority class and the limited validation across diverse
datasets. Future research should focus on exploring
dynamic weighting strategies, incorporating a broader
range of datasets, and implementing automated
hyperparameter optimization to further improve model
performance. These steps will ensure that the proposed
model can be effectively scaled and adapted to real-
world environments where the characteristics of
fraudulent behavior are continuously evolving.
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Abstract

The increasing use of credit cards in global financial transactions offers significant convenience for consumers and businesses.
However, credit card fraud remains a major challenge due to its potential to cause substantial financial losses. Detecting credit
card fraud is a top priority, but the primary challenge lies in class imbalance, where fraudulent transactions are significantly
fewer than non-fraudulent ones. This imbalance often leads to machine learning algorithms overlooking fraudulent
transactions, resulting in suboptimal performance. This study aims to enhance the performance of Multilayer Perceptron
(MLP) in addressing class imbalance by employing cost-sensitive learning strategies. The research utilizes a credit card
transaction dataset obtained from Kaggle, with additional validation using an e-commerce transaction dataset to strengthen
the robustness of the findings. The dataset undergoes preprocessing with RUS and SMOTE techniques to balance the data
before comparing the performance of baseline MLP models to those optimized with cost-sensitive learning. Evaluation metrics
such as accuracy, recall, F1 score, and AUC indicate that the optimized MLP model significantly outperforms the baseline,
achieving an AUC of 0.99 and a recall of 0.6. The model's superior performance is further validated through statistical tests,
including Friedman and T-tests. These results underscore the practical implications of implementing cost-sensitive learning in
MLPs, highlighting its potential to significantly enhance fraud detection accuracy and offer substantial benefits to financial
institutions.

Keywords: Optimizing Multilayer Perceptron, Fraud Detection, Class Imbalance, Cost-Sensitive Learning, Credit Card.
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1. Introduction Various techniques have been employed to mitigate
class imbalance in credit card fraud detection (CCFD).
Resampling techniques, such as SMOTE and Random
Under Sampling (RUS), have been widely adopted to
balance the data distribution[7]. SMOTE generates
synthetic samples for the minority class to enhance its
representation, though it may lead to overfitting in
certain scenarios[5]. Additionally, ensemble methods
like Random Forest, XGBoost, AdaBoost, and Easy
Ensemble have also been proposed as effective
Class imbalance in classification data is a significant strategies to improve classification performance. These
challenge in CCFD[4]. In the context of CCFD, methods work by combining multiple models to better
fraudulent transactions are considerably fewer detect minority classes, but they come with increased
compared to non-fraudulent ones[5]. This imbalance computational complexity and the need for extensive
often leads to machine learning models ignoring hyperparameter tuning, which can be challenging and
fraudulent transactions due to the dominance of non- may impact the model's overall effectiveness if not
fraudulent transactions in the training data[6]. properly managed[8]. Recent studies [9] have also
Consequently, the resulting models perform poorly in  explored hybrid techniques, such as combining SMOTE
detecting rare but critical fraud transactions[7]. with Generative Adversarial Networks (GANSs), to

The increased use of credit cards in global financial
transactions has provided significant convenience for
consumers and businesses[1]. However, this
development also presents a major challenge in the form
of credit card fraud[2]. Such fraud can cause substantial
financial losses for financial institutions and consumers,
making credit card fraud detection (CCFD) a top
priority to minimize these losses[3].
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further enhance the effectiveness of resampling
strategies. Hybrid SMOTE-GAN techniques have
shown promising results in addressing class imbalance
by generating more realistic fraud samples while
reducing the risks associated with overfitting. However,
these techniques still face challenges such as the
complexity of training GAN models and the potential
for introducing noise through SMOTE, which can
reduce the overall effectiveness of the approach.

One approach involves the use of cost-sensitive
learning (CSL), which introduces different penalties or
costs for misclassification errors depending on the
importance of the class[10]. Studies have shown that
CSL improves performance in handling class imbalance
in various domains, including medical data[11].
Additionally, CSL can manage high-dimensional data
and address class imbalance by adaptively adjusting the
loss function, thus bridging the distribution between
classes[10].

Multilayer Perceptron (MLP) is a type of neural
network commonly used in various classification tasks,
including fraud detection[12]. Although MLP can
model non-linear relationships in data, it has several
weaknesses in handling class imbalance issues[13].
These weaknesses include overfitting to the majority
class, underfitting to the minority class, and the need for
complex hyperparameter tuning to achieve optimal
performance[14].To address these issues, this research
aims to optimize MLP to handle class imbalance by
utilizing CSL techniques and advanced weighting
methods.

Compared to these approaches, the proposed method
leverages the non-linear modeling capabilities of MLP
and enhances it with CSL. CSL specifically adjusts the
loss function by assigning higher penalties to
misclassification errors in the minority class, thereby
improving the model’s sensitivity to fraudulent
transactions without the risk of overfitting. This
integration offers a more balanced and accurate
detection mechanism for credit card fraud in highly
imbalanced datasets.

The novelty of this research lies in developing a more
effective method for optimizing MLP to address class
imbalance and offering a better solution compared to
previous approaches. This study presents a novel
approach that integrates CSL with MLP, providing a
comprehensive analysis of its performance. The main
contributions of this research include the development
of a novel method for optimizing MLP to handle class
imbalance and providing a comprehensive analysis of
the performance of MLP optimized with CSL
techniques. This study also offers practical guidelines
for financial practitioners in implementing more
accurate fraud detection models and significantly
improving the accuracy of CCFD.

2. Research Methods

This research addresses class imbalance in credit card
transaction data by optimizing MLP through weight
adjustments using Cost-Sensitive Learning (CSL).

2.1 Dataset

This research uses a credit card transaction dataset from
Kaggle in September 2013[15]. The dataset contains 31
variables, with the target classes being fraud,
comprising 492 records, and non-fraud, comprising
284,315 records. This imbalance leads to a significant
challenge in training effective models for fraud
detection. Figure 1 shows the distribution between the
fraud and non-fraud classes.

Class Distribution
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Figure 1. Visualization Data

In addition to using the credit card fraud dataset, this
research employs another dataset to test the reliability
of the proposed MLP model optimized with cost-
sensitive learning weighting. This additional dataset
includes e-commerce transactions containing fraud and
credit card transaction data from January to April
2022[16]. Table 1 provides information on the credit
card dataset from September 2013 and the e-commerce
fraud transactions dataset.

Table 1. Dataset Information

Dataset Sample Fraud Ratio

Credit Card 1 284807 492 0.0017
E-Commerce 23634 1222 0.0545
Credit Card 2 1048575 140473  0.1547

2.2 Preprocessing

This stage ensures that the data is clean and ready for
modeling. The preprocessing steps begin with removing
records with missing values. In this research, out of a
total of 284,807 records, no records were found to be
missing after detecting missing data. The next step is to
separate the features and labels, consisting of 28
features and 1 class label. The target label O represents
non-fraud, and the value 1 represents fraud. The final
step is data normalization to ensure that the feature
types support MLP modeling. Data normalization is
performed using Z-score standardization, as shown in
Equation (1)[11].
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Xoea = M

2.3 Data Sampling
2.3.1 Random Under Sampling (RUS)

RUS is a simple technique used to address class
imbalance in datasets by reducing the size of the
majority class[17]. This method randomly selects a
subset of data from the majority class to reduce its
number, making it equivalent to the minority class.
RUS helps balance class distribution and can potentially
improve the performance of machine learning models
by focusing more on the minority class[18].

2.3.2 Synthetic Minority Oversampling Technique

SMOTE  (Synthetic =~ Minority  Over-sampling
Technique) is a sophisticated method used to handle
class imbalance in machine learning datasets[19].
Instead of simply copying existing samples, SMOTE
generates new synthetic samples for the minority class
by interpolating between current minority samples [20].
This approach boosts the representation of the minority
class, making machine learning models better at
identifying patterns specific to that class.

2.4 Multilayer Perceptron

An MLP is a type of artificial neural network that
consists of at least three layers of nodes: the input layer,
one or more hidden layers, and the output layer. This
layered configuration allows the MLP to perform
information processing tasks with higher complexity, as
each additional layer can capture more features and
patterns in the processed data[21]. This process ensures
that the input data is sequentially processed through
each layer until it reaches the final output layer. With
these characteristics, the MLP can be applied in various
fields, including pattern recognition, classification, and
prediction[22]. The stages of MLP are [23]:

1. Initialization of Weights (w) and Biases (b):
Randomly initialize weights and biases using
Equation (1).

2. Forward Propagation: Input data is forwarded
to the hidden layer and output using Equations
(2) and (3).

3. Loss Function Calculation: Use binary cross-
entropy for binary classification using
Equation (4).

4. Backpropagation: Calculate the gradient of the
loss function concerning weights and biases
using Equations (5) and (6).

5. Weight and Bias Update (Gradient Descent):
Update weights and biases using Equations (7)
and (8).

6. Model Evaluation: Evaluate the model using
Equations (11), (12), (13), (14), and (15).

7.  Fine-tuning and Hyperparameter
Optimization: Improve the model by adjusting
the learning rate, hidden layers, number of
neurons, and activation functions.

whdan b® )
ij J

Where i is the layer index, i is the neuron index for the
input, and j is the neuron index in the next layer.

ZD) = WO, gD + p® 3)

a® = f(z0) @)
L= —_%m (yilog(Y) + (1 - yi)log(1 - Y0))(5)

Where L represents the total loss value, m represents the
number of data samples in the dataset, yi is the actual
target value for the i and Yi is the predicted probability
value for the i-th data point generated by the model.

00 =ol— y 6)
o0 = (Wl+1))T5(l+1)_ f'(Z(l)) 7
wo = wl _Oc?)l;m(l) ()
b(l) = b(l) _o(?)ll;l (9)

Where 0@ is the gradient of the loss function,
(WHD)T§U+D is the weight matrix connecting layer
I+1. f(z!) is the derivative of the activation function.

2.5 Cost-Sensitive Learning

This is an approach in machine learning that considers
the costs of different misclassification errors. Cost-
sensitive learning (CSL) has two approaches in binary
classification to maximize weights: the Weighted Loss
Function and the Weighted Cross-Entropy Loss. The
Weighted Loss Function is used in this research, with
the formula provided in Equation (10).

L(cost) = —%Z}"_lcyi (yi log(Yi) + (1 — yi)log (1 — Y1) (10)

Where Lcost is the cost-sensitive loss function, m is the
number of samples, and Cy;a is the cost associated with
yi, where Cy; is more significant for the minority class.

2.6 Propose Method

To enhance the performance of the MLP model, the
weakness of MLP in handling class imbalance is
addressed during the Loss Function Calculation stage
by optimizing it with cost-sensitive learning through the
implementation of a weighted loss function. The
weighted loss function assigns different costs for errors
in the majority and minority classes based on the
consequences of each error, thereby reducing errors,
and improving the model's performance. The proposed
method is outlined in Algorithm 1.

Algorithm 1: Optimization of MLP Using CSL

Input:

. Training dataset: D={(xi, yi)}
. Cost for misclassification errors
. K: Number of training iterations

Output:
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Final Model G(X)

1. Cost Structure Determination
o Set the cost C, for errors in the majority and C1 for errors
in the minority class based on the respective
consequences of the error.

2. Initialization and Forward Propagation
e Use Equation (2) to initialize weight W and bias b in
the MLP

e For each batch of data (X)y): perform forward
propagation by calculating the output a® at each layer
| using the appropriate activation functions with

Equations (3) and (4).

3. Calculate the Cost-Sensitive Loss Function: Compute
the loss function using the cost-sensitive learning
formula (10).

4. Backpropagation and Weight Update:

. Calculate the gradients of the cost-sensitive loss
function using Equations (6) and (7).

e  Update weight W and biases b using the gradient
descent optimization method with Equations (8) and
®

5. Evaluation and Fine-Tuning.

e  Evaluate the model using Equations (11), (12), (13),
(14), and (15).

e  Perform fine-tuning on hyperparameters and class
costs to improve model performance.

6. Final Model G(X)

2.6 Model Configuration

The MLP model in this study was configured to
balance complexity with performance. A learning rate
of 0.001 was selected as it optimally balances
convergence speed with model stability, avoiding
premature convergence and excessively slow
training[24]. The hidden layer was set to 32 neurons,
based on cross-validation experiments that indicated
this number effectively captures data complexity
without leading to overfitting[25]. The Rectified Linear
Unit (ReLU) activation function was employed for its
effectiveness in addressing the vanishing gradient
problem and its ability to accelerate convergence in
complex neural network training tasks[24].

To further enhance the model’s performance in
detecting fraudulent transactions, particularly within
the context of class imbalance, CSL was implemented.
This approach involved adjusting the classification
error costs by assigning higher weights to the minority
class (fraud)[26]. This adjustment ensures that
misclassification errors for fraud transactions are
penalized more heavily during training, thereby
improving the model’s sensitivity to these critical cases.
The specific weights were determined through an
analysis of class distribution and the potential financial
impact of misclassification, ensuring that the model
remains focused on minimizing false negatives in the
fraud class. Additionally, the loss function was
modified to a weighted cross-entropy function,
integrating class weights directly into the error
calculation[27]. This modification was chosen because
it effectively increases the model's focus on the
minority class during training, thus enhancing the
model's ability to correctly classify rare fraudulent
transactions.

2.7 Performance Evaluation

The subsequent phase of this research involves
assessing the effectiveness of the CCFD model. This
performance testing aims to determine the model's
suitability for practical use. Several evaluation
parameters are used, including Accuracy (Ac), Recall
(Re), Precision (Pr), F1 Score (F1), and Area Under
the Curve (AUC)[5]. These parameters provide a
comprehensive assessment of the effectiveness and
reliability of the classification model. The formulas
for each parameter are provided in Equations (11),
(12), (13), (14), and (15[28].

TP+TN

A =
cetraty TP4EP+TN+PN (1D
Precision = (12)
TP+TF
Recall= _'*_ (13)
TP+2TNP . I
X rrecision x reca.
F1Score = precision+recall (14)
AUC = f01 TPR(FPR)d (FPR) (15)

2.8 Statistical Validation

In this research, statistical wvalidation is
performed using the Friedman Test and the Paired T-
test. The Friedman non-parametric test compares the
performance of several classification models on the
same dataset[29]. This test examines the null
hypothesis that there are no significant differences in
the performance of these models. If the Friedman Test
results indicate substantial differences, further
analysis is conducted using the Paired T-test to
identify which pairs of models have significant
performance differences. The combination of these
two tests provides comprehensive validation,
ensuring that the developed model is statistically
superior and has practical significance in its
application[30].

3. Results and Discussions
3.1 Model Implementation

The fraud detection model for credit card transactions
was designed to optimize the weights of the MLP using
CSL during the loss function stage. This approach
modifies the standard MLP by incorporating a cost-
sensitive loss function, which ensures that the model is
more cautious in its predictions to minimize the
consequences of misclassification, particularly for the
minority class. The model is composed of multiple
layers, including a Dense layer activated by ReLU, a
BatchNormalization layer, and a Dropout layer to
prevent overfitting. For binary classification, the output
layer employs a sigmoid activation function. The model
is compiled with the Adam optimizer, set to a learning
rate of 0.001, and uses the binary crossentropy loss
function, with accuracy as the evaluation metric. This
configuration was applied to the datasets described in
Table 1.
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3.2 Evaluation

The performance of the implemented model was
evaluated and compared with several other
configurations, including the baseline MLP algorithm,
MLP with SMOTE, and MLP with RUS. This
evaluation utilized key metrics such as Accuracy (Ac),
Recall (Re), F1-Score (F1), and Area Under the Curve
(AUC), as shown in Table 2. The results indicate that
the CSL-optimized MLP significantly outperforms the
baseline model in terms of recall and AUC,
demonstrating its effectiveness in prioritizing the
detection of fraudulent transactions. Specifically, the
CSL-optimized MLP achieved a recall of 0.6 and an
AUC of 0.99, which is substantially higher than the
baseline MLP's recall of 0.1 and AUC of 0.55.
Subsequently, the model's performance was further
analyzed using ROC curves, presented in Figure 2,
providing a visual representation of the discriminatory
power of each model. The ROC curve for the CSL
model shows a steeper rise, indicating better
classification performance for the minority class
(fraudulent transactions). For a more detailed analysis,
confusion matrices were constructed for each model,
offering insights into their predictive capabilities,
particularly in distinguishing between fraud and non-
fraud cases. The confusion matrices for the Baseline,
Cost-Sensitive, SMOTE, and Under Sampling models
are displayed in Figures 3, 4, 5, and 6, respectively.
These matrices highlight the number of true positives,
true negatives, false positives, and false negatives for
each model, providing a clear visual understanding of
their classification performance.

Among the four models, the Cost-Sensitive model
shown in Figure 4 provides the best balance between
detecting fraud cases (true positives) and minimizing
false positives, thus being considered the most effective
model for fraud detection. The higher recall of 0.6
observed in the CSL model indicates its superior ability
to capture fraudulent transactions, compared to the
lower recall values of the baseline and SMOTE-
enhanced models. Furthermore, the lower false positive
rate in the CSL model underscores its robustness in
practical scenarios, where minimizing false alarms is
critical to maintaining trust in the detection system.
However, it is important to note that the performance
gains observed in the CSL-optimized model may be
influenced by the specific weighting strategy employed
during training. The higher penalties assigned to
misclassification errors in the minority class could lead
to a trade-off between precision and recall, as evidenced
by the moderate F1-Score of 0.363. This suggests that
while the CSL model is highly effective in increasing
sensitivity to fraud, it may also introduce a higher
number of false positives, requiring further fine-tuning
to achieve optimal performance.

Table 2. Result Evaluation of Model

A Re
0.998 0.1

Fi
0.181

AUC
0.55

Algorithm
MLP Baseline

MLP+Cost 0996 0.6 0.363
Sensitive

MLP+SMOTE 0998 04 047
MLP + RUS 0.846 08 0.17

0.99

0.699
0.82

Receiver Operating Characteristic
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Figure 2. ROC Curve for Measuring Model Performance
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Figure 3. Confusion Matrix for Baseline Model
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Figure 4. Confusion Matrix for Cost-Sensitive Learning

This is an open access article under the CC BY-4.0 license



Author, Author
Jurnal RESTI (Rekayasa Sistem dan Teknologi Informasi) Vol. 8 No. 1 (2024)

Confusion Matrix for SMOTE Model

5000
B
m©
& 3
& - 4000
2
® - 3000
~
.
- 2000
s
= 3 6
=
- 1000
Non-Fraud Fraud
Predicted
Figure 5. Confusion Matrix for SMOTE Model
Confusion Matrix for Undersampling Model
o 4000
>
o
i 913
&
[+]
=
3000
[
g
2000
3 1 8
3-
& 1000
Non-Fraud Fraud

Predicted

Figure 6. Confusion Matrix for Under Sampling Model
3.3 Statistical Validation

To evaluate the reliability of the developed model, we
will employ statistical tests, specifically the Friedman
test and the T-test, to assess its performance relative to
other models. The proposed model will serve as the
control method in this experiment, with the significance
level () set at 0.0016 for the statistical tests. Typically,
smaller p-values signify significant differences among
the comparison methods. The results of the Friedman
test and T-test for the baseline MLP model, which has
not been optimized with cost-sensitive learning, are
shown in Table 3.

Table 3. Statistical Test Results

MLP MLP+SMOTE  MLP+RUS
Baseline
Friedman  6.333 6.333 6.333
T-Test 4.181 -1.775 -0.207

3.4 Analysis of Performance Differences

The differences in performance between the CSL-
optimized MLP and other models, such as the baseline
MLP, MLP with SMOTE, and MLP with RUS, can be
attributed to several key factors. Firstly, the impact of
the cost-sensitive learning approach on model
performance is significant. By assigning higher
penalties to misclassification errors in the minority class
(fraud), the CSL model inherently prioritizes the
detection of fraudulent transactions. This leads to
higher recall values compared to the baseline MLP,
which tends to underperform in detecting fraud due to
the overwhelming dominance of non-fraudulent
transactions. The weighted loss function used in CSL
plays a crucial role in this improvement by forcing the
model to focus more on the minority class during
training, thus enhancing the model's sensitivity to fraud.
Secondly, the use of SMOTE and RUS techniques for
handling class imbalance introduces different effects on
model performance. SMOTE, which generates
synthetic samples for the minority class, typically
increases recall but can sometimes introduce noise,
leading to potential overfitting. Conversely, RUS
reduces the size of the majority class, which can
improve model performance by balancing the dataset
but might also result in the loss of valuable information,
thus affecting the model’s ability to generalize well.
The CSL model, by directly addressing the class
imbalance through weighted penalties rather than data
modification, avoids these pitfalls, resulting in a more
robust and reliable performance.

Lastly, the complexity of the CSL model compared to
the baseline MLP could also contribute to the observed
performance differences. The additional computational
overhead required to calculate and apply cost-sensitive
weights may lead to better optimization of the model
parameters, thus enhancing its ability to detect
fraudulent transactions more effectively. However, this
increased complexity could also mean that the model is
more prone to overfitting, particularly if not carefully
fine-tuned, as indicated by the moderate F1-Score
observed in some instances. Overall, while the CSL-
optimized MLP demonstrates superior performance in
detecting  fraudulent transactions, these gains
necessitate careful consideration of potential trade-offs,
such as the balance between recall and precision, and
the risk of overfitting, which must be managed through
further refinement of the model.

3.5 Potential Bias and External Factors

The CSL-optimized MLP, while effective in detecting
fraudulent transactions, is susceptible to overfitting due
to its focus on the minority class. The weighted
penalties applied during training might cause the model
to become overly specialized in the patterns found in the
training data, potentially reducing its ability to
generalize to new, unseen datasets. This risk is
particularly significant in highly imbalanced datasets,
where the model may overemphasize certain features
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unique to fraudulent transactions within the training set.
Additionally, the use of SMOTE and RUS for data
preprocessing can introduce biases—SMOTE may
generate synthetic samples that do not accurately
represent real-world transactions, while RUS might
lead to the loss of valuable information from the
majority class, affecting the model’s overall robustness.

External factors, such as evolving fraud tactics and
variations in transaction data across different regions or
industries, further challenge the model's long-term
effectiveness. A model trained on historical data might
underperform as fraud patterns change over time.
Therefore, continuous model updates and recalibration
are essential to maintaining its relevance and accuracy.
Regular validation and the incorporation of new data are
critical strategies to ensure that the model remains
effective in real-world applications, where the
dynamics of fraudulent behavior and data
characteristics can shift rapidly.

3.6 Comparison with Other Research

To validate the success of this research, we compare it
with other studies that use the same credit card dataset
and address class imbalance. In this study [5] tackled
class imbalance by testing the credit card dataset using
feature extraction and data sampling, resulting in an
AUC of 0.97 and the highest accuracy of 0.97. In
contrast, this study's optimization of MLP with cost-
sensitive learning achieved an AUC of 0.99 and an
accuracy of 0.998.

3.7 Testing on Different Datasets

Additional tests were conducted using different datasets
to further evaluate the modified MLP model's
performance with cost-sensitive learning. The test
datasets include e-commerce and credit card
transactions containing fraud, as described in Table 1.

Table 4. Testing on Different Datasets

Dataset MLP MLP+ MLP+ MLP+
Baseline  SMOTE RUS Cos
E- Ac 0.94 0.78 0.57 0.80
Commerce
Re 0 0.56 0.64 0.60
Fl 0 0.21 0.13 0.24
AUC 0 0.67 0.60 0.77
Ac 0.98 0.99 0.96 1.00
Credit Re 0.90 0.97 1.00 1.00
Card 2
Fl1 0.95 1.00 0.86 1.00
AUC 095 0.99 0.98 1.00

Based on Table 4, the results show that the MLP
optimized using CCL outperforms the baseline MLP
algorithm, MLP + SMOTE, and MLP + RUS. For
Dataset 1, the optimized MLP excels in recall and AUC
compared to all other algorithms. For Dataset 2, all
algorithms achieved a perfect 1.0 or 100% score. The
ROC performance results demonstrate that the MLP
optimized with Cost-Sensitive Learning achieved the

best performance among all tested algorithms, as shown
in Figures 7 and 8.
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Figure 7. ROC Dataset E-Commerce
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3.8 Discussions

The proposed model has been successfully
implemented and tested for its performance in CCFD
using a highly imbalanced dataset. The results indicate
that the MLP optimized with CSL outperforms the
baseline MLP and other methods, such as MLP with
SMOTE and MLP with RUS, particularly in terms of
AUC and recall metrics. Specifically, the CSL-
optimized model achieved an AUC of 0.95 and a recall
of 0.6, demonstrating its effectiveness in prioritizing the
detection of fraudulent transactions. These findings
were validated using statistical tests, including the
Friedman test and T-test, which confirmed significant
performance improvements over the baseline model.

This study utilizes a real-world credit card transaction
dataset from Kaggle, with 284,807 records, of which
only 492 are fraudulent, representing just 0.172% of the
data. The CSL approach was implemented by
modifying the loss function to apply higher penalties for
misclassifications in the minority class. This ensures
that the model becomes more sensitive to detecting
fraud, an essential aspect when working with highly
imbalanced datasets. The implementation of CSL
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involves several key stages, including initializing
weights and biases, forward propagation, cost-based
loss calculation, and backpropagation with gradient
descent optimization.

When compared to other studies that have used similar
datasets and approaches, this model demonstrates
superior accuracy (0.996) and AUC (0.99). The results
underscore the practical value of Cost-Sensitive
Learning in enhancing the performance of MLPs for
fraud detection in financial transactions. The
implications for the financial industry are significant, as
a more sensitive model can substantially reduce
financial losses due to fraud and increase customer trust
in payment systems. However, the approach is not
without limitations. The need for careful parameter
tuning to avoid overfitting, as well as the potential
increase in computational resource requirements due to
the complexity of the weighted loss function, are critical
factors that must be managed. Future research should
focus on refining these aspects to ensure that the
proposed model can be effectively scaled and applied in
real-world environments, where the dynamics of fraud
and transaction data are continually evolving.

4. Conclusions

This research successfully implemented and tested the
performance of a model for CCFD using a highly
imbalanced dataset. The proposed model, which
utilized CSL as the optimization approach for MLP,
was compared with the baseline MLP, MLP optimized
with SMOTE, and MLP optimized with RUS. The
evaluation demonstrated that the MLP with CSL
significantly outperformed other methods, particularly
in terms of AUC and recall, achieving an AUC of 0.99
and a recall of 0.6. The Friedman and T-test further
validated that the performance improvements achieved
with CSL were statistically significant.

Compared to other studies using similar datasets, this
model showed a slight reduction in AUC but achieved
higher accuracy (0.996), confirming the effectiveness
of the CSL approach. This result suggests that CSL is a
more reliable strategy for improving MLP performance
in detecting credit card fraud within imbalanced
datasets. The practical implications of this research are
substantial for the financial industry, as the enhanced
sensitivity of the model can lead to reduced financial
losses and increased trust in payment systems.
However, the research also identified several
limitations, such as the use of static weights for the
minority class and the limited validation across diverse
datasets. Future research should focus on exploring
dynamic weighting strategies, incorporating a broader
range of datasets, and implementing automated
hyperparameter optimization to further improve model
performance. These steps will ensure that the proposed
model can be effectively scaled and adapted to real-
world environments where the characteristics of
fraudulent behavior are continuously evolving.
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