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ABSTRAK

Evan Kumara Danuarta, 202010225214, “Analisis Keamanan Website
Disway.ID dengan metode Content Delivery Network Terhadap Serangan DDOS”

Serangan Distributed Denial of Service (DDoS) merupakan ancaman signifikan
terhadap keandalan situs web, termasuk Disway.id, yang sering menjadi target
serangan ini. Penelitian ini bertujuan untuk menganalisis efektivitas fitur
perlindungan Distributed Denial of Service (DDoS) pada Content Delivery
Network (CDN) Cloudflare dalam melindungi situs web Disway.id dari serangan
siber. Metode penelitian melibatkan simulasi serangan menggunakan alat Grafana
K6, pengumpulan data melalui wawancara, dan pemantauan trafik sebelum dan
sesudah implementasi perlindungan Content Delivery Network (CDN). Hasil
menunjukkan bahwa Cloudflare secara signifikan mampu mengurangi dampak
serangan Distributed Denial of Service (DDoS) melalui mekanisme firewall dan
pengelolaan tantangan otomatis. Namun, serangan dalam skala besar masih dapat
menyebabkan timeout pada server. Kesimpulan penelitian merekomendasikan
penguatan kapasitas server dan peningkatan konfigurasi keamanan firewall untuk
mencegah kerugian lebih lanjut akibat serangan Distributed Denial of Service
(DDoS).

Kata kunci: keamanan website, DDoS, Content Delivery Network, Cloudflare,
Grafana K6.
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ABSTRACT

Evan Kumara Danuarta, 202010225214, “Analisis Keamanan Website Disway.ID
dengan metode Content Delivery Network Terhadap Serangan DDOS”

Distributed Denial of Service (DDoS) attacks are a significant threat to websites,
including Disway.id, which is often targeted by these attacks. This study aims to
determine the effectiveness of the Distributed Denial of Service (DDoS) protection
feature on Cloudflare's Content Delivery Network (CDN) in protecting the
Disway.id website from cyber attacks. The research methods include attack
simulation using the Grafana K6 tool, data collection through interviews, and
traffic monitoring before and after the implementation of Content Delivery Network
(CDN) protection. The results show that Cloudflare is significantly able to reduce
the impact of Distributed Denial of Service (DDoS) attacks through firewall
mechanisms and automatic defense management. However, large-scale attacks can
still cause timeouts on the server. The conclusion of the study provides server
capacity strengthening and firewall security configuration improvements to prevent
further losses due to Distributed Denial of Service (DDoS) attacks.

Keywords: website security, DDoS, Content Delivery Network, Cloudflare,
Grafana K6.
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