43_CITSM2023.pdf

by aida.fitriyani@gmail.com 1

Submission date: 02-Sep-2024 12:55PM (UTC+0800)
Submission ID: 2441013528

File name: 43_CITSM2023.pdf (463.67K)

Word count: 4359

Character count: 23129



Comparative Analysis of Key Management Service

Performance on AWS, Google Cloud, and Oracle
Cloud with Performance Testing
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Ar‘isi‘rm‘i‘—;\lthuu;.'_11 switching to cloud technolggs

exclusive can give cost advantage and efficienTy, it requires
policies, processes, and practices begf-eCeurity level business
calculaled.LBased on survey| te-Tnddstry experts, available
problem security in cloud-corhputing, including data breaches
identified as a problem security top need _ attention more. Mos
entry way sense to prevent data breach involves practic

security in data storage, for example datal encryption. But if
happen lost key encryption, then it willl also - It
supported by abundance data breaches that have ocdurred in

the last 5 years recently, especially in Indonesia. To overcome
security and management issues key encryption, some cloud
providers provide Key Management Services (KMS) services.
This research will compare the perform@uee of Key
Management Services from cloud providers AWS, Google
Cloud, and Oracle Cloud with load testing methods, stress
testing, and benchmark testing. The parameters assessed from
this research are response time, erm1 rate, throughput, and
latency. The resulting research results are recommendations for
the best cloud providers in Key Management Services. The
result shows AWS can say better compared Gaagljo(éluud and
Oracle because constant error rate lower from Gdogle Cloud
and Oracle, competitive response time and latency. Throughput
(requests per second) obtained almost always more excels at
every testing.

Keywords— Perform mu‘j Analysis, Cloud Computing, Cloud
Security, Duta Breaches, J)M dte

1. INTRODUCTION
In recent years, the demand for data has increased
drastically as has the number of online users. Therefore, an
external storage system is required to store data. Traditional
computing is unable to handle the increasing number of online
users due to the growth of the global internet. A new concept
in data storage systems appears, namely cloud computing [1].

Cloud computing is a model of easy resource access and
can be delivered on demand [2]. In cloud computing,
customers only pay for services used with the PAYG model.
Benefits include flexibility in customizing software, storage,
development platforms, and computing resources [3].

In Indonesia, there have been several cases of user data
violations on cloud service platforms such as Bukalapaki
T()k(:pediiaﬂd BPJS [4]. These cases show that inadequat
implementhtion of encryption can lead to leaking of user data
[15]. To ‘address security issues and management of
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encryption keys, several gud service providers provide Key
Management Services (KMS) services. KMS is a system that
leverages cryptography and key lifecycle management
functionality to connect applications and services, and
autgate key management processes [5].

Cloud service providers such as Amazon Web Services

(AWS), Google Cloud, and Oracle Cloud are recognized as
leaders in cloud platform infrastructure and services [6]. They
have invested hea@in building datal centres and offering on-
premises mﬁfmﬂwau.ds offering b wide range of services,
tools and supportlto their customers [6], [7].

Based on the importance of key management in
cryptography and the need to reduce the impact of data

aches, the author will conduct research that focuses on
comparative analysis of Key Management Service (KMS)
performance on AWS, Google Cloud, and Oracle Cloud using
load testing, stress testing, and benchmark testing methods.

II. RELATED WORK

A. Key Management Service

Key Management Service (KMS) is syslenj]rhat utilizes
functionality cryptography and management cydle life key to
connect applications and services. Functions too expanded to
manage secrets and certificates. NIST defines KMS as a
system for management key cryptography and Eﬂctadata,
include various processes such as creation, distribution,
storage, backup, archiving, restoration, use, revocation, and
destruction key. KMS got used in a manner automation to
ovegsee. automate, and secure management processes key [8].

B. Load Testing

Load fing is a method of performance testing that
involves the continuous operation of a system within the
pressure it can withstand. The purpose is to test the stability
of the system by ensuring the system can run consistently
under these stresses. Load festing helps understand the
performance capacity of the system and can be used as a basis
for performance tuning [16]. It is important §fflistinguish
load testing from stress testing , in which stress testing
involves evaluating a system's performance beyond its
noimal capacity. Load testing is part of performance testing
that ensures testifgf)is carried out within the specified
resource capacity [9], [10].




C. Stress Testing

Stress testing is a performance testing method that
involves continuously increasing fEksure on the system
under test until the system fails. The goal is to test the
maximum pressure that the system can withstand. Stress
testing involves a gradual increase in systanluad to test for
changes in system performance and deterrhine conditions
under which the system fails to deliver the maximum level of
performance service. The difference with load festing is that
in stress testing, the test is carried out at the maximum
pressure that the system can withstand [9].

D. Benchmark Testing

Overall, benchmark testing is a performance testing
method that involves measuring and comparing systf§J
performance using standardized tests [11]. The purpose of
benchmark testing is to provide a standardized and objective
way to evaluate and compare the performance of different
computer systems, as well as identify performance
bottlenecks that can be optiffEkd to improve system
performance. Benchmark testing 1s used in a variety of fields,
including computer architecture, hardware and software
design, andﬁtem optimization [11].

E. Apache IMeter ™.
Apache J Mete1| 15.a desktop application used to test and
III. RESEARCH METHOD

A. Method Data Analysis

At stage analysis performance, this study uses lhrcj
method testing that is lodg¥lesting , stress testing , an
benchmark testing . Load testing 1s carried out to test the
stability of the system by running operations continuously
within the pressure limit that can be withheld] Apache IMetey
1s used as a tool testing with a test plan.

TABLE [ Load Test Plan Scenario 1

Ti:::gs name Load Test Scenario 1
Number of threads 100
Thread Ramp-up Period (in |
Properties seconds)
Loop Count 10
TABLE II Load Test Plan Scenario 2
Group name Load Test Scenario 2
Threads
Number of threads 250
Thread Ramp-up Period (in |
Properties seconds)
Loop Count 10

Stress testing 1s performed to test changes in system
performance by gradually increasing syslcnt lmadhk
pressure on the system is tested continuously untll the s¥siem
collapses or is unable to withstand the applied load. Apache
JMeter| is used for measurements in stress testing with a test
plan.

Group ‘
Threads

TABLE 111 Stress Test Plan Scenaro |

name Stress Test Scenario | |

measurel the performance and functional behavior of
client/seryer apiffifations, such as web applications or FTP
applications. As one of the most popular open-source festing
applications, JMetell is designdf] in Java and has
expandability via d pfovided API. By acting as the "client
side" of a "clienb/server" application, JMete] measures
response time and server resources such as CPU load,
memory usage, and other resource usage. This enables
automated Effictional testing [10].

I Metechan be used to test the performance of static and
dynamic résources such as static filcﬁ'en’lem, FTP servers,
Databases, and gueries. To test and measure the robustness
of HTTP or FTP servers or nctworks, JMetell users can
simulate various types of loads on the tested systelm. With its
graphical tools, IMeter]facilitates better performance analysis
in heavy load situationk { 10].

F. Similar Literature

After determining the topic of research and the
formulation of the problem, the author collects data by
reading and studying books, journals, and also lhcsijwhich
is used as a reference in order to obtain a theoreticdl basis
regarding the problem to be studied. Similar literature can be
seen in Table |

Number of threads 5000
Thread Ramp-up Period (in |
Properties seconds)
Loop Count 10
TABLE IV Stress Test Plan Scenario 2
Group name Stress Test Scenario 2
Threads
Number of threads 10000
Thread Ramp-up Period (in |
Properties seconds)
Loop Count 10

Benchmark testing is a performance testing methodology
that involves measuring and comparing syslcnjnp erformance
using a series of standardized tests known as beachmarks. At
this stage, the system is tested by encrypting files of various
sizes and the results are cmnparedvi Apache JMeter 13
used to perform benchmark testing with the test plan listed iri

the table.
TABLE V Benchmark Test Input Plan
No file sizes Number of threads Extension
1 100 kb 10 pdf
2 Imb 10 pdf
3 10mb 10 pdf
TABLE VI Benchmark Test Plan
Group name Benchmark Test Plan
Threads
Number of threads 10
Thread Ramp-up Period (in
Properties seconds) !
Loop Count 1

The output of the testis in the form of response time,
errorf rate, throughput, and latency which will be compared.




IV. RESULTS

A. Load Testing
1) Average Response Timg

Tablj: is comparison of the average response time load
resting funetion encryptionf and function Key Management
Service decryption from scenario 1 and scenario 2 on AWS,
Google Cloud, and Oracle providers. The smallest average
response time from the encryption function is obtained by
AWS in scenario 1 and scenario 2,LThc largest average
response time from scenario 1 for the kncryption function is
obtained by Google Cloud, in scenario 2 is obtained by
Oraclei[n the decryption function, the least average response
time frém scenario 1 and scenario 2 is obtained by AWS, and
the largest average response fime from scenario 1 and
scenario 2 is obtained by Oraclci

TABLE VII COMPARISON OF AVERAGE RESPONSE TIME LoAD TESTING

4) Error

Table 11 is error comparisons testing the encryption
function and decryption function Key Management Service
from scenario 1 and scenario 2 on AWS, Google Cloud, and
Oracle providers. The fewest errors in the encryption and

decryption functions in scenario | and scenario 2 were

function in scenar
biggest error from the decryption function in scenari
obtained by Or.

obtained by AWS,LThe biggest error from the enm};rtion
i

acle,

2 15 obtained by Google Cloud{ The

2018

TABLE X CoMPARISON OF ERROR LOAD TESTING

Label Provider Scenario 1 Scenario 2
Enerypt AWS 2790 715
Function Google Cloud 7170 21069

Oracles 7623 16355
Deerypt AWS 2417 537
function Google Cloud T404 21063
Oracles 7706 21411

Label Provider Scenario 1 Scenario 2
Encrypt AWS 197 402
Function Google Cloud 1124 2694

Oracles 978 2020
Deerypt AWS 230 205
function Google Cloud 1245 2336
Oracles 1370 2560

2) Minimum Response Timé

Tabl : - minimum_res mmdmtsme load
(es(mih ubp_vqnmrm ptio bon Key nagement
Servick de enario 2 on AWS,

Google Cloud, le pmvidcrs, The minimum response
time for the encryption function is obtained by Omclt1 n
scenario 1 and scenario 2] The minimum response time for
scenario 1 is obtained by AWS and scenario 2 is obtained by

3) Throughput

Table 12 is throughpur comparisons
and decryption

encryption

function

%ﬁcr&nfﬂg the
fudletion  Key

Management Service from scenario 1 and scenario 2 on

AWS, Google Cloud, and Oracle providers .

throughput of scenario 1 and scenario 2
decryption functions was obtained by AWS.LThe smallest
throughput of the scenario I encryprion function is obtained
by Google Cloud and the scenario 2 encryption function is
obtained by Oram’e.Lln the decryption function the smallest

throughput from sc

narios 1 and

The greatest
encryption and

2 is obtained by Google

EXTComMparISON OF THROUGHPUT LOAD TESTING

Oracle
Label Provider Scenario 1 Scenario 2
TABLE VIIT CoMPARISON OF MINIMUM RESPONSE TIME LOAD TESTING Encrypt AWS lol 8l 52421
Function Google Cloud 65,6 6851
Label Provider Scenario 1 Scenario 2 Oracles 76,3 6338
Encrvnt AWS 65 85 D " AWS 169.3 651.04
b Google Cloud 74 71 e Google Cloud 63,2 7340
Oracles 56 63 unction Oracles 64,3 7821
AWS 34 90 6) Latency
P“"J_’P‘ Google Cloud 79 73 ) ” ) o
unction Oracles 101 70 Table 13 is comparison| latency load testing function

3} Maximum Response

Tdblinlll Is ¢ dmm maximum_response time load
testing funetion encryption lld function Key Management
Service decryption from scenario 1 and scenario 2 on AWS,
m:gle Cloud, and Oracle providers. The minimum maximum
response time of the encryption and decwptlun functions is
obtained bPIWS in scenario 1 and scenar " TAX M UM
mc:nmumI respy the encryption dnd)decryption
functionslis obtained by Om:,ll.i in scenario 1 and scenario 2

TABLE IX COMPARISON OF MAXIMUM RESPONSE TIME LOAD TESTING

encryption and function
Service from scenario 1 and scenario 2 on AWS, Google
Cloud, and Oracle providers. Least latency on functions
encryption and function decryption Scenario 1 and Scenario

2 are obtained

encryption Scenario 1

by AWS,

ecryption  Key Management

The biggest latency on the function
is obtained by Google Cloud and

scenario 2 is obtained by OracIeJ In the decryption function,

the greatest latency in scenario

by Oracle.

and scenario 2 is obtained

TABLE XTI COMPARISON OF LATENCY LOAD TESTING

Label Provider Scenario 1 Scenario 2
AWS 2790 715
lET.fcrﬁE; Google Cloud 7170 21069
Oracles 1623 16355
Deerypt AWS 2417 537
function Google Cloud 7404 21063
Oracles 7706 21411

Label Provider Scenario 1 Scenario 2
Enerypt AWS 197059 402 628
Function Google Cloud 1124.52 2694.68

Oracles 978 498 2920.76
Deerypt AWS 230 262 295.8836
function Google Cloud 1245 82 2336.78
Oracles 1370 435 2560.05




B. Stress Testing

1) Average Response Timg

Table 14 is a comparisgh of the average response time
stress testing the encryption function and decryption function
Key Management Service from scenario 1 and scenario 2 on
AWS, Google Cloud, and Oracle providers . In scenario 1 and
scenario 2, the smallest average response time obtained by
Oracle 1s 6687 ms and 6877 ms]| Meanwhile, the largest
average response time in .\:u;L:nml:I6 neryption function was
obtained by Google Cloud at 1 e n'mu|
encryption function obtained by AWSi In the scenariol 1
decryption function, the smallest average response time 1s
obtained by AWS of 6093 and in scenario 2 obtained by
Oracle 1s 5576 ms,LWhlle the highest average response time
in the scenario 1 knd scenario 2 decryption function was
obtained by Google Cloud at 13859 ms and 9705 <’

ESTRI‘SST}jﬂﬁ

TABLE XIII COMPARISON OF AVERAGE RESPONSE TJ

Label Provider Scenagit 1 Se€nario 2
Encrypt it 1047 12858
i Google Cloud 15673 9828

Oracles 6687 6877

Decrypt AW 6093 8574

function Google Clou 13859 9705
Omge§ e[ ——3376

31 Mini :
T: b]j 15 is"minimum| r¢sponse time comparison| stress
testing | 1ct1‘0rmpti and function decryptioh Key
Management S from scenario 1 and scenario 2 on
AWS, Google Cloud, and Oracle providers. Omcl:lgcts the
smallest minimum response fime on the encryption and
decryption functions in scenario 1. There are several
minimum response times that produce a value of 0 so that it
is not visible on the graph. This is because there are so many

— AWS 10529 75578
m:“g:ﬂ Google Cloud 101837 72516
Oracles 81213 71820

4) Error

Table 17 is a comparison of the percentage error siress
testing of the encryption function and the decryption function
Key Management Service from scenario 1 and scenario 2 on
AWS, Google Cloud, and Oracle providers . In the scenario
1 encryption and decryption function, AWS gets the least
percentage of errors, namely 0.995% and 0.747%. But in
scenario 2, the percentage of AWS errors rises to the range of
46% to 53%. Googlg Cloud and Oracle got somewhat
consistent results in thd range of 76% to 93% in scenario 1
and scenario 2.

TABLE XVI COMPARISON OF ERROR STRESS TESTING

Label Provider Scenario 1 Scenario 2
Encrypt AWS 0.995 46,743
Function Google Cloud 78.638 91.292

Oracles §9.943 90,994
Decrypt AWS 0747 53,568
function Google Cloud 76.06 92.195
Oracles 90,374 9377

5) Throughput

Table 18 is throughput comparisons stress testing the
encryption function and decryption function Key
Management Service from scenario 1 and scenario 2 on
AWS, Google Cloud, and Oracle providers. AWS got the
highest throughput result on scenario 1 encryption function,
and scenario I and scenario 2 decryption function. Google
Cloud got results highest throughput on function encryption
scenario 2.

TABLE XVII COMPARISON OF THROUGHPUT STRESS TESTING

errors that occur at once that the request is immediately Label Provider Scenario 1 Scenario 2
d Encrvpt AWS 701.1285 5548832
countered. s Google Cloud 278,369 582.5547
Oracles 514,774 457.2054
TABLE XIV COMPARISON OF MINIMUM RESPONSE TIME STRESS TESTING D " AWS B08.5473 916.5491
fuiccg;1 Google Cloud 208 9898 6441867
Label Provider Scenario 1 Scenario 2 Oracles 498 4205 817.0162
; AWS 851 0 6) Latency
IE““J{P‘ Google Cloud 0 0 ) : ) ) )
unction Oracles 53 0 Table 19 is comparison of the average latency of the test
Decrypt AWS 909 0 stress testing function| encryption and function decryption
function G‘)‘z)gle F")“d 6{1] g Key Management Service from scenario 1 and scenario 2 on
raclcs

3) Maximum Response Trie
Tablg 16 is ¢ arison maximum respons nm
f

testing flinction] encryption and function dec
Management S from scenario 1 and scenario
AWS, Google Cloud, and Oracle providers. AWS gets the
smallest result the maximum response time of function
encryption and decryption in scenario 1, but in scenario 2 it
functions encryption, AWS maximum response time
increases substantially drastic up to 320678 ms

TABLE XV COMPARISON OF MAXIMUM RESPONSE TIME STRESS TESTING

Label Provider Scenario 1 Scenario 2
I AWS 21250 320678
nﬁi:gg; Google Cloud 45262 50427
Oracles 57959 107945

AWS, Google Cloud, and Oracle providers. AWS got the
lowest average latency on scenario 1 encryption function,
scenario | and scenario 2 decryption function. Orac'irlgoi the
lowest average latency on scenario 2 encryption function.

TABLE XVIII CoMPARISON OF LATENCY STRESS TESTING

Label Provider Scenario 1 Scenario 2
Encrypt AWS 076,899 21624.73
Function Google Cloud 19552,47 23219.05

Oracles 19814,49 20406
AWS 6108458 17165.57
Rﬁ“gg: Google Cloud 16974.61 22899.32
Oracles 20140,7 18436,87

C. Benchmark Testing

1) Average Response Time




Table 20 is comparison of the average response time ()j
testing benchmark testing of the function encryption an
function decryption Key Management Service on the insert
file sizes 100KB, IMB, and 10MB. In the 100KB file
encryption function, AWS gets an average response time of
less than Google Cloud. Meanwhile, the 1MB and | OMB{file
encryption, Google Cloud has an average response time that
is lower than AWS. Oracle Cloud produces a constant
average response time of 0 ms due to unsuccessful
benchmark testing.

TABLE XIX COMPARISON OF AVERAGE RESPONSE TIME BENCHMARK

TESTING
Label Cloud Provider Average Response
Time ( ms )
Encrypt Files AWS 97
fypt biles Google Cloud 133
100KB
Oracles 0
Encervot Fi AWS 192
ne 'IYI\E;B tes Google Cloud 147
Oracles 0
- i AWS 2117
nerypt Files Google Cloud 1023
10MB
Oracles 0

2) Minimum Response Timé

T;lblﬁl is comparison o mimmu;iresponse time testing
benchmake : tasting . function encryption  and = function
decryption Key Management Service on the insert file sizes
100KB, 1MB, and 10MB. At 100 KB file encryption, AWS
gets minimum response time results more A little compared
to Google Cloud. Meanwhile, at 1 MB and 10 MB file
encryption, Google Cloud gets minimum response time
results are more A little compared to AWS. Oracle Cloud
generates a constant minimum response time of 0 ms due to
unsuccessful benchmark testing.

TABLE XX CoMPARISON OF MINIMUM RESPONSE TIME BENCHMARK

TESTING
Label Cloud Provider | M0 R“m“;“ Time (
. AWS 88
Encrypt Files Google Cloud 102
1D0KB
Oracles 0
B ¢ Fil AWS 162
ne %’IB tes Google Cloud 123
Oracles 0
. AWS 781
Fnerypt Files Google Cloud 534
10MB
Oracles 0
3) Error
Table 22 is C()l‘l‘lpill'is()l1 error presentation  testing
benchmark resting functionl  enecryption and function

decryption Key Management Service on the insert file sizes
100KB, IMB, and 10MB. From pictures we can corclude
that there are none of the errors generated at the time testing
good benchmark resting from AWS or Google Cloud
providers. Especially for Oracle Cloud, it produces a constant
error of 0% due to unsuccessful benchmark testing.

TABLE XXI CoMPARISON OF ERROR BENCHMARK TESTING

| Label | Cloud Provider | Error % |
| AWS | o

Encrypt Files Google Cloud 0

100KB Oracles 0

AWS 0

Enc?rﬁtnﬁles Google Cloud 0

Oracles 0

AWS 0

Encrypt Files Google Cloud 0
1OMB

Oracles 0

4) Throughput

Table 23 is a comparison of throughput for benchmark
testing of the encryption function and decryption function
Key Management Service in the file enter size 100KB, 1MB,
and 10MB. At 100 KB file encryption, AWS gets slightly
more throughput than Google Cloud. Meanwhile, for 1 MB
and 10 MB file encryption, Google Cloud gets greater
throughput than AWS. Oracle Cloud generates a constant
throughput of 0 requests per second due to unsuccessful
benchmark testing.

TABLE X)(lllll COMPARISON OF THROUGHPUT BENCHMARK TESTING

Label Cloud Provider Throughput(s)
E Fil AWS 10.04016
nerypt Hiles Google Cloud 9.8912
100KB
Oracles 0
Encrypt Files AWS 2433%
P e Google Cloud 068054
IMB
Oracles 0
E Fil AWS 2.6462
nerypt biles Google Cloud 458026
10MB
Oracles 0
3) Latency

Table 24 is comparison of the average latency of
benchmark testing function testinienm}r’ption and function
decrypt Key Management Service in the insert file sizes
100KB, IMB, and 10MB. At 100 KB file encryption, AWS
gets more latency results A little compared to Google Cloud.
However, at | MB file encryption and 10 MB Google Cloud
gain more latency results A little compared to AWS. Oracle
Cloud produces an average constant latency of (f ms due to
unsuccessful benchmark testing.

TABLE XXIII COMPARISON OF LATENCY BENCHMARK TESTING

Label Cloud Provider Latency ( ms)
E il AWS 97.1
nerypt Hiles Google Cloud 1334
100KB
Oracles 0
AWS 171
Encrypt Files Google Cloud 1429
IMB
Oracles 0
Encrvot Files AWS 17744
ypt s Google Cloud 9753
10MB
Oracles 0

V. CONCLﬂO.‘J
Based on results analysis Key Management Service
performance on AWS, Google Cloud, and Oracle using load
testing methods, stress testing, and be: ;
concluded] things fi 1
1. In thelload testing test. AWS shows the best results
compared to Google Cloud and Oracle. AWS has more
response time, throughput, and latency well, as well No
generates an error in the load testing test. Google Cloud
and Oracle experienced an error rate of 0.44% to 2.44%.

g, can




2.

In stress testing, the percentage of errors is a determining
factor for the success of requests. AWS has more error
percentage low than Google Cloud and Oracle, while the
best latency, throughput, and response time alternate
between AWS, Google Cloud, and Oracle.

In benchmark testing, AWS has more results good at
encrypting file sizes of 100 KB, while Google Cloud is
more both in encryption file size of 1 MB and 10 MB in
terms of response time, throughput, and latency. No, there
is an error that occurs in benchmark testing.

Based on testing whole, author
provider in implementing Key
because more error rate low, competitive response time
and latency, as well as more throughput superior.
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