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Anomaly Detection in E-commerce Fraud Using a Hybrid Autoencoder-Transformer

Wowon Priatna'”, Joni Warta', Rasim!, Mayadi', Asep Ramdani Mahbub!, Agus Hidayat'

Informatics
Universitas Bhayangkara Jakarta Raya
JI. Raya Perjuangan No.8 Marga Mulya, Kota Bekasi, Indonesia
*lwowon.priatna@dsn.ubharajaya.ac.id; 'joniwarta@dsn.ubharajaya.ac.id, 'rasim@dsn.ubharajaya.ac.id,
'mayadi@dsn.ubharajaya.ac.id, laseprm@dsn.ubharajaya.ac.id, 'agus.hidayat@dsn.ubharajaya.ac.id

ABSTRACT. The rise of e-commerce has led to an increase in fraudulent activities, posing
significant risks to online transactions. Effective anomaly detection for e-commerce fraud
is essential for maintaining transaction trust and security. This study proposes a hybrid
framework that combines Autoencoder (AE) and Transformer models to enhance anomaly
detection in e-commerce fraud. An AE is utilized for dimensionality reduction and latent
space representation of transaction data, providing a compact and informative feature set.
The Transformer model captures global and local dependencies in the data through its self-
attention mechanism, enabling more accurate anomaly identification. The proposed hybrid
approach addresses the limitations of traditional methods by effectively identifying complex
data patterns and detecting anomalies more precisely. Evaluation using the Credit Card
Fraud Dataset and the IEEE-CIS Fraud Detection Dataset demonstrates the hybrid model's
superior performance compared to conventional models such as Deep Neural Network
(DNN), Long Short-Term Memory (LSTM), and Recurrent Neural Network (RNN), with
significant improvements in accuracy, precision, recall, F1 score, and Area Under the Curve
(AUC) metrics. The findings indicate that the proposed hybrid Autoencoder-Transformer
framework can significantly enhance the detection of fraudulent activities in e-commerce,
contributing to safer and more secure online transactions.

Keywords: Anomaly Detection, Transformer, Hybrid Autoencoder, Fraud Detection,
Machine Learning.

1. Introduction. E-commerce has grown rapidly in recent years, offering substantial benefits
to both businesses and consumers. However, this growth has been accompanied by an
increased risk of fraudulent activities, including identity theft, fraudulent transactions, and
data manipulation, all of which can result in significant financial losses. As e-commerce
continues to expand, effective fraud detection mechanisms have become crucial for
maintaining trust and security in online transactions|[1]. Machine learning algorithms, such
as k-nearest neighbors (KNN) and Logistic Regression, have been applied to fraud
detection[2], but they struggle with high-dimensional and complex datasets. Advanced
methods like Local Outlier Factor (LOF) offer improvements but still face limitations in
managing sophisticated fraud patterns[3].

Recent advancements in deep learning, particularly Autoencoders (AE) and Transformer
models, have shown significant promise in anomaly detection tasks. Autoencoders compress
input data into latent representations, capturing the data's underlying structure [4], while
Transformers leverage self-attention mechanisms to capture long-term dependencies in
sequential data [5]. Despite their strengths, these models face individual limitations:
Autoencoders are prone to overfitting on high-dimensional data and struggle with temporal
patterns, whereas Transformers may overlook crucial local patterns in large, heterogeneous
datasets[6] [7][8].

This research introduces a novel hybrid Autoencoder-Transformer framework that synergizes
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the strengths of both models to address their individual limitations. Unlike prior studies[4]
[5], which applied Autoencoder or Transformer models in isolation, this approach combines
the dimensionality reduction capabilities of Autoencoders with the global and local
dependency modeling of Transformers. This integration enables comprehensive anomaly
detection, particularly for identifying complex fraud patterns that single-model methods
often miss.

The structure of this manuscript is as follows: Section 2 reviews related work in anomaly
detection and fraud detection systems. Section 3 describes the proposed hybrid Autoencoder-
Transformer framework, including its methodology and implementation details. Section 4
presents the experimental results and discusses the findings. Finally, Section 5 concludes the
study with key insights and future research directions.

2. Related Work. Traditional machine learning (ML) methods, such as decision trees,
random forests, support vector machines (SVM), and logistic regression, have been widely
used for fraud detection. However, their reliance on labeled data and sensitivity to class
imbalance make them less effective for high-dimensional and imbalanced fraud datasets,
limiting their generalizability in real-world scenarios[9],[10]. Unsupervised methods like
isolation forests avoid the need for labeled data but struggle to capture complex patterns and
temporal dependencies critical for detecting sophisticated fraud[11]. Recent advancements,
such as the approach in[12], combined Mahalanobis distance, isolation forests, and local
outlier factors with ensemble techniques, improving performance on imbalanced datasets and
offering insights for robust anomaly detection systems.

Deep learning models, such as autoencoders (AE) and recurrent neural networks (RNNs),
have advanced fraud detection by capturing more complex patterns. However, AEs often
overfit on high-dimensional data and lack the ability to model temporal sequences, while
RNNSs can handle sequential dependencies but require significant computational resources
[13]. To address these limitations, hybrid models such as AE-PRF[14] and CoTMAE [15]
have been proposed, combining AEs with probabilistic random forests or convolutional-
transformer architectures to improve training efficiency and performance, albeit with
challenges in fully balancing global and local dependencies[16].This study introduces a
Hybrid Autoencoder-Transformer framework that leverages the dimensionality reduction
capabilities of autoencoders and the dependency modeling of transformers. By combining
these approaches, the framework addresses the limitations of traditional and hybrid methods,
providing a more accurate and scalable solution for fraud detection in complex e-commerce
datasets.

3. Research Methodology. This study aims to perform anomaly detection in fraud detection
by proposing the integration of a Hybrid Autoencoder with a Transformer (Hybrid AET).
This integration is expected to perform better than previous anomaly detection models.

3.1. Dataset. The dataset, sourced from Kaggle, consists of 1,472,952 e-commerce
transaction records, with 5.01% labeled as fraud. It includes 16 features designed to test
machine learning models for fraud detection. Details of the dataset are summarized in Table

1.
TABLE 1. Dataset Information
Class Fraud Non-Fraud
Is Fraudulent 73838 1399114

3.2. Autoencoder. An AE is an artificial neural network designed to learn efficient data
representations, particularly in dimensionality reduction or mapping to a lower-dimensional
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latent space[17]. AE comprises two primary components: the encoder and the decoder[18].
The encoder maps input to a latent space, and the decoder reconstructs it[ 19][20]. The process
is described mathematically in Equations (1)-(3).

z=f0(x)=0c(W,x+b,) (1)
In this context, the encoder f6 transforms the input x to the latent space z, W x and b,
represent the weights and biases of the encoder layer, respectively, and o is the activation
function.

X =gp(z) = o(Waz + bg) (2)
Where W,z and ba are the weights and biases of the decoder layer. The objective of the AE
is to minimize the loss function, which is often the Mean Square Error (MSE) between the
original input x and the reconstruction X.

(6 2) = ~ XL, [l — %I 3)
3.3. Transformer. The architecture that revolutionized natural language processing (NLP)
and other fields is detailed in "Attention is All You Need." This architecture, known as the
transformer, utilizes a self-attention mechanism to identify relationships among elements in
sequential data.[21]. The self-attention mechanism allows the model to efficiently consider
the entire context of the input without processing the data in sequence, differing from
traditional methods like RNN and LSTM. The fundamental formula for self-attention is
given in Equation (4).

T
Attention(Q,K,V) = softmax (3%_1{ )14 4)

Where Q (query), K (key), and V (value) are representations of the input, calculated using
equation (5):

Q = XWy, K = XWg,V = XWy, (5)
Where W,, Wy, W, are the weight matrices corresponding to the query (Q), key (K), and
value (V) inputs in self-attention mechanism of the transformer. These weights determine the
transformation of the input data matrix X for each of the attention component. Specifically,
Xrepresents the input sequence that the Transformer processes, and the weight matrices W,
Wy and Wy, are responsible for transforming this input into the corresponding query, key,
and value vectors that are used in the attention mechanism.

The transformer architecture comprises multiple encoder and decoder layers. Encoders use
self-attention and feed-forward networks to create contextual representations, while decoders
generate outputs based on these representations. Multi-head self-attention captures diverse
relationships within the data, enabling the model to understand Ilong-term
dependencies[22][23].

3.4. Development of Hybrid Autoencoder. The first step in developing a hybrid
autoencoder is to define and train the autoencoder. An autoencoder consists of several layers:
an input layer, an encoder layer, a bottleneck layer, and a decoder layer. The encoding process
begins by passing the input data X through the encoder layer, which consists of two dense
layers with ReLU activation functions. The equations for the encoder layer in the hybrid
autoencoder are given in equations (6) and (7).

hy =0(W;.X + by) (6)
h, = @(W.hy + by) (7
Here, W; and W, are the weight matrices for the first and second layers of the
Autoencoders encoder, respectively, and b; and b, are the corresponding bias terms. The
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activation function @ is typically a non-linear function like ReLU. The bottleneck layer then
compresses the data into a lower dimension using equation (8).

z=0W5.hy, + b3) (8)
Where W; and b3 are the weight matrix and bias term responsible for compressing the
data into the latent space. After compressing the data, the decoding phase starts, aiming to
reconstruct the original data from the latent representation. The decoder comprises two
dense layers with ReLLU activation functions and an output layer with a Sigmoid activation
function. The decoder layers are described by equations (9), (10), and (11):

h3 = @(W4.Z + b4_) (9)
hy, = @(Ws.hs + bs) (10)

Where W,.Ws. W, and by, bs, bg are the weight matrices and bias terms, transforming the
latent representation z through hidden layers h; and h, to reconstruct the input data x.
The model is compiled using the Adam optimizer and MSE loss function, as detailed in
Equation (3). The Autoencoder is compiled in Python with the command
Autoencoder.compile(optimizer="adam', loss='mse'). The trained AE transforms the input
data into a latent representation, producing compressed data z. This compressed data is then
used to train the transformer model. To detect anomalies, the AE's reconstruction error is
calculated as the squared Euclidean distance between the original data X and the reconstruced
data X, as described in equation (12).

Scoresr = ||1X — X||? (12)
The anomaly score from the transformer is calculated based on the transformer's model
prediction output as described in equation (13).

Scorerransformer = Transformer.predict(X) (13)
The combined anomaly score is obtained by merging the two scores using specific weights
(a and ) as described in equation (14).

ScoreCombines = . SCOT‘@AE + B-ScoreTransformer (14)
Where a and B are weighting parameter that determine the contribution of the AE’s
reconstruction error score ( Scoreyr; ) and the Transformer’s anomaly score
Scoreryansformer to the final combined score. The values of @ and f are determined using
a hyperparameter optimization process, such as grid search or Bayesian optimization.

3.5. Development of Transformer Model. The development of the transformer model
begins with parameter initialization, including sequence length, model dimension (d_model),
number of heads (num_heads), and feed-forward dimension (ff_dim). Positional encoding is
added to represent positional information, computed using sine and cosine functions as
described in Equations (15) and (16).

pos

PEpos,Zi = sin 21 (15)
10000%model
_ pos
PEpos,Zi - COS( 20 ) (16)
10000%model

Here, pos denotes the sequence position, and i represents the dimension index, ensuring
unique representations interpretable by the transformer. The transformer encoder block
comprises multi-head attention, dropout, layer normalization, and a feed-forward network.
Multi-head attention enables the model to focus on multiple input parts simultaneously, as
shown in equation (4), while dropout regularizes the model, as per equation (17).
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Dropout (x) = x.mask (17)
A binary vector mask is utilized to specify the elements to be dropped. Subsequently, layer
normalization is applied to standardize the elements within the layer, as articulated in

equation (18).
LayerNorm(x) = %.y + (18)

Where u represents the mean, 62 represents the variance, € is a small constant, and y and
are learnable parameters. Finally, the feed-forward network is composed of two dense layers
with ReL.U activation and dropout, as detailed in equation (19).

FFN(x) = ReLU(xW; + by )W, + b, (19)
The transformer model, incorporating encoder blocks, is trained on compressed AE data and
original labels using the Adam optimizer and binary crossentropy loss. After training,
anomaly scores are generated from the transformer's output.

3.6. Hybrid integration of the Autoencoder and Transformer. The process is visually
summarized in Figure 1, which illustrates the steps in the proposed Hybrid Autoencoder-
Transformer framework.

4 \

Dataset
Fraud
'
' Data Pre-processing
'
'
' M i
. '
'
E Traininy '
m ‘
'
'
'

Training Phase

v :

Feature i o Hbriaae
'l Transformer

FIGURE 1. Steps in the Proposed Hybrid AET Framework

3.7. Model Evaluation. The subsequent step in this research involves evaluating the
performance of the developed intrusion detection model. The objective of this performance
evaluation is to ascertain the model's practical applicability. The evaluation parameters
include Accuracy (Ac), Recall (Re), Precision (Pr), F1 Score (F1), and Area Under the Curve
(AUC) [24]. These parameters provide a comprehensive assessment of the model's
effectiveness and reliability. The formulas for these parameters are detailed in equations (20),
(21), (22), (23), and (24) [25].

Accuracy = _ TPV (20)
TP-;;P+TN+PN
Precision = (21)
TP+FP
Recall = (22)
TP+TN
il Goars = 2xPre.CL'swnxrecall (23)
precision+recall
AUC = fol TPR(FPR)d (FPR) (24)
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4. Results and Discussion.
4.1. Model Implementation. The Hybrid AET model was developed using Python,
following the steps in Figure 1. The Autoencoder (AE) used three encoding layers with ReLU
activation and dropout (0.2) and three decoding layers, with the output layer using sigmoid
activation. The AE was compiled with the Adam optimizer (learning rate 0.001), MSE loss
function, and trained for 10 epochs (batch size: 64). The Transformer model featured an
embedding dimension of 64, 4 attention heads, a feed-forward dimension of 64, and a dropout
rate of 0.1. It included positional encoding and two encoder blocks with multi-head attention,
dropout, and layer normalization. The model was compiled with the Adam optimizer
(learning rate 0.001), binary crossentropy loss function, and trained for 10 epochs (batch size:
64).
4.2. Evaluate Model. The implemented model was evaluated for performance using
equations (20-24), as shown in Table 2. The evaluation included comparisons among hybrid
AE-Transformer, DNN, LSTM, RNN, and Ensemble models, with results depicted in Figure
2. The hybrid AE-Transformer model demonstrated superior performance compared to the
other algorithms.

TABLE 2. Model Evaluation Results

Submission ID trn:oid:::3117:498835215

00

Method Model Evaluation Results
Ac Pr Re F1-Score AUC
DNN 0.949 0.866 0.068 0.127 0.79
LSTM 0.946 0.0 0.0 0.0 0.50
RNN 0.946 0.0 0.0 0.0 0.74
Ensemble 0.947 1.0 0.021 0.041 0.78
Hybrid AET 0.952 0.866 0.137 0.041 0.81

ROC Curve

FIGURE 2. ROC Curve of Evaluated Models

Figure 2 illustrates the ROC curves comparing the performance of DNN, LSTM, RNN,
Ensemble, and Hybrid AE-Transformer models. The Hybrid AE-Transformer achieved the
highest AUC (0.81), followed by DNN (0.79). Ensemble and RNN models scored AUCs of
0.78 and 0.74, respectively, while LSTM had the lowest AUC at 0.50.

4.3. Testing. The proposed Hybrid AET model was evaluated on two datasets: a credit card
fraud dataset (284,807 records) and the IEEE-CIS Fraud Detection dataset (590,540 records).
As shown in Table 3, the model achieved the highest AUC (0.9773) and accuracy (0.9993)
for Dataset 1, and AUC (0.793) and accuracy (0.952) for Dataset 2, with balanced precision
and recall. The Ensemble model followed with slightly lower AUCs, while DNN and RNN
showed moderate performance. LSTM performed poorly, with an AUC of 0.5. These results
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highlight the effectiveness of the Hybrid AET model for e-commerce fraud detection.
4.4. Discussion. The Hybrid AET model demonstrated robustness and scalability in e-
commerce fraud detection, effectively balancing precision and recall while achieving high
AUC values. Its hybrid architecture, combining Autoencoders for dimensionality reduction
and Transformers for capturing complex data dependencies, addresses limitations of
traditional models in handling high-dimensional data and subtle anomalies. The findings
highlight the model’s potential for real-time fraud detection in large-scale e-commerce
systems. However, its computational complexity and reliance on high-quality training data
present challenges for practical implementation. Future research should focus on optimizing
computational efficiency and improving adaptability to diverse datasets.
TABLE 3. Model Evaluation Testing Dataset

Dataset DNN |LSTM | RNN | Ensemble | Hybrid AET
Dataset 1 Ac [0.237 109984 |0.9984 | 0.9989 0.9993
P.  10.0021 | 0.0 0.0 0.8125 0.7813
Re 10.9677 | 0.0 0.0 0.4194 0.8065
Fy 0.0041 | 0.0 0.0 0.5532 0.7937
AUC ]0.8948 | 0.5 0.8555 | 0.9301 0.9773
Dataset 2 | Ac 0.949 |0.946 0.946 | 0.947 0.952
P: 0.866 | 0.0 0.0 1.0 0.866
Re 0.068 10.0 0.0 0.021 0.137
Fy 0.127 10.0 0.0 0.041 0.041
AUC ]10.774 10.5 0.74 0.789 0.793

5. Conclusions. This study introduced a Hybrid AET model for anomaly detection in e-

commerce fraud, combining Autoencoders for dimensionality reduction and Transformers

for capturing data dependencies. The model consistently outperformed traditional methods

(DNN, LSTM, RNN, and Ensemble) across two datasets, achieving the highest AUC of

0.9773 on Dataset 1 and 0.793 on Dataset 2. These results demonstrate its capability for

accurate fraud detection with a balanced precision and recall.

The findings highlight the model's potential for real-time fraud detection in e-commerce

systems, improving transaction security while handling large data volumes. However,

challenges such as high computational demands, dependency on data quality, and model
complexity must be addressed. Future work should focus on optimizing computational
efficiency, enhancing model interpretability, and expanding its application to other fraud
domains.
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