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ABSTRAK

Farras Fatihatul Kautsar. 202110715220. 2025. PENERAPAN ALGORITMA
DECISION TREE DALAM ANALISIS LOG SISTEM ROUTER UNTUK
PENGKLASIFIKASIAN SERANGAN DDOS

Peningkatan penggunaan jaringan komputer di lingkungan pendidikan memberikan
kemudahan akses informasi, namun juga menimbulkan ancaman keamanan, salah
satunya adalah serangan Distributed Denial of Service (DDoS) yang dapat
menyebabkan gangguan serius pada ketersediaan layanan jaringan. Permasalahan
utama dalam penelitian ini adalah belum adanya sistem deteksi dini yang mampu
mengklasifikasikan lalu lintas jaringan normal dan lalu lintas mencurigakan secara
otomatis berdasarkan data log sistem dari router Mikrotik. Penelitian ini bertujuan
untuk menerapkan algoritma Decision Tree dalam menganalisis log sistem router
Mikrotik guna mengklasifikasikan serangan DDoS di SMKN 2 Cikarang Barat.
Metode yang digunakan mengikuti pendekatan CRISP-DM dengan tahapan
business understanding, data understanding, data preparation, modeling,
evaluation, dan deployment. Evaluasi model dilakukan menggunakan confusion
matrix dan pengukuran metrik seperti akurasi, presisi, recall, serta f1-score. Hasil
penelitian menunjukkan bahwa model klasifikasi dengan Decision Tree mencapai
akurasi 98%, presisi 98%, recall 98%, dan fl-score tinggi pada kedua kelas.
Kesimpulannya, algoritma Decision Tree efektif dalam membedakan pola lalu
lintas normal dan serangan DDoS berdasarkan data log, dan dapat dijadikan dasar
dalam pengembangan sistem deteksi dini serangan di lingkungan pendidikan.

Kata Kunci: Decision Tree, Router Mikrotik, Log Sistem, DDoS, Keamanan
Jaringan.
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ABSTRACT

Farras Fatihatul Kautsar. 202110715220. 2025. APPLICATION OF DECISION
TREE ALGORITHM IN ROUTER SYSTEM LOG ANALYSIS FOR
CLASSIFICATION OF DDOS ATTACKS

The increasing use of computer networks in educational environments
provides easy access to information, but also poses security threats, one of which
is a Distributed Denial of Service (DDoS) attack that can cause serious disruption
to the availability of network services. The main problem in this study is the absence
of an early detection system that is able to classify normal network traffic and
suspicious traffic automatically based on system log data from Mikrotik routers.
This study aims to apply the Decision Tree algorithm in analyzing Mikrotik router
system logs to classify DDoS attacks at SMKN 2 Cikarang Barat. The method used
follows the CRISP-DM approach with the stages of business understanding, data
understanding, data preparation, modeling, evaluation, and deployment. Model
evaluation is carried out using a confusion matrix and measuring metrics such as
accuracy, precision, recall, and fl-score. The results show that the classification
model with Decision Tree achieves 98% accuracy, 98% precision, 98% recall, and
high f1-score in both classes. In conclusion, the Decision Tree algorithm is effective
in distinguishing normal traffic patterns and DDoS attacks based on log data, and
can be used as a basis for developing an early detection system for attacks in
educational environments.

Keywords: Decision Tree, Mikrotik Router, Log System, DDoS, Network Security.
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